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e Undervolting

e Saves energy

e e Increases performance

\ e Attacks

R h e SW: Plundervolt, VOLTpwn, VoltJockey [3, 2, 4, 5]
- e HW: VoltPillager [1]

e Intel’s Mitigations
e SW: SGX © UV
e HW: Fully Integrated Voltage Regulators (FIVRs)
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e Place trap instructions
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Implementation - Integration

imul $11, input(Y%rip), Y%rax e LLVM compiler extension
e Inserts checks

cmp Y%rax, limit(%rip) e Inserts alternating traps
e Saves context

ja .L1
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Implementation - Integration

cmp  %rl2, %ri13
jne __abort
imul __factor(%4rip), %ri2

imul $11, input(Y%rip), Y%rax e LLVM compiler extension
imul __factor(Yrip), %ri3 e Inserts checks
cmp Y%rax, limit(%rip) e Inserts alternating traps

pushf e Saves context

imul __factor(%rip), %ri3
imul __factor(%4rip), %ri2
popf

ja .L1
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Implementation - Integration

cmp  %rl2, %ri13
jne __abort
imul __factor(%4rip), %ri2

imul $11, input(%rip), %rax e LLVM compiler extension
imul __factor(Yrip), %ri3 e Inserts checks

cmp Yrax, limit(%rip) e Inserts alternating traps
pushf e Saves context

imul __factor(%rip), %ri3 e SGX-SDK support

imul __factor(%rip), %ri2

popf

ja L1
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Evaluation - Performance
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