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Motivation

• Undervolting

• Saves energy

• Increases performance

• Attacks

• SW: Plundervolt, V0LTpwn, VoltJockey [3, 2, 4, 5]

• HW: VoltPillager [1]

• Intel’s Mitigations

• SW: SGX ⊕ UV

• HW: Fully Integrated Voltage Regulators (FIVRs)
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High Level Idea
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Implementation - Trap Instruction

Instruction List

Normal Execution

Undervolted Execution

Report

ISA ?
=

Difference

Detection

• Analyze instructions

• CPUs

• Cores

• Voltages

• Frequencies

• Detect faults

• Restart remote via PDU
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Implementation - Trap Instruction
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• 1258 Instructions

• 5/26 CPUs/Cores

• 71 Faultable

3 92.1% → imul

3 6.4% → vorpd

3 1.5% → aesenc

4 Andreas Kogler (7@0xhilbert)



Implementation - Trap Instruction

2 2.5 3 3.5 4

−0.24

−0.22

−0.20

−0.18

−0.16

Frequency in GHz

∆
V

in
m

V

imul vand*

vaes* vor*

• 1258 Instructions

• 5/26 CPUs/Cores

• 71 Faultable

3 92.1% → imul

3 6.4% → vorpd

3 1.5% → aesenc

4 Andreas Kogler (7@0xhilbert)



Implementation - Integration

cmp %r12, %r13

jne __abort

imul __factor(%rip), %r12

imul $11, input(%rip), %rax

imul __factor(%rip), %r13

cmp %rax, limit(%rip)

pushf

imul __factor(%rip), %r13

imul __factor(%rip), %r12

popf

ja .L1

• LLVM compiler extension

• Inserts checks

• Inserts alternating traps

• Saves context

• SGX-SDK support
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Evaluation - Performance
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• Runtime

• Size

• Compile time

• MbedTLS

6 Andreas Kogler (7@0xhilbert)



 Overhead=191.51% (P=1) 
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Evaluation - Performance
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Evaluation - Performance
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Evaluation - Detection
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Conclusion

• Open Source � https://github.com/IAIK/minefield

• Passed artifact evaluation

• More details

• Exact faulting points

• Faulting masks

• Compiler details

• . . .

Read
th

e Paper
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