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Background - Transient Execution

e CPU does many things, all at once
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Background - Transient Execution

CPU does many things, all at once

Parallelizing instructions speeds up execution
Mistakes?

11]

e Roll back to the mistake, either raise an error or try again

Undone instructions are called transient
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Transient Execution 2 - Attacker’s Perspective

,’ ’@ . e What can an attacker do with transient instructions?
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Transient Execution 2 - Attacker’s Perspective

0’ 1@.‘.’ e What can an attacker do with transient instructions?
L . .
g e Not all state is gone - traces in pArch state
e Caching!
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Meltdown: Transiently encoding unauthorized memory

User Memory

A

char value = kernel[0]

NSH|OZ R EEE

% E|R| o|E =496
=<l B Eluea
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Meltdown: Transiently encoding unauthorized memory

User Memory

A

char value = kernel[0]

NSH|OZ R EEE

% E|R| o|E =496
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Lukas Giner (@redrabbyte)



Meltdown: Transiently encoding unauthorized memory

User Memory
A

char value = kernel[0]
l * Page fault (Exception)

Out of order

mem [value]

NS8Oz R EEs
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Meltdown: Transiently encoding unauthorized memory

User Memory
A

char value = kernel[0]
l * Page fault (Exception)

Out of order

mem [value]

X e B | Ol |=|=a
=<l B Eluea
NS 2Oz AE =
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LVI - Turning Meltdown around

e What if we turn Meltdown around?

n Lukas Giner (@redrabbyte)



LVI - Turning Meltdown around

e What if we turn Meltdown around?

[ ]
UMOPIPIN

n Lukas Giner (@redrabbyte)



LVI - Turning Meltdown around

e What if we turn Meltdown around?

|
’/ e Instead of leaking, we insert a value

n Lukas Giner (@redrabbyte)



LVI - Turning Meltdown around

: e What if we turn Meltdown around?
’/ e Instead of leaking, we insert a value

e Transiently steer the victim to give up data!

n Lukas Giner (@redrabbyte)



LVI - Turning Meltdown around

What if we turn Meltdown around?

Instead of leaking, we insert a value

\
°

Transiently steer the victim to give up data!

Exfiltrate with cache, as usual
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LVI / LVI-NULL

e How do these values get there?
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LVI / LVI-NULL

How do these values get there?

No need to care, Intel fixed it!
(it's buffers and loose address matching)

New CPUs just “inject” 0 instead

Problem solved?
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LVI-NULL Vectors

control flow

data injection

arbitrary, indirect

req. r(w) page 0

/\

direct jump

indirect jump

transient stack

branches

direct load

indirect load

requirements

- r(w)x page 0

- if non-writeable:

— gadget

- r(w) page 0

- if non-writeable
— gadget

- rw page 0

case: switch

example asm mov (mem),%reg mov (mem),%reg pop esp cmp %reg, (mem) mov (mem) ,%reg mov (mem),%reg
sequence call *Jreg call *(%reg) ret je *offs mov (%reg) ,%kreg
attack execute page 0 run address ROP via change branch injects null injects arbitrary
scenario e.g. via vtable at 0, e.g. vtable stack on page 0 target, special e.g. faulting aes values

- gadget

- gadget

- r(w) page 0
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LVI-NULL Vectors 2

indirect jump indirect load
example asm || mov (mem), reg mov (mem), reg
sequence call *(reg) mov (reg), reg
attack |y run address at 0 injects arbitrary
scenario e.g. vtable values in code
requirements > r(w) page 0; , r(w) page 0
gadget if non-writeable
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Application

Untrusted part

Operating System

e SGX protects enclave from OS
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Application

Trusted part

Untrusted part

Create Enclave

Call Trusted Fnc.

Trusted Fnc.

Call Gate

D

Operating System

e SGX protects enclave from OS
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Application

Untrusted part Trusted part

Create Enclave
Call Trusted Fnc.

Trusted Fnc.
e SGX protects enclave from OS

U
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Application

Untrusted part

Create Enclave
Call Trusted Fnc.

U

Trusted part

Trusted Fnc.

Return

Operating System

e SGX protects enclave from OS
e But OS still controls parts of the PTE

e Removing accessed bit injects faults
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Application

Untrusted part Trusted part

Create Enclave
Call Trusted Fnc.

U

Trusted Fnc.

Return

Operating System

SGX protects enclave from OS
But OS still controls parts of the PTE
Removing accessed bit injects faults

Instruction-targeted injection with
SGX-Step
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Mitigating in Software

e Problem: Injecting 0 allows attacker controlled loads
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Mitigating in Software

e Problem: Injecting 0 allows attacker controlled loads
e Can we prevent redirection to zero page?
o Make all loads relative to enclave memory!

e Revive an ancient mechanism, Segmentation!

unreadable pages
/_/H

non-enclave memory enclave image

0 enclave startT 7TGS-base enclave end’
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Mitigated Code

push %$rbp sub $0x8,%rsp
mov %rbp, %gs: (%rsp)

e All loads over gs
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mov %rbp, %gs: (%rsp)

e All loads over gs

e |nstruction with implicit
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Mitigated Code

push %$rbp sub $0x8,%rsp
mov %rbp, %gs: (%rsp)

e All loads over gs

e Instruction with implicit
load—
replace with other
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Mitigated Code

push %$rbp sub $0x8,%rsp
mov  %rbp, %gs: (%rsp)
callg 400480 <func> lea Sreturn_address(%rip),%rll

b $0x8,%
sub  50x8, szsp e All loads over gs

mov %rll,%gs: (%rsp)
jmpg 400480 <func> e |nstruction with implicit
load—
replace with other

instructions
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Mitigated Code

push %rbp

callg 400480 <func>

pop %rbp

sub
mov
lea
sub
mov

$0x8, %rsp

$rbp, %gs: (%$rsp)
Sreturn_address ($rip), $rll
$0x8, $rsp

$rll, %gs: (%rsp)

jmpg 400480 <func>

mov
add

%gs: (%rsp), srbp
$0x8, %rsp

e All loads over gs

e |nstruction with implicit
load—
replace with other
instructions
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Mitigated Code

push %$rbp sub $0x8,%rsp
mov  %rbp, %$gs: (%rsp)

callg 400480 <func> lea Sreturn_address(%rip),$rll
sub  $0x8,Srsp e All loads over gs
e el SEEE (2 e Instruction with implicit
jmpg 400480 <func>

) ) Q o) |Oad%

pop %rbp mov %gs: (%rsp), $rbp
add $0x8,%rsp replace with other

retq mov  %gs: (%5rsp), srcx instructions

add $0x8,%rsp
jmpg *%rcx
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Performance
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Performance
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Conclusion
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LVI-NULLify on
GitHub
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Conclusion

e LVI-NULL is still here (in Rocket Lake)..
..but SGX isn't, in affected models

e For now, only Comet Lake is affected

e Maybe relative addressing will be useful somewhere else?

LVI-NULLify on
GitHub
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