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Tested product 

APEX is an anti-malware scanning engine powered by artificial intelligence and deep learning. The 

engine will be integrated into upcoming SecureAPlus products as an additional engine. 

SecureAge is having the test performed in order to get its APEX engine integrated into the VirusTotal 

(VT) service. According to a VirusTotal policy, any new engine to be integrated into VirusTotal 

requires an independent test, including an explicit check that the new solution/engine adds value to 

the ecosystem and does not rely on VT results (directly or indirectly). The test has to be done with 

the same candidate (same solution/engine) to join VirusTotal. 

 “SecureAPlus Application Whitelisting and APEX Engine powered by AI & Deep Learning” has been 

submitted for this test by SecureAge. The APEX engine (Model Version 4.1) was tested regarding its 

on-demand file detection capabilities the same way as it will be submitted to VirusTotal, i.e. as 

command-line scanner with “high” sensitivity (Sensitivity: 2) and offline, without using any other 

engine or cloud services (third-party engines were disabled). 

 

Offline File Detection Test 

An offline file detection test using 1,000 malware samples and 1,000 clean samples has been 

conducted. This test evaluates how effective and accurate APEX reports malicious and clean files.  

 

Test Results 

APEX’ malware detection rate 86.8% 

 

False Alarm rate  7 (0.7%) 

 

As the test results confirm - despite being offline and relying only on the ML engine - APEX detects 

the majority of the malicious samples used in this test, showing that it adds value to the ecosystem. 

In case of clean files, APEX wrongly alerted on 0.7% of the 1000 tested innocent files.  
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Copyright and Disclaimer 

This publication is Copyright © 2018 by AV-Comparatives®. Any use of the results, etc. in whole or in 

part, is ONLY permitted after the explicit written agreement of the management board of AV-

Comparatives, prior to any publication. AV-Comparatives and its testers cannot be held liable for any 

damage or loss, which might occur as result of, or in connection with, the use of the information 

provided in this paper. We take every possible care to ensure the correctness of the basic data, but a 

liability for the correctness of the test results cannot be taken by any representative of AV-

Comparatives. We do not give any guarantee of the correctness, completeness, or suitability for a 

specific purpose of any of the information/content provided at any given time. No one else involved 

in creating, producing or delivering test results shall be liable for any indirect, special or 

consequential damage, or loss of profits, arising out of, or related to, the use or inability to use, the 

services provided by the website, test documents or any related data.  

For more information about AV-Comparatives and the testing methodologies, please visit our website. 

(October 2018) 

 

 


