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Buffer overflow



Buffer overflow

registers stack
high addr

i zero=x0 | 0x00000000 Ox7FC
—ADDI ;p,zero,0x700 1 |:| P
ADDI fp,zero,0x700 ra=x 0X700

JAL ra,main
i spx2[ ]
main:
ADDI sp,sp,-8
i oms[__]
SW  £fp,0(sp)
ADDI fp,sp,8
] —
LW  £p,0(sp)
LW ra,4(sp) _
a0=x10[ |
JALR zero,0(ra)

PC | 0x00000000

low addr 11



Buffer overflow

registers stack
high addr

i zero=x0 | 0x00000000 Ox7FC
—ADDI ;p,zero,0x700 1 |:| P
ADDI fp,zero,0x700 ra=x 0X700

JAL ra,main

o sp=x2 [ 000000700

ADDI sp,sp,-8
b o5 ]
SW  £fp,0(sp)
ADDI fp,sp,8
] —
LW  £p,0(sp)
LW ra,4(sp) _
20-x10 ]
JALR zero,0(ra)

PC | 0x00000000

low addr 11



Buffer overflow

registers stack
high addr

start: zero=x0 | 0x00000000 Ox7FC
S axt [ ] R

JAL ra,main

o sp=x2 [ 000000700

ADDI sp,sp,-8
5 o to=xs[ ]
SW  £fp,0(sp)
ADDI fp,sp,8
R
LW £p,0(sp)
LW ra,4(sp) _
S —
JALR zero,0(ra)

PC | 0x00000004

low addr 11



Buffer overflow

registers stack
high addr

start: zero=x0 | 0x00000000 Ox7FC
S axt [ ] R

JAL ra,main

o sp=x2 [ 000000700

ADDI sp,sp,-8
r ] —
SW  £p,0(sp)
ADDI fp,sp,8
ML e vin fo=x8 | 0x00000700
LW  £p,0(sp)
LW ra,4(sp)
ADDI sp,sp,8 a0=x10 |:|
JALR zero,0(ra)

pc [ 0x00000004

low addr 11



Buffer overflow

registers stack
high addr

start: zero=x0 | 0x00000000 Ox7FC
o e axt [ ] R

JAL ra,main

o sp=x2 [ 000000700

ADDI sp,sp,-8
r ] —
SW  £p,0(sp)
ADDI fp,sp,8
ML e vin fo=x8 | 0x00000700
LW  £p,0(sp)
LW ra,4(sp)
ADDI sp,sp,8 a0=x10 |:|
JALR zero,0(ra)

PC | 0x00000008

low addr 11



Buffer overflow

registers stack
high addr
. zero=x0 [ 000000000 OX7EC
oo 1. 10 ra=x1 [0x0000000C i 0700

o sp=x2 [ 000000700

ADDI sp,sp,-8
o O —
SW  £p,0(sp)
ADDI fp,sp,8
ML e vin fo=x8 | 0x00000700
LW  £p,0(sp)
LW ra,4(sp) —
ey a0=x10[ ]
JALR zero,0(ra)

pC | 0x00000010

low addr 11



Buffer overflow

registers stack
high addr
. zero=x0 [ 000000000 OX7EC
oo 1. 10 ra=x1 [0x0000000C i 0700

o sp=x2 [ 0x000006F8

ADDI sp,sp,-8
o O —
SW  £p,0(sp)
ADDI fp,sp,8
ML e vin fo=x8 | 0x00000700
LW  £p,0(sp)
LW ra,4(sp) —
ey a0=x10[ ]
JALR zero,0(ra)

pC | 0x00000010

low addr 11



Buffer overflow

registers stack
high addr
. zero=x0 [ 000000000 OX7EC
oo 1. 10 ra=x1 [0x0000000C i 0700

o sp=x2 [ 0x000006F8

ADDI sp,sp,-8
¥y O —
SW  £p,0(sp)
ADDI fp,sp,8
ML e vin fo=x8 | 000000700
LW  £p,0(sp)
LW ra,4(sp) —
ey a0=x10[ ]
JALR zero,0(ra)

pc [ 0x00000014

low addr 11



Buffer overflow

registers stack
high addr
. zero=x0 [ 000000000 OX7EC
oo 1. 10 ra=x1 [0x0000000C i 0700

o sp=x2 [ 0x000006F8 0x0000000C

ADDI sp,sp,-8
¥y O —
SW  £p,0(sp)
ADDI fp,sp,8
ML e vin fo=x8 | 000000700
LW  £p,0(sp)
LW ra,4(sp) —
ey a0=x10[ ]
JALR zero,0(ra)

pc [ 0x00000014

low addr 11



Buffer overflow

registers stack
high addr
. zero=x0 [ 000000000 OX7EC
oo 1. 10 ra=x1 [0x0000000C i 0700

o sp=x2 [ 0x000006F8 0x0000000C

ADDI sp,sp,-8
el to=xs[ ]
SW  £p,0(sp)
ADDI fp,sp,8
L rain fo=x8 | 0x00000700
LW  £p,0(sp)
LW ra,4(sp) —
T E—
JALR zero,0(ra)

pC | 0x00000018

low addr 11



Buffer overflow

registers stack
high addr
. zero=x0 [ 000000000 OX7EC
oo 1. 10 ra=x1 [0x0000000C i 0700

o sp=x2 [ 0x000006F8 0x0000000C

e oas[ ] [PORRRR
SW  £p,0(sp)
e fip=x8 [ 0x00000700
LW  £p,0(sp)
o e —
ADDI sp,sp,8
JALR zero,0(ra)

pC | 0x00000018

low addr 11



Buffer overflow

registers stack
high addr
. zero=x0 [ 000000000 OX7EC
oo 1. 10 ra=x1 [0x0000000C i 0700

o sp=x2 [ 0x000006F8 0x0000000C

i oas[ ] [PORRRR
SW  £p,0(sp)
L e fp=x8 [ 0x00000700
LW  £p,0(sp)
- oxto ]
ADDI sp,sp,8
JALR zero,0(ra)

PC [ 0x0000001C

low addr 11



Buffer overflow

registers stack
high addr
. zero=x0 [ 000000000 OX7EC
oo 1. 10 ra=x1 [0x0000000C i 0700

o sp=x2 [ 0x000006F8 0x0000000C

s L —
SW  £p,0(sp)
ST fp=x8 [ 0x00000700
LW  £p,0(sp)
S ) —
ADDI sp,sp,8
JALR zero,0(ra)

pC | 0x00000020

low addr 11



Buffer overflow

registers stack
= high addr
I zero=x0 [ 000000000 OX7FC

SW  £p,16(sp)

;xzazf; ra=x1 | 0x00000024 0x700
AL ra,gets

Wi ra,20(sp) Sp=x2 | 0x000006F8 0x0000000C

LW  £p,16(sp)

sp,5p,24 0x00000700
ﬁiE}Il z}e)ror,)o(ra) t0=X5 |:|

gets:

L t0,0x7FC(zero) fp=x8 0x00000700
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets aO=X1 0 |:|

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OX00000038

EBREAK

vuln:

low addr 11



Buffer overflow

registers stack
= high addr
I zero=x0 [ 000000000 OX7FC

SW  £p,16(sp)

;xzazf; ra=x1 | 0x00000024 0x700
AL ra,gets

Wi ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

sp,5p,24 0x00000700
ﬁiE}Il z}e)ror,)o(ra) t0=X5 |:|

gets:

L t0,0x7FC(zero) fp=x8 0x00000700
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets aO=X1 0 |:|

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OX00000038

EBREAK

vuln:

low addr 11



Buffer overflow

registers stack

vuln:

ADDI sp,sp,-24 high addr
e T zero=x0 [ 000000000 OX7FC

SW  £p,16(sp)

;xzazf; ra=x1 | 0x00000024 0x700
AL ra,gets

Wi ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

sp,5p,24 0x00000700
ﬁiE}Il z}e)ror,)o(ra) t0=X5 |:|

gets:

L t0,0x7FC(zero) fp=x8 0x00000700
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets aO=X1 0 |:|

JALR zero,0(ra)

e Sevo,0xTEC zere) PC [0x0000003C

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
e T zero=x0 [ 000000000 OX7FC

SW  £p,16(sp)

oo f’i;;% ra=x1 | 0x00000024 0x700

Wi ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

ADDT sp, sp, 24 10=x5 |:| 0x00000700
JALR zero,0(ra) - 0X00000024

gets:

L t0,0x7FC(zero) fp=x8 0x00000700
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets aO=X1 0 |:|

JALR zero,0(ra)

e Sevo,0xTEC zere) PC [0x0000003C

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  f£p,16(sp)

oo f’i;;% ra=x1| 0x00000024 0x700
i ra,20(sp) sp=x2 [ 0x000006E0 0x0000000C

LW  £p,16(sp)

ADDT sp, sp, 24 10=x5 |:| 0x00000700
JALR zero,0(ra) - 0X00000024

gets:

L t0,0x7FC(zero) fp=x8 0x00000700
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets aO=X1 0 |:|

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OXOOOOOO4O

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  f£p,16(sp)

oo f’i;;% ra=x1| 0x00000024 0x700
i ra,20(sp) sp=x2 [ 0x000006E0 0x0000000C

LW  £p,16(sp)

ADDT sp, sp, 24 10=x5 |:| 0x00000700
JALR zero,0(ra) - 0X00000024

gets:

L0 0eTE aero) fp=x8 | 0x00000700 0x00000700
ADDI 30130,4
BNE t0,zero,gets aO=X1 0 |:|

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OXOOOOOO4O

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  £p,16(sp)

oo ::’22;;24 ra=x1| 0x00000024 0x700
i ra,20(sp) sp=x2 [ 0x000006E0 0x0000000C

LW  £p,16(sp)

ADDT sp, sp, 24 10=x5 |:| 0x00000700
JALR zero,0(ra) - 0X00000024

gets:

L0 0eTE aero) fp=x8 | 0x00000700 0x00000700
ADDI 30130,4
BNE t0,zero,gets aO=X1 0 |:|

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OXOOOOOO44

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  £p,16(sp)

oo ::’22;;24 ra=x1| 0x00000024 0x700
i ra,20(sp) sp=x2 [ 0x000006E0 0x0000000C

LW  £p,16(sp)

ADDT sp, sp, 24 10=x5 |:| 0x00000700
JALR zero,0(ra) - 0X00000024

gets:

L0 0eTE aero) fp=x8 | 0x000006F8 0x00000700
ADDI 30230,4
BNE t0,zero,gets aO=X10 |:|

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OXOOOOOO44

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  £p,16(sp)

o0t gp izt ra=x1 [ 0x00000024 0x700
et sp=x2 [0x000006E0 0x0000000C

LW  £p,16(sp)

ADDT sp,sp, 24 10=x5 |:| 0x00000700
JALR zero,0(ra) - 0X00000024

gets:

L0 0eTE aero) fp=x8 | 0x000006F8 0x00000700
ADDI 30230,4
BNE t0,zero,gets aO=X10 |:|

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OXOOOOOO48

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  £p,16(sp)

o0t gp izt ra=x1 [ 0x00000024 0x700
et sp=x2 [0x000006E0 0x0000000C

LW  £p,16(sp)

ADDT sp,sp, 24 10=x5 |:| 0x00000700
JALR zero,0(ra) - 0X00000024

gets:

L0 0eTE aero) fp=x8 | 0x000006F8 0x00000700
ADDI 30230,4
BNE t0,zero,gets aO=X10 OXOOOOO6EO

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OXOOOOOO48

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  £p,16(sp)

ﬁiil :E’ZE;;% ra=x1 | 0x00000024 0x700
LV ra,20(sp) sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

ADDT sp,sp, 24 10=x5 |:| 0x00000700
JALR zero,0(ra) - 0X00000024

gets:

L0 0eTE aero) fp=x8 | 0x000006F8 0x00000700
ADDI 30230,4
BNE t0,zero,gets aO=X10 OXOOOOO6EO

JALR zero,0(ra)

e Sevo,0x7EC(zere) pc [0x0000004C

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
N re200ep zero=x0 | 0x00000000 0x00000001 | 0x7FC

SW  £p,16(sp)

oy ez ra=x1 | 0x00000050 0x700
b et sp=x2 [0x000006E0 0x0000000C

LW  £p,16(sp)

ADDT sp, sp, 24 10=x5 |:| 0x00000700
JALR zero,0(ra) - 0X00000024

gets:

B fp=x8 | 0x000006F8 0x00000700
ADDI aO:aO,4
BNE t0,zero,gets aO=X10 OXOOOOO6EO

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OXOOOOOOGO

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
N re200ep zero=x0 | 0x00000000 0x00000001 | 0x7FC

SW  fp,16(sp)

oy ez ra=x1 | 0x00000050 0x700
b et sp=x2 [0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
;tm D t0=x5 | 0x00000001 0x00000024

B fp=x8 | 0x000006F8 0x00000700
ADDI aO:aO,4
BNE t0,zero,gets aO=X10 OXOOOOO6EO

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OXOOOOOOGO

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 0X7FC

SW  fp,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
;tm D t0=x5 | 0x00000001 0x00000024

FARSEECED fp=x8 | 0x000006F8 0x00000700
ADDI 30:30,4
BNE t0,zero,gets aO=X10 OXOOOOO6EO

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OX00000064

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 0X7FC

SW  fp,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
;tm D t0=x5 | 0x00000001 0x00000024

FARSEECED fp=x8 | 0x000006F8 0x00000700
ADDI 30:30,4
BNE t0,zero,gets aO=X10 OXOOOOO6EO

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OX00000064

EBREAK 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  fp,16(sp) —
A0 s6,2p. 2 =x1 [ 0x00000050

ﬁTjgiéﬂ ra=x1 | 0x00000050 0X700
W ra,200p sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

0x00000700
;tm D t0=x5 | 0x00000001 0x00000024

L0 0eTE aero) fp=x8 | 0x000006F8 0x00000700
ADDI aO:a0,4
BNE t0,zero,gets aO=X10 OXOOOOO6EO

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OX00000068

FERERE 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  fp,16(sp) —
A0 s6,2p. 2 =x1 [ 0x00000050

ﬁTjgiéﬂ ra=x1 | 0x00000050 0X700
W ra,200p sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

0x00000700
;tm D t0=x5 | 0x00000001 0x00000024

L0 0eTE aero) fp=x8 | 0x000006F8 0x00000700
ADDI aO:a0,4
BNE t0,zero,gets aO=X10 OX000006E4

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OX00000068

FERERE 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  fp,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
;tm D t0=x5 | 0x00000001 0x00000024

i 0,007 (zero) fp=x8 | 0x000006F8 0x00000700
ADDI aO:aO,4
BNE t0,zero,gets aO=X10 OXOOOOO6E4

JALR zero,0(ra)

e sevo,0x7EC (zere) PC [0x0000006C

EBREAK 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
N re200ep zero=x0 | 0x00000000 0x00000002 | 0x7FC

SW  fp,16(sp)

ﬁTjgiéﬂ ra=x1 | 0x00000050 0X700
W ra,20(sp) sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

ADDI sp,sp,24 0x00000700
JALR zero,0(za t0=x5 [ 0x00000001
e 0x00000024

B fp=x8 | 0x000006F8 0x00000700
ADDI aO:aO,4
BNE t0,zero,gets aO=X10 OX000006E4

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OXOOOOOOGO

FERER 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
N re200ep zero=x0 | 0x00000000 0x00000002 | 0x7FC

SW  fp,16(sp)

ﬁTjgiéﬂ ra=x1 | 0x00000050 0X700
W ra,20(sp) sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

ADDI sp,sp,24 0x00000700
JALR zero,0(ra) t0=X5 OX00000002
ey e 0x00000024

B fp=x8 | 0x000006F8 0x00000700
ADDI aO:aO,4
BNE t0,zero,gets aO=X10 OX000006E4

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OXOOOOOOGO

FERER 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  fp,16(sp)

Moot 0552 =x1 [ 0x00000050 | —
ﬁTjgiéﬂ ra=x1 | 0x00000050 0X700
W ra,20(sp) sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

ADDI sp,sp,24 0x00000700
JALR zero,0(ra) t0=X5 OX00000002
B 0x00000024

L :gg($<> fp=x8 | 0x000006F8 0x00000700
BE 10, serorgots a0=x10 [ 0x000006E4

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OX00000064

FERERE 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  fp,16(sp)

Moot 0552 =x1 [ 0x00000050 | —
ﬁTjgiéﬂ ra=x1 | 0x00000050 0X700
W ra,20(sp) sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

ADDI sp,sp,24 0x00000700
JALR zero,0(ra) t0=X5 OX00000002
B 0x00000024

L :gg($<> fp=x8 | 0x000006F8 0x00000700
BE 10, serorgots a0=x10 [ 0x000006E4

JALR zero,0(ra)

e sevo,0x7EC (zere) PC | 0x00000064 0x00000002

FERERE 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  fp,16(sp)

Moot 0552 =x1 [ 0x00000050 | —
ﬁTjgiéﬂ ra=x1 | 0x00000050 0X700
W ra,20(sp) sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

ADDI sp,sp,24 0x00000700
JALR zero,0(ra) t0=X5 OX00000002
B 0x00000024

L0 0eTE aero) fp=x8 | 0x000006F8 0x00000700
ADDI aO:a0,4
BNE t0,zero,gets aO=X10 OX000006E4

JALR zero,0(ra)

e sevo,0x7EC (zere) PC | 0x00000068 0x00000002

FERERE 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  fp,16(sp)

Moot 0552 =x1 [ 0x00000050 | —
ﬁTjgiéﬂ ra=x1 | 0x00000050 0X700
W ra,20(sp) sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

ADDI sp,sp,24 0x00000700
JALR zero,0(ra) t0=X5 OX00000002
B 0x00000024

L0 0eTE aero) fp=x8 | 0x000006F8 0x00000700
ADDI aO:a0,4
BNE t0,zero,gets aO=X10 OXOOOOO6E8

JALR zero,0(ra)

e sevo,0x7EC (zere) PC | 0x00000068 0x00000002

FERERE 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  fp,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
;tm D t0=x5 | 0x00000002 0x00000024

L0 0eTE aero) fp=x8 | 0x000006F8 0x00000700
ADDI aO:aO,4
BNE t0,zero,gets aO=X10 OXOOOOO6E8

JALR zero,0(ra)

e sevo,0x7EC (zere) PC [0x0000006C 0x00000002

EBREAK 0x00000001

low addr 11



Buffer overflow

registers stack
vuln: high addr
oot wpep, 28 zero=x0 | 0x00000000 0x00000003 | 0x7FC

SW  fp,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
;tm D t0=x5 | 0x00000002 0x00000024

B fp=x8 | 0x000006F8 0x00000700
ADDI aO:aO,4
BNE t0,zero,gets aO=X10 OXOOOOO6E8

JALR zero,0(ra)

e sevo,0x7EC (zere) PC | 0x00000060 0x00000002

EBREAK 0x00000001

low addr 11



Buffer overflow

registers stack
vuln: high addr
oot wpep, 28 zero=x0 | 0x00000000 0x00000003 | 0x7FC

SW  fp,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
;tm D t0=x5 | 0x00000003 0x00000024

B fp=x8 | 0x000006F8 0x00000700
ADDI aO:aO,4
BNE t0,zero,gets aO=X10 OXOOOOO6E8

JALR zero,0(ra)

e sevo,0x7EC (zere) PC | 0x00000060 0x00000002

EBREAK 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  fp,16(sp)

Moot 0552 =x1 [ 0x00000050 | —
ﬁTjgiéﬂ ra=x1 | 0x00000050 0X700
W ra,20(sp) sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

ADDI sp,sp,24 0x00000700
JALR zero,0(za t0=x5 | 0x00000003
e 0x00000024

L :gg($<> fp=x8 | 0x000006F8 0x00000700
BE 10, ouno, gete a0=x10 [ 0x000006ES

JALR zero,0(ra)

e sevo,0x7EC (zere) PC | 0x00000064 0x00000002

R 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  fp,16(sp)

ot ot ra=x1 [0x00000050 — ox700
b et sp=x2 [0x000006E0 0x0000000C

LW  fp,16(sp)

0x00000700
LA seror0Ce =x5 [ 0x00000003
g:? oo, 0(xa) t0=x5 | 0x00000003 0x00000024
= :g:gnguerw fp=x8 | 0x000006F8 0x00000700
ADDI a0,a0,4
iiER ::;z?g?;ijts 8.0=X10 OXOOOOO6E8 0X00000003

e sevo,0x7EC (zere) PC | 0x00000064 0x00000002

R 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  fp,16(sp)

ot ot ra=x1 [0x00000050 — ox700
b et sp=x2 [0x000006E0 0x0000000C

LW  fp,16(sp)

0x00000700
S t0=x5 [ 0x00000003 0x00000024
b o fp=x8 | 0x000006F8 0x00000700
AODE 20,20,¢ 0=x10 [ 0x000006E8

P T 0x00000003

e sevo,0x7EC (zere) PC | 0x00000068 0x00000002

R 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  fp,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

0x00000700
ADDI sp,sp,24 = _
S t0=x5 [ 0x00000003 0x00000024
L 0,087 oo fp=x8 [ 0x000006F8 0x00000700
AODE 20,20,¢ 0=x10 [0x000006EC
P T 0x00000003

e sevo,0x7EC (zere) PC | 0x00000068 0x00000002

R 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  fp,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

0x00000700
ADDI sp,sp,24 = _
;tm D t0=x5 | 0x00000003 0x00000024
L 50,0xTEC ez fp=x8 | 0x000006F8 0x00000700
ADDI a0,a0,4
o 0 n a0=x10 [0x000006EC 0x00000003

e sevo,0x7EC (zere) PC [0x0000006C 0x00000002

R 0x00000001

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000004

0x0000000C

0x00000700

0x00000024

0x00000700

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000004

0x0000000C

0x00000700

0x00000024

0x00000700

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  fp,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  fp,16(sp)

0x00000700
on e =x5 | 0x00000004
S 10=x5 | 0x00000004 0100000034
W to.0n7RCzero) fp=x8 [0OX000006F8 0x00000700
SW t0,0(a0)
B o0 e, gots 0=x10 [0x000006EC
e omerese a 0x00000003

e sevo,0x7EC (zere) PC | 0x00000064 0x00000002

R 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  £p,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
i e t0=x5 | 0x00000004 0x00000024
L T fp=x8 [ 0x000006F8 0x00000700
ADDI 20,20, 0x00000004
iiER ::;z?g?;ijts 8.0=X10 0X000006EC 0X00000003
e sevo,0x7EC (zere) PC | 0x00000064 0x00000002
EBREAK 0x00000001

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000700

0x00000024

0x00000700

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000700

0x00000024

0x00000700

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000700

0x00000024

0x00000700

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000005

0x0000000C

0x00000700

0x00000024

0x00000700

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000005

0x0000000C

0x00000700

0x00000024

0x00000700

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  £p,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
i e t0=x5 [ 0x00000005 0x00000024
L T fp=x8 [ 0x000006F8 0x00000700
ADDI 20,20, 0x00000004
iiER ::;z?g?;ijts 8.0=X10 0X000006F0 0X00000003
e sevo,0x7EC (zere) PC | 0x00000064 0x00000002
EBREAK 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  £p,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
i e t0=x5 [ 0x00000005 0x00000024
o crcaro fp=x8 [ 0x000006F8 0x00000005
ADDI 20,20, 0x00000004
iiER ::;z?g?;ijts 8.0=X10 0X000006F0 0X00000003
e sevo,0x7EC (zere) PC | 0x00000064 0x00000002
EBREAK 0x00000001

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000700

0x00000024

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000700

0x00000024

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000700

0x00000024

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000070

0x0000000C

0x00000700

0x00000024

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000070

0x0000000C

0x00000700

0x00000024

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  £p,16(sp)

ot ot ra=x1 [0x00000050 — ox700
b et sp=x2 [0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
i mrerots =x5 [ 0x00000070
i t0=x5 [ 0x00000070 0x00000024
= :g:gnguerw fp=x8 | 0x000006F8 0x00000005
ADDI a0,20,4 _ 0x00000004
iiER ::;z?g?;ijts 8.0=X10 0X000006F4 0X00000003
e vero,047FC(zex0) PC [ 0x00000064 0x00000002
EBREAK 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
ot epop s zero=x0 [ 000000000 OX7FC

SW  £p,16(sp)

ot ot ra=x1 [0x00000050 — ox700
b et sp=x2 [0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
i mrerots =x5 | 0x00000070 |
i t0=x5 [ 0x00000070 0x00000070
= :g:gnguerw fp=x8 | 0x000006F8 0x00000005
ADDI a0,20,4 _ 0x00000004
iiER ::;z?g?;ijts 8.0=X10 0X000006F4 0X00000003
e vero,047FC(zex0) PC [ 0x00000064 0x00000002
EBREAK 0x00000001

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x0000000C

0x00000700

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x0000000C

0x00000700

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x0000000C

0x00000700

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000000

0x0000000C

0x00000700

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000000

0x0000000C

0x00000700

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  £p,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000700
i e t0=x5 | 0x00000000 0x00000070
o crcaro fp=x8 [ 0x000006F8 0x00000005
ADDI 20,20, 0x00000004
iiER ::;z?g?;ijts 8.0=X10 0X000006F8 0X00000003
e sevo,0x7EC (zere) PC | 0x00000064 0x00000002
EBREAK 0x00000001

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  £p,16(sp)

gggi e ra=x1 | 0x00000050 0x700
AL ra,gets
i ra,20(sp) Sp=x2 | 0x000006E0 0x0000000C

LW  £p,16(sp)

0x00000000
i e t0=x5 | 0x00000000 0x00000070
o crcaro fp=x8 [ 0x000006F8 0x00000005
ADDI 20,20, 0x00000004
iiER ::;z?g?;ijts 8.0=X10 0X000006F8 0X00000003
e sevo,0x7EC (zere) PC | 0x00000064 0x00000002
EBREAK 0x00000001

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000000

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000000

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000000

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,O(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000000

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW  ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000000

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW  ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000000

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x0000000C

0x00000000

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
-
a0=x10
pe

stack

0x0000000C

0x00000000

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  fp,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
-
a0=x10
pe

stack

0x0000000C

0x00000000

0x00000070

0x00000005

0x00000004

0x00000003

0x00000002

0x00000001

high addr

0x7FC

0x700

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  £p,16(sp)

;xzazf; ra=x1 | 0x00000070 0x700
AL ra,gets
Wi ra,20(sp) sp=x2 | 0x000006F8 0x0000000C

LW  £p,16(sp)

00T wp.2p.26 t0=x5 [ 000000000 0x00000000
gets:

L t0,0x7FC(zero) fp=x8 0x00000005
SW  t0,0(a0)
ADDI a0,a0,4
BNE t0,zero,gets aO=X10 OX000006FC

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OX00000058

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  fp,16(sp)

;xzazf; ra=x1 | 0x00000070 0x700
AL ra,gets
Wi ra,20(sp) sp=x2 | 0x000006F8 0x0000000C

LW  fp,16(sp)

ﬁii’i :z;:},jéiiw t0=x5 | 0x00000000 0x00000000

gets:

L t0,0x7FC(zero) fp=x8 0x00000005
SW  t0,0(a0)
ADDI a0,a0,4
BNE t0,zero,gets aO=X10 OX000006FC

JALR zero,0(ra)

e sevo,0x7EC (zere) PC [0x0000005C

EBREAK

low addr 11



Buffer overflow

registers stack
v:[lJII;I sp,sp,-24 high addr
S ro.20(e) zero=x0 | 0x00000000 Ox7FC

SW  £p,16(sp)

;xzazf; ra=x1 | 0x00000070 0x700
AL ra,gets
Wi ra,20(sp) sp=x2 | 0x000006F8 0x0000000C

LW  £p,16(sp)

e S t0-x5[0x00000000] | X000

gets:

L t0,0x7FC(zero) fp=x8 0x00000005
SW  t0,0(a0)
ADDI a0,a0,4
BNE t0,zero,gets aO=X10 OX000006FC

JALR zero,0(ra)

sEe!Y'Ciret;ero,0::71=‘C(ze:ro) pC OXOOOOOO?O

EBREAK

low addr 11



Buffer overflow

registers stack
vuln: high addr
oot wpep, 28 zero=x0 | 0x00000000 0x00000000 | 0x7FC

SW  fp,16(sp)

gﬁﬁi e ra=x1 | 0x00000070 0x700
AL ra,gets
Wi ra,20(sp) sp=x2 | 0x000006F8 0x0000000C

LW  £p,16(sp)

e S t0-x5[0x00000000] | X000

gets:

L t0,0x7FC(zero) fp=x8 0x00000005
SW  t0,0(a0)
ADDI a0,a0,4
BNE t0,zero,gets aO=X10 OX000006FC

JALR zero,0(ra)

sEe!Y'Ciret;ero,0::71=‘C(ze:ro) pC OXOOOOOO?O

EBREAK

low addr 11



Buffer overflow

N registers stack
ADDi sp,sp,-24 high addr
S ra,200ep) zero=x0 | 0x00000000 0x00000000 ng7FC

SW  f£p,16(sp)

AL £p.p.2t. ra=x1 [ 0x00000070
?AL ra:gle:t’:s 0X700

Ll ra,20(sp) Sp=x2 | 0x000006F8 0x0000000C

LW  £p,16(sp)

i oo ea) t0=x5 [ 000000000 0x00000000
gets:

s oo fp=x8 | 0x00000005

ADDI a0,a0,4

BNE t0,zero,gets a0=x10 | 0x000006FC

JALR zero,0(ra)

e Sevo,0x7EC zere) pc [ 0x00000074

EBREAK

low addr 11



Buffer overflow

registers stack
vuln: high addr
oot wpep, 28 zero=x0 | 0x00000000 0x00000000 | 0x7FC

SW  fp,16(sp)

gﬁﬁi e ra=x1 | 0x00000070 0x700
AL ra,gets
Wi ra,20(sp) sp=x2 | 0x000006F8 0x0000000C

LW  £p,16(sp)

e S t0-x5[0x00000000] | X000

gets:

L t0,0x7FC(zero) fp=x8 0x00000005
SW  t0,0(a0)
ADDI a0,a0,4
BNE t0,zero,gets aO=X10 OXOOOOO6FC

JALR zero,0(ra)

s:;ret;ero,O)ﬂFC(zero) pC OXOOOOOO74

EBREAK

low addr 11
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