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INDEPENDENT ASSURANCE REPORT

To the management of China Financial Certification Authority Co., Ltd. (“CFCA”):

We have been engaged, in a reasonable assurance engagement, to report on CFCA management’s assertion that for
its Certification Authority (“CA”) operations at Beijing and Chengdu, China, throughout the period 1 August 2021
to 31 July 2022 for its CAs as enumerated in Appendix A, CFCA has:

. disclosed its Extended Validation SSL (“EV SSL”) certificate life cycle management business practices in
its Certification Practice Statement (CP/CPS) as enumerated in Appendix B, including its commitment to
provide EV SSL certificates in conformity with the CA/Browser Forum Guidelines on the CFCA website,
and provided such services in accordance with its disclosed practices

. maintained effective controls to provide reasonable assurance that:

° the integrity of keys and EV SSL certificates it manages is established and protected throughout
their lifecycles; and

° EV SSL certificate subscriber information is properly authenticated (for the registration activities
performed by CFCA)

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL
v1.7.3.

CFCA does not escrow its CA keys, does not provide subscriber key generation services, and does not provide
certificate suspension services. Accordingly, our procedures do not extend to controls that would address those
criteria.

Certification authority’s responsibilities

CFCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of
its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities -
Extended Validation SSL v1.7.3.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:
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(1) obtaining an understanding of CFCA’s EV SSL certificate lifecycle management business practices, including its
relevant controls over the issuance, renewal, and revocation of EV SSL certificates;

(2) selectively testing transactions executed in accordance with disclosed EV SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at CFCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, CFCA’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 1 August 2021 to 31 July 2022, CFCA management’s assertion, as referred
to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities — Extended Validation SSL v1.7.3.

Without modified our opinion, we noted the following matters during our procedures:

. CFCA was aware of the incident (Bug 1741497) reported on Mozilla’s Bugzilla Platform on 16 November
2021. In the incident, audit statements were past due for the root certificate of CFCA EV ROOT because the
corresponding links were not available yet for public disclosure of the audit statements in time before the
due date via the regular approach with the issuing body. The routine auditing works had been accomplished,
audit statements were prepared, and the content of the audit statements had been disclosed on Mozilla’s
Bugzilla Platform on 4 January 2022 and the official website of CFCA alternatively for this situation. The
corresponding links were obtained from the regular issuing body for public disclosure of the audit
statements afterwards on 16 June 2022 as disclosed in the same thread of Mozilla’s Bugzilla Platform.

. CFCA was informed on 1 June 2022 the incident (Bug 1771482) reported on Mozilla’s Bugzilla Platform on
27 May 2022. In the incident, one certificate was mis-issued with incorrect values put in the postalCode and
streetAddress fields of the certificate. The mis-issued certificate had been revoked on 2 June 2022 after the
mis-issuance, and the cause analysis of the incident and the remediations conducted by CFCA have been
illustrated in the process of public discussions. The discussions of the matter on the public platform had been
closed on 19 August 2022.

. CFCA was informed on 11 June 2022 the incident (Bug 1778035) reported on Mozilla’s Bugzilla Platform on
4 July 2022. In the incident, the status of a revoked certificate was mis-reported via the OCSP service of the
CA. The incorrect response was investigated and the cause analysis of the incident and the remediations
conducted by CFCA have been illustrated in the process of public discussions. The system component was
updated on 16 June 2022 to solve the issue according to the discussions of the matter on the public platform.

This report does not include any representation as to the quality of CFCA’s services beyond those covered by the

WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.7.3, nor the suitability
of any of CFCA'’s services for any customer's intended purpose.
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Use of the WebTrust seal

CFCA’s use of the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL Seal
constitutes a symbolic representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.

AKAM

Anthony Kam & Associates Ltd.
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

24 October 2022
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
SHA256
Subject DN Key Type Signature Key Size | Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
S5CC3D78E4E1
CN < CFCA BV ROOT e3fe2dfd28d0 [D5E45547A04
o ‘Ch, Finandial Certification Authori ~ [0bb5bab6a2c4E6873E64F90C|  CFCA EV
c _—CNma inancial Certification Authority Root Key sha256RSA 14096 b'tsbf06aa058c93fF9536D1CCCZ ROOT
- b2f EF800F355C4C
SFD70FD
CC7253EBDE9
CN = CFCA EV OCA 5508e2dccc95 [F7E92CBA297
o _Ch' i 21 Certification Authori Sianing K <ha2S6RSA D048 b_t56d1f5ddeb347 BSBADED1B22| CFCAEV
= |
) CNma Inancial Certification Authority Igning Key 08691660045 [E5CEACAS25E ROOT
- 77c4 201B4DC410F
4F3504B5E
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Certification Practice Statement of CFCA Global-Trust System CFCA 43 July 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 42 July 2021
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CFCA MANAGEMENT’S ASSERTION

China Financial Certification Authority Co., Ltd. (“CFCA") operates the Certification Authority (CA) services
known as CAs in Appendix A and provides Extended Validation SSL (“EV SSL”) CA services.

The management of CFCA is responsible for establishing and maintaining effective controls over its EV SSL CA
operations, including its EV SSL CA business practices disclosure on its website, EV SSL key lifecycle
management controls, EV SSL certificate lifecycle management controls. These controls contain monitoring
mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention
or overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with
respect to CFCA’s CA operations. Furthermore, because of changes in conditions, the effectiveness of controls

may vary over time.

CFCA management has assessed its disclosures of its EV SSL certificate life cycle management business
practices and controls over its EV SSL CA services. Based on that assessment, in CFCA management’s opinion,
in providing its EV SSL CA services at Beijing and Chengdu, China, throughout the period 1 August 2021 to 31
July 2022, CFCA has:

* disclosed its EV SSL certificate lifecycle management business practices in its Certification
Practice Statement (CP/CPS) as enumerated in Appendix B, including its commitment to provide
EV SSL certificates in conformity with the CA/Browser Forum Guidelines on the CFCA website,
and provided such services in accordance with its disclosed practices

* maintained effective controls to provide reasonable assurance that:

° the integrity of keys and EV SSL certificates it manages is established and protected
throughout their lifecycles; and

° EV SSL subscriber information is properly authenticated

in accordance with the WebTrust Principles and Criteria for Certification Authorities — Extended Validation
SSLv1.7.3.

CFCA has disclosed the following matters publicly on Mozilla’s Bugzilla’s Platform during the audit period:
Bug ID Summary Opened Closed Resolution

Fixed but thread
not closed yet

1741497 [Overdue Audit Statements 2021 16 November 2021 -

Precertificate with postalCode and ;
1771482 streetAddress swapped 27 May 2022 19 August 2022 Fixed

Fixed but thread
not closed yet

1778035 [The wrong status of OCSP 4 July 2022 -

Ms.

President and General Manager of China’ Fmanc1al Certlflcatlon Authority Co., Ltd.
20-3, Pingyuanli, Caishikou Sou*t‘= Avenue Xl Chengfblstrlct Beijing, China

24 October 2022
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Appendix A

The list of keys and certificates covered in the management’s assertion is as follow:

SHA256
Subject DN Key Type Signature Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
S5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
;N :CEFCAF E¥ R(??TC ciftatian duthoie: | oot K 0bbSbab6a2cE6873E64F90C| CFCA EV
- CNma inancial Certification Authority oot Key sha256RSA bf06aa058cO3F9536D1CCC2|  ROOT
b2f EF800F355C4(]
SFD70FD
CC7253EBDE9
5508e2dccc95 [F7E92CBA297
= CFCAEY ws , o 6d1f5ddeb347[B5BADED1B22| CFCAEV
O = China Financial Certification Authority  [Signing Key | sha256RSA 8e916¢6c045 [ESCEACAS2SE .
€ =FH 77c4 201B4DC410F
4F3504B5E
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Certification Practice Statement of CFCA Global-Trust System CFCA 43 July 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 42 July 2021
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MIUEIERS

(CGER : APXRERESE - EXBESREXRS - )
B P2ERALEPOARATEENE

HINBESET - XHHER A AP EESRIAESR OBRAS (@FR " CFCA” ) T 2021 £8 A1 HE 2022
F£7 831 ARETPEIEREMEZENEFAL(‘CA)RFSEBENBNERT 7T ABRIFNEITWVS - 18
EEEMEIATE - CFCAE :

o EMHRBIENPEERIANEFOZIKEEEZBAINEWSMN ( cP/CPs ) FIKFE 1 EVSSL
IEBLEaBEWSAN - EIFEIEBTE CA/Browser ICIZRIARIES 1Rt EV SSLIEBRS - K
TEIR RV SRR AR AR SS

o BIUBAMIEHIMNE - DURHLINSEMRIL
BIFRIFPAEERZHA eV SSLIEBEEMBE A PRITEN ; UK
T CrCA FRETROEMRFIG S EE EVSSLIERFBEENER

o BIYBAMIEHIMNE - DURHLINSEMRIL
Xf CA 2SR ZEMYIRIBORT RN DA
FRIEFBHMEBERRIFOESM ; MUK
CA R A - #IFMBRIEREIEIRVRNANIT - LIS CA RFIR0CE

PI#F & WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL v1.7.3 °

CFCA RITEETA - REFITFBHRERRS - MARREIEBIELLRSS - B - RIINFHEFRLEHEEN
RIMERBRES

CFCA Y (E

CFCA NEEENTREREERIAE  BREEKRINEMMHEMUFIAE WM CFcA FIRENRZERFTES
WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.7.3 FI¥IZE -
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HMNEREMUMHETEMRBEZRSHN ST ARABWIR STHIMBEEN ( Code of Ethics for Professional
Accountants ) FIERBREK - mENZEUEILEE - M - TWEENHMEE - REMBRWATANERRNZ
- AN T BEEMINAZ KR SES 1 (International Standard on Quality Control 1) - FFiEI#EIFZER
REREHER  BEFEERER  BWAMEMERZEENERNXH ENEENERF -

HitMRYSRIE
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RIHEPREIE WS ENSE 3000 ST LW ER Fif 2L EE I IS MERIT 7 EIETAF - It
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(1) Tﬁawam&ﬁ%iﬁ%%%ﬁ'@%BB&E%EM\E%E%%;
(2) HEEMKXWSBRIEZEEST 7PIRER EVSSLIERAmnFHHER ;

(3)  MXAMAEZEBENMTHBERYE ; UK

(4) HTEMEINIAADENSIERER -

FOME - FMFBNIHEZER 7 - B3N - ARKRESILAICRME 7 &2 -

EHpERE

CFCA FIARIEEFIN BN EMERY - REXBFP RBR K7 BEZEH XA R ER R - BUR T 245
WHEEERUREMEETES MR MBERKRANEER - F0FFREN R AKE 77 AR ZERIN AR
FAT R TAE -

& 5 PR

T ARZEHIERASHIRE - CFCA RE LM BEKMEN IS RRFNE - AI0 : ZEHI I BERZERITES - &
MEHIEER « B - WRANGERARENLD - SERAIMIHIEIMENEX - 15 - NELRZ(ETlEE
SRR EREERREBNSENE -

&ie

HAVARN - CFCAT 2021 £ 8 B 1 HE 2022 £7 B 31 HHEMWEFANERSZSHVEERAEEMBEATH
& WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSLv1.7.3 °

FEABBE RO, BATFERE P i & 2 LR -

o CFCA 3 2021 42 11 A 16 HYE Moxzilla 17 Bugzilla “F-& bk 34F Bug 1741497 . fEiZF 4,
CFCA EV ROOT MHREA (O # TR & I 11, A i R BEFEAT 9] Hh 9 D7 AT 3 2 RO UAA HUAS A N A0 B 422,
FEAR L H AR A AR # TR S . BT E I ARSI S &5, Fitkd Sk, it NEe
T 2022 4 1 7 4 H#E Mozilla ) Bugzilla - & #1 CFCA B 77 Wk E3kig . AHR R A 2022 4F 6
H 16 HZJa 75 M a9 gt & BFINLE 3RS, a1 Mozilla i Bugzilla - & iR — 318 5 51 i 45 1 -
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. CFCA T 2022 £ 6 H 1 H3kiE%1 Mozilla Bugzilla A4 & T 5 H 27 Hi@#k 17 $4F Bug 1771482, T
A, k3 IEBIA postalCode 5 streetAddress FAA7 M N R 85 4E 1228, SRR A E TR
BT 6 H 2 HElmi. KTILHEMRBERARENSBETT %R, CFCANESTARTEEY, HiUH
ARS8 T 2022 4F 8 H 19 H4%

o CFCA T 2022 % 6 A 11 Hzkili% Mozilla Bugzilla A4 V& T 7 A 4 Hi@#k 7 %4 Bug 1778035,
SRR, B O SER A B AIE 48 OCSP s & a8 BRI EFSERIE 8 0 KT ILFH MR AR
KIEEGEEOT%E, CFCANETAKRFEHY] » QEEGE > 25T 6 A 16 HitfT 7= BIE THS
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KIREH A BIEED WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL
v1.7.3 DISN R EFERSEE - 3T RIEF X CFCA RSB E E MR -

XJ Webtrust iR A4 {E

£ CFCA M5 _EAY WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL 88 FIAIE
RRBAREABTH—FSER - BEHARA T HANFIANAZXN AR SN E M EH P HRIE -
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Subject DN Key Type Signature Key Size Subject Key c::lli-\ﬁzczie Certificate
Algorithm Identifier Thumbprints Signed by
S5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
gN =CE_FCAF_EV RO_?TC dheation Authorty | Root K _ Dbb5bab6a2cAE6873E64FI0C| CFCA EV
0 CNma inancial Certification Authority oot Key sha256RSA 14096 bits) <~ 0ce 93fF9536D1CCC2 ROOT
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SFD70FD
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O = China Financial Certification Authority  [Signing Key | sha256RSA 2048 bltse8e916c6c045 ESCEACAS2SE ROOT
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DEERAMEPOBRAT (LIFER “ CFCA" ) BESRFINERSBHM (LUFEIR "CA" ) - RHIE
SRUIE SSL(LUR &R "EV SSL" BB FIAEARS - Mifhak A 312 7 RFJETEEMRIEBAPLIES -

CFCA MNEEMEARE X EV SSL CA RBEIITF LR BUAIEH] - £135 : EV SSL CA WHAMIKE - EV
SSLCA ZHHEan A HEIREM EV SSLCA IERBEM B EIR - XEFHI S5 SR AL IE 2R ARV EARE
PR AN gt FE i -

HazHEEEEERE - S2FARKIRL AR @ LTGRO EE - B - BIER MBIt EEX
CFCA BEMBAINERBIRMSERIL - 15 - ATIEFIFRREL - ZERINBERH IR BMmALE

Tk -

CFCA EEECX TR AR FIALRSBWSMNIRE K EV SSL CA RSB FG#HTINGE - BT ULTEE -
CFCAERRINA - € 2021 F 8 B 1 HE 2022 % 7 A 31 Bt CFCA EPEILR R A EFR # EV SSL CA
AR5 HAE) - CFCA B#& -

o iR BIENPESRIAMED LR IKEEFRBEFAMTWSEHN ( CP/CPS ) hiKE T EV
SSLEFHEarBAEWSEHN - SiFEFEEE CA/Browser IEIERIHERIESHE# EV SSLIEH AR
% HIKIBREMN SN2 EHBRES

o ETBEGING - BUREITFSERIE
BUHRIFFEENEHRMITF BV SSLIEREE BRI EY ; DK
o T CFCA FRETRE MR IFIG S thEE EV SSLIEBRIBENER

LIfF& WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.7.3 »

CFCA ©7 Mozilla 8 Bugzilla F&HHEBEARE T B AR T 5ISI:

Bug ID Summary Opened Closed Resolution
1741497 |0Overdue Audit Statements 2021 16 November 2021 Fixed but thread
not closed yet
1771482 | recertificate with postalCode and 27May 2022 | 19 August 2022 Fixed
streetAddress swapped
1778035 ([The wrong status of OCSP 4 July 2022 Fized buEtlivedy)

not closed yet
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