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INDEPENDENT ASSURANCE REPORT

To the management of China Financial Certification Authority Co., Ltd. (“CFCA”):

We have been engaged, in a reasonable assurance engagement, to report on CFCA management’s assertion that for
its Certification Authority (“CA”) operations at Beijing and Chengdu, China, throughout the period 1 August 2021
to 31 July 2022 for its CAs as enumerated in Appendix A, CFCA has:

. disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide SSL certificates in conformity with the CA/Browser Forum Requirements on the CFCA website,
and provided such services in accordance with its disclosed practices

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and

° SSL certificate subscriber information is properly authenticated
. maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

o maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security v2.5.
CFCA does not escrow its CA keys, does not provide subscriber key generation services, and does not provide

certificate suspension services. Accordingly, our procedures do not extend to controls that would address those
criteria.

Certification authority’s responsibilities

CFCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of

its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL
Baseline with Network Security v2.5.

Our independence and quality control
We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
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Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of CFCA’s SSL certificate lifecycle management business practices, including its
relevant controls over the issuance, renewal, and revocation of SSL certificates, and obtaining an
understanding of CFCA’s network and certificate system security to meet the requirements set forth by the
CA/Browser Forum;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at CFCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, CFCA’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 1 August 2021 to 31 July 2022, CFCA management’s assertion, as referred
to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for

Certification Authorities — SSL Baseline with Network Security v2.5.

This report does not include any representation as to the quality of CFCA’s services beyond those covered by the

WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.5, nor the
suitability of any of CFCA’s services for any customer's intended purpose.
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Without modified our opinion, we noted the following matters during our procedures:

CFCA was aware of the incident (Bug 1741497) reported on Mozilla’s Bugzilla Platform on 16 November
2021. In the incident, audit statements were past due for the root certificate of CFCA EV ROOT because the
corresponding links were not available yet for public disclosure of the audit statements in time before the
due date via the regular approach with the issuing body. The routine auditing works had been accomplished,
audit statements were prepared, and the content of the audit statements had been disclosed on Mozilla’s
Bugzilla Platform on 4 January 2022 and the official website of CFCA alternatively for this situation. The
corresponding links were obtained from the regular issuing body for public disclosure of the audit
statements afterwards on 16 June 2022 as disclosed in the same thread of Mozilla’s Bugzilla Platform.

CFCA was informed on 1 June 2022 the incident (Bug 1771482) reported on Mozilla's Bugzilla Platform on
27 May 2022. In the incident, one certificate was mis-issued with incorrect values put in the postalCode and
streetAddress fields of the certificate. The mis-issued certificate had been revoked on 2 June 2022 after the
mis-issuance, and the cause analysis of the incident and the remediations conducted by CFCA have been
illustrated in the process of public discussions. The discussions of the matter on the public platform had been
closed on 19 August 2022.

CFCA was informed on 11 June 2022 the incident (Bug 1778035) reported on Mozilla’s Bugzilla Platform on
4 July 2022. In the incident, the status of a revoked certificate was mis-reported via the OCSP service of the
CA. The incorrect response was investigated and the cause analysis of the incident and the remediations
conducted by CFCA have been illustrated in the process of public discussions. The system component was
updated on 16 June 2022 to solve the issue according to the discussions of the matter on the public platform.

Use of the WebTrust seal

CFCA’s use of the WebTrust for Certification Authorities - SSL Baseline with Network Security Seal constitutes a
symbolic representation of the contents of this report and it is not intended, nor should it be construed, to update
this report or provide any additional assurance.

AKAM

Anthony Kam & Associates Ltd.
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

24 October 2022
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The list of keys and certificates covered in the management’s assertion is as follow:

Subject DN Key Type Signature Key Size Subject Key C:nﬁfciie Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
gN ZE_FCAF_EV RO_CI’TC dication Authority | Root K _ [ObbSbab6a2c4E6873E64F90C|  CFCA EV
- CNma inancial Certification Authority oot Key sha256RSA 4096 bits| <o 0o 93fFgs36D1CCC2 ROOT
b2f EF800F355C4(|
S5FD70FD
CC7253EBDE9
5508e2dccc95 [F7E92CBA297
CN=CFCAEVOCA _ o _ |6d15ddeb347|BSBADED1B22|  CFCA EV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltse8e916c6c045 ECCEACAS2SE ROOT
C=CN 77c4 201B4DC410F
KUF3504B5E
FO7BBBDEO76
66b3effb5495 |FOB40C57CC4
CN=CFCAOVOCA e _ 187e9aca59656[BEFEDE97CAT | CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsaee67ded3adOF53B9AE147FO ROOT
C=CN 43d1 35D284CBF53
F3432FB8
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Certification Practice Statement of CFCA Global-Trust System CFCA 4.3 July 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 4.2 July 2021
Certification Practice Statement of CFCA Identity CA System 1.5 July 2021

Page5/5



https://www.cfca.com.cn/upload/CPSOCFCAGTSV4-3E.pdf
https://www.cfca.com.cn/upload/CPSOCFCAGTSV4-2E.pdf
https://www.cfca.com.cn/upload/CPSOCFCAICASV1-5E.pdf

CFCA
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CFCA MANAGEMENT’S ASSERTION

China Financial Certification Authority Co.,, Ltd. (“"CFCA”) operates the Certification Authority (CA) services
known as CAs in Appendix A.

CFCA management has assessed its disclosures of its certificate practices and controls over its CA services.
Based on that assessment, in CFCA management'’s opinion, in providing its CA services at Beijing and Chengdu,
China, throughout the period 1 August 2021 to 31 July 2022, CFCA has:

e disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CP/CPS) as enumerated in Appendix B, including its commitment to provide SSL
certificates in conformity with the CA/Browser Forum Requirements on the CFCA website, and
provided such services in accordance with its disclosed practices

e maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected
throughout their lifecycles; and

©

SSL certificate subscriber information is properly authenticated

* maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorised
individuals;

° the continuity of key and certificate management operations is maintained; and

J CA systems development, maintenance, and operations are properly authorised and

performed to maintain CA systems integrity

¢ maintained effective controls to provide reasonable assurance that it meets the Network and
Certificate System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with
Network Security v2.5.

CFCA has disclosed the following matters publicly on Mozilla’s Bugzilla's Platform during the audit period:

Bug ID Summary Opened Closed Resolution
1741497 |Overdue Audit Statements 2021 16 November 2021 3 iR Dutitedd
not closed yet
1771482 [ recertificate with postalCode and 27 May 2022 | 19 August2022 Fixed
streetAddress swapped
1778035 (The wrong status of OCSP 4 July 2022 : Fized bk Uiread

not closed yet
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Appendix A

The list of keys and certificates covered in the management’s assertion is as follow:

SHA256
Subject DN Key Type Signature Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |DSE45547A04
EN_ZEFCiFV RQ?TC el | Ruarie 0bb5bab6a2c4E6873E64F90C|  CECA EV
o <:Nma inancial Certification Authority oot Key sha256RSA bf06aa058c93fFI536D1CCC2 ROOT
b2f EF800F355C4C
SFD70FD
CC7253EBDE9
5508e2dccc95 [F7E92CBA297
L= C_FCA _EV OC_A o , o 6d1f5ddeb347[BSBADED1B22| CFCAEV
O = China Financial Certification Authority  [Signing Key | sha256RSA 686971660045 [ESCEACASISE ST
c=EN 77c4 201B4DC410F
4F3504B5E
FO7BBBDEQ76
660b3effb5495 |FOB40C57CC4
= CRBLYIOCA o _ . 87€9aca59656 [BEFEDEI7CAT| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA aee67ded3ad0F53BIAET4TFY  ROOT
G=EN 43d1 35D284CBF53
F3432FB8
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Certification Practice Statement of CFCA Global-Trust System CFCA 43 July 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 4.2 July 2021
Certification Practice Statement of CFCA Identity CA System T:5 July 2021
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MIEIERSE

(CGER : APXRERESE - EXBESREXRS - )
¥ P2EMIAEPOARASIEEMNE

HNNFERET - WHR A AP ERIAEROARAT (B " CFCA" ) T 2021 F£8 B 1 HZE 2022
F 7 A 31 BETHREIERAFRBCENEFNERIZESENRANENT 7 SEFRIENESIEWS - RIEE
EMEINE - CFCAE :

o EMHRBIFENPEEZFIANLPOZIKEEAEZEANEWSMN (cP/CPs) PHKEE 1 SSLIE
BB IAWSAN - EEEEEE CA/Browser ICIZMERIESIIRH ssL IEBARS - HikIEE
BRI SS AR AR R AR SS

o BEAIUERINE - DURHLIT SEMRIE
B RIPPAEENZEAN SSLIEBEEMBRPRTEMY ;| LK
T CFCA FRPUTRYEMBREIG S ELEE SSLIEBHRBEENER

o BIBAMIEHIMNG - DURHEINSELRIL
Xt CA 2 MBI ZEMYIERO M RT ZNN DA ;
REBHMEBERRFOESY ; MUK
CA 24 & - EFNRFSIEINENNNT - UER CA RFRTE

o B BANEHING - DURHSERIEBIRTTS CA/Browser 1E1L ( CA/Browser Forum ) & 7RI
BRI B £ GTZ £ A E (Network and Certificate System Security Requirements )

A5 & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security
v2.5 -

CFCA RAFEEMA - KRBT EBHENRS - TMAREHIEBEERS - I - OB HEFARLEHEEM
RIVERNBRES -

FIEH6E
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CFCA W33 fE

CFCA WEEBEATHRREBEERIAE  8FHEBKRANENELRIANETHIME CFCA FIRHINRBERFTS
WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.5 FI#IZE

it MR IT M E

BNERFRUIMHBTEMEZEZARHNSTARRMWRW I ITEE AN ( Code of Ethics for
Professional Accountants ) MIEREREK - ENZEUEIEEER - B - TWEHTEE - FREMNRWIT
AWERRN Z £ - BT ASEBEERMEZKRREZEES] 1 ( International Standard on Quality Control
1)  AELEFIENREEGT:R  QEFSEREXR  TUAAEMEREREME RN XHCWBEET
2R -

HitMRYSRIE

BNWIRRZ2ERTELETFREM EX CFCA NEEBRINEARREIL - RINREEMRFIHSEIEENESS
EMOEREIEWSAENSE 3000 S "FLMFER Ei S FREUIFIEIENSS" WRERIT 7 EIETAF - It
ENEKEFNH AN THNNFHEFLEGINFAAER S EMNEERAENTIERIL - 81 :

(1) T8 CFCA SSLIER4EmBEHAEIE - 845 SSLIEPRAW - EMMME - 7 7# CFCA WMERIEBZRS
ZE2EERE CA/Browser ICIZMAERNEXK ;

(2) ZEEMKWSBIEEREBT TR ER SSLIER4EmERER ;

(3) ML IZEFENMTHRARY ; DR

@) PITEMBEIMANNENSIERER -

HAIMAE - WAPBREIERZR D ~ BH28 - ARREIESCRHE 7 EM -

EHRAE R

CFCA HNEREHRIMN BN MMERY - REXN AP RABRKE TS RG] X QT4 T = Er 200 - BUR T8
WHEEERUREMEETE MR MRS NESE - B1FHRBENH KB RASRERIN B
AT TAE -

E B PR

BT AEMERF R AFHIRE - CFCA AR EME KRN TBERREIFM - Bl  ZEHICJBERKBITALS - X

MR - 8B - N RARERORRZAADE - ERAIMNBHIESRMENEK - L5 - XLRZETIEE
SEMANEREEFRNBNSENE -
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&ie

FATAAR - CFCAT 2021 £8 H1 HZE 2022 F£7 A 31 HHAEMNBFIANERSHWEEM B AEEMBERA
E#F & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security
v2.5 -

KIREFH A BIEEATTE WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with
Network Security v2.5 DISNAREMESR - I EAIEF X CFCA IRBMWEE SR -

FEABEERAER T, RAVEREF PiEE 2 LU S5

. CFCA 317 2021 4F 11 H 16 H{E Moxzilla 1 Bugzilla * & E3 5 K54k Bug 1741497 fEi%F 44+,
CFCA EV ROOT HIARIEH i th i it 1], KD R REAZAE ] 1 97 B0 A4 35 O LR RIS AR I 0 4
FERUE HIRT A AR ity . BT H I TAEAN C A%, Hitid Cmbl e, HitikEARD
T 2022 #£ 1 7 4 H1E Mozilla 1) Bugzilla & F1 CFCA &5 Wl F45g . AHRIEEER I 2022 4F 6
H 16 HZJa75 AT R gtk 5 ML, 0 Mozilla ) Bugzilla ¥ & # R — 38 5 51 Fr i 2 19 -

. CFCA T 2022 4 6 H 1 H3k@% Mozilla Bugzilla A4 & T 5 H 27 Hi@dk 7 $F4F Bug 1771482, T
A, k3 IEBI postalCode 5 streetAddress FAA7 M N IR 35421248, SRR A E TR
Hr 6 H 2 HElmis. RTHHEANEERARERS#EL TR, CFCAWETARTEEB, thill#E
IARSSIT 6T 2022 4 8 H 19 HEE .

o CFCA T 2022 % 6 A 11 Hzkili%n Mozilla Bugzilla A4 V& T 7 A 4 Hi@#k 7 %4 Bug 1778035, F
SRR, B O SER A B AIE 548 OCSP s & S8 E U1 EFSEAE 8 0 R T ILFH M5 AR
KIEESEEOT%E, CFCANETAKRTFEHY] » QEEGE > 25T 6 A 16 HitfT 7= BIE THS
(]

X Webtrust #7iR A9 A

£ CFCA Ml £RJ WebTrust SSL BR BB FINERIRZARREANBN—IPFSHRR - BHAZAN 7T HANKIA
NI AR SR B N H— P RIRIE -

EIEH6E
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REERERNBIRNBRASIEBIZEMT:

SHA256
Subject DN Key Type Signature Key Size | Subject Key Certificate Certificate
Algorithm Identifier Thumbprints
5CC3D78E4E1
e3fe2dfd28d0 |[D5E45547A04
CN =CFCAEVROOT = . _ [obbSbab6a2c4E6873E64FI0C|  CFCA EV
S:Cc:llna Financial Certification Authority Root Key sha256RSA 4096 bits bf0623058c93fF9536D1CCC2
b2f EF800F355C4C
5FD70FD
CC7253EBDE9
5508e2dccc95 |F7E92CBA297
CN=CFCAEVOCA = . o _ ld1f5ddeb347|B5SBADED1B22| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltse8e916c6c045 ECCEACABISE
C=CN 77c4 201B4DCA10F
4F3504B5E
FO7BBBDEO76
66b3effb5495 [FIBAOC57CC4
CN=CFCAOVOCA _ . _ I87e9aca59656 [BEFEDE97CAT | CFCAEV
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 2048 bltsaee67ded3adOFSSB9AE147FO
C=CN 43d1 35D284CBF53
F3432FB8
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& ASEEIR AR FIMEW SN (CPS) AMIEBHK (CP) ARA:

Name Version Date

o (<P AE (o BRAS (AR S FEL IR S5 A

43 July 2022

o (<P AE (o BRAS AR AR S FEL IR S5 A

4.2 July 2021

o ] R F100 IdentityCA {4 H AT 55 N

15 |july2021
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CFCA

R E R AR

(RPXRERESE - EXESRENIRE )

P2 EMIANEPOBRAT (LIFER “ CFCA" ) ZERFAERSINE ( LITEIR "CA”

CFCA B FINERBIEEMBINERS

7 CAFREERRIEBMP RIS ) - FHRHEBFIAERS -

- MR A B

CFCA EERECXN IR EMNBFINER SR SN KR AIERNE T - 2T - CFCA BEBEIAN - &
2021 £ 8 H 1 HZE 2022 F£7 A 31 B3t CFCA EREIREAEMEM CA RS HAIE - CFCAE :

o EMHER B MENPESRDAMLPORIKEEEZBFINEWSHN ( CP/CPS ) hiFE T
SSLAEBAEmBBPWLSEMN - efEFEEEE CA/Browser IEInATARIES 1R SSLIEBRS -

FHRIER B S NR A 2RSS

o ENARERINE - DURHRLTSRERIE :
BYUARFPAERMNZERMIT P, SSLIEBEEMBRPHNTEN ; DR

o T CFCA FiTTRUEMRFIR MM EE SSLIEBHIFEEMNESR,;
o BEEAREFING - DERELTSERIE

o X CA RSREIRMNEZEMNYBHOMIRTENN DA

REBEIMLHERRIENESY ; DR

CA 24N & - #IFFIRERRESAENAMNT - D4R CARENTE;
o ENARIZESING - LRHESERIEBEEFRTS CA/Browser IBIERHMNMERIEBRGL S

+

LI#F & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network

Security v2.5

CFCA 27T Moxzilla 89 Bugzilla FERBARE BB RN T HIE LT

o

Bug ID Summary Opened Closed Resolution
1741497 |Overdue Audit Statements 2021 16 November 2021 Fixadbut thread
not closed yet
177188z | ecertiicate with postalCode and 27 May 2022 | 19 August 2022 Fixed
streetAddress swapped
1778035 [The wrong status of OCSP 4 July 2022 Fixed but thread
not closed yet
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Subject DN Key Type Signature Key Size | Subject Key Cz:;izcsaste Certificate
Algorithm Identifier Thumbprints Signed by
S5CC3D78E4E1
e3fe2dfd28d0 [D5E45547A04
gN :CEFCAFEV RO?L rification Authorit R K ) 0bb5bab6a2c4E6873E64F30C| CFCAEV
e CNma inancial Certification Authority oot Key sha256RSA 4096 b'tsbeGaa058c93fF9536D1CCC2 R0OT
b2f EF800F355C4C
5FD70FD
CC7253EBDES
5508e2dccc95 F7E92CBA297
= C,FCA .EV OC.A o . L . |6d1f5ddeb347[B5BADED1B22| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltse8e916c6c045 e CEACAZIEE ROOT
E=a 77c4 >01B4DC410F
KF3504B5E
FO7BBBDEQ76
66b3effb5495 |[F9B40C57CC4
= C.FCA .OV O.CA g ; . .. 187e9aca59656 |BEFEDES7CA1 CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsaee67ded3adOF53B9AE147FO P
A 43d1 35D284CBF53
F3432FB8
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Name Version Date
o (] G A E O S TR S £ (A 2 LT AE Y 45 R0 43  |July 2022
HP B b DAIE P O S ER (5 AE A 2R HE 7 A TR 55 0 4.2 July 2021
Hh [ A E S IdentityCA A £ B A UE NI 55 4R D 15 July 2021
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