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Abstract

Despite cryptographic breakthroughs in the area of digéah and the rapid advance of information
technology, physical cash remains the dominant curreméyeiasy to use and its exchanges are largely
independent of computing devices. However, physical cashlnerable to rising threats - such as large-
scale, government-mandated forgeries - that digital cashprotect against more effectively. We study
mechanisms to combine physical cash with digital cash toowventheir respective shortcomings and
obtain their combined advantages. We discuss initial m@shes, ranging from cryptographic signatures
embedded in 2-D barcodes, to physical one-way functionpledwvith online verification systems, and
examine their cost and benefit trade-offs.

Keywords: Economics of security, Monetary forgeries, 8payment systems

1 Introduction

Counterfeiting money is arguably as old as minting money. Fake coins hamedsm®vered dating back
to the 4th century BC [13]. Recently, possible evidence of a nation-stat@dskrge amounts of nearly
perfect counterfeit US dollars has surfaced [19]. Even thoughvilderece is circumstantial (and debatable),
the mere possibility of large-scale forgeries mandated by hostile governswggssts a reevaluation of the
traditional threat model used to design anti-counterfeiting techniques.

Government-scale monetary forgery differs from traditional forgerg.( that perpetrated by organized
crime) in scale, motivation, and perception. First, a counterfeiting govarnnas access to manufacturing
resources and capabilities that can be considered equivalent - in caaditgroduction levels - to that of
the national bank whose currency is being faked. Second, while tloesgecfeits may simply be used
to increase the purchasing power of the nation-state producing theiémgee forged bills may also be
used to finance hostile activities, such as weapons purchases, astarsponsorship. As a result, targeted
countries may be willing to consider relatively expensive defenses agmwsrnment-mandated forgeries.

The core contribution of this paper is to introduce and outline the main techamidaéconomic chal-
lenges that stem from the design and deployment of possible counteregagainst government-scale
monetary forgery.

*Authors listed in alphabetic order. Short version to appear in the Privgeedf the Twelfth International Conference on
Financial Cryptography and Data Security (FC'08). Cozumel, Mexlaouary 28—31, 2008.



Despite major developments in paperless currency over the past dpbgdieal cash remains widely
used throughout the world. An appealing aspect of physical cashtipdople can trade it without the
assistance of computing devices. People expect that simple visual anditesgiédetion reveals fake bills.
Physical cash can survive extreme situations: it can be washed in &ngashchine and it can survive
extreme temperatures that would render any smartcard unusable. Althougarfectly anonymous [17],
physical cash, especially smaller and widely circulated bills, providessamehle level of privacy.

Cryptographic digital cash offers numerous benefits too, and protidekey advantages over physical
money. First, an adversary cannot forge digital cash, assuming thetged the cryptographic mechanisms
and the secrecy of the associated cryptographic information. Seaplidation of digital cash is easy, so
that one can easily safeguard against loss or theft of digital cashgtindbgital backups.

However, we cannot simply switch to digital cash and abandon physisat cse want to preserve
the appealing aspects of physical cash, and we need to support the kegkness practices built around
it. Indeed, in spite of the advance of cell phones and credit cardsrenvetill far from a cashless society,
especially in many developing nations.

A natural approach to preventing forgery of physical cash is to conibinih digital cash, yielding
physical digital cash Essentially, physical digital cash consists of regular biliswhich the issuing gov-
ernment embeds an easily verifiable cryptographic value. The main goat®/ige a monetary system
resilient to forgery, without requiring drastic changes to the existing mongtiastructure.

Devising physical digital cash leads to a number of design trade-offseleatithe security properties
achieved, the technological complexity involved, and the economic costsedcd he core contribution of
the present paper is to explore these trade-offs in search of def@ddgahniques against counterfeiting.

After surveying related work in Section 2, we analyze design requirenfi@enphysical digital cash in
Section 3. We contrast the advantages and disadvantages of sebheraks, including our own proposals,
for physical digital cash in Section 4. These schemes offer variouksle¥/@rotection against both basic
theft and attempts at government-scale forgery. We then analyze bseeusity threats against physical
digital cash in Section 5. Finally, we conclude in Section 6.

2 Related Work

Many researchers have proposed and studied implementations of digitatciaemes; Asokan et al. [2]
provide an overview article of electronic payment systems.

Based on seminal works on blind signatures [8], one line of reseactisés on cryptographic digital
cash systems, e.g., [6]. Similarly, several micropayment systems haveeaispinposed to pay for very
small amounts, e.g., [9, 14, 23, 24]. Instead of looking at how one cepldcee cash by a novel digital cash
payment system, this paper discuss the trade-offs in attempting to enhaseeuhi¢y of physical cash.

Another line of research, e.g. [3, 20, 29], focuses on trusted leedased payment systems, for in-
stance electronic wallets. In contrast with these architectures, phygjdal dash does not rely on external
hardware to store balances and perform payments.

In the area of physical protection against counterfeits, each cyrmimting nation has developed its
own secret techniques. However, a number of public features enabjgepto visually inspect and verify
the authenticity of each bill. For example, the U.S. Bureau of Printing andakimyy publishes details
about some of the features of new U.S. dollars, such as color-shiftingainkew watermark, a metallic
security thread, and the use of micro print [31]. Euro bank notes atsadae numerous security features,

Iwe will only discuss bills, although these principles could be translated to asimell. However, given the lower economic
value of coins and their high cost of production, counterfeiting coinsusllysnot viable.



including raised print, watermarks, a security thread, see-through manimograms, a glossy stripe, a
color-changing number, and UV-visible features [11]. The most védulaénk note in the world, the 1000
Swiss Franc bill, includes a kinegram, an irodin number, a watermark, UMifeatures, numbers visible
only under oblique incident light (the Kipp effect), and the use of cogit, micro perforation, and
optically variable ink [27].

In 2001, the European Central Bank considered embedding RFID tagsimEuro note [34]. As we
will discuss in Section 4, there are numerous technological and econocmibacks to such an approach.

Closer to the physical digital cash we envision, a few proposals have ad@itgpcouple physical se-
curity, using physical one-way functions [21], with cryptographidfieation of the bill [15, 28]. However,
as we discuss further in Section 4, due to the cost of the required veoificquipment, forgeries may
travel undetected in the monetary network for considerable amounts of timallyFone of the applica-
tions of quantum cryptography lies in counterfeit deterrence [33] Hawg again, the verification equipment
required may be quite costly.

3 Physical Digital Cash Requirements

Ideally, currency should be resilient to large-scale, high-quality faegealmost indistinguishable from real
notes. As discussed in [19], such forgeries have already beenrmteced “in the wild,” and are extremely
difficult to detect even using sophisticated machinery. However, to justifydeastic changes to the current
approach (combining physical security and police intervention), tecbaigaed to prevent counterfeiting
should remain economically efficient, and maintain the usability properties dtfidrzal cash.

3.1 Economic properties

From a macroeconomic standpoint, the impact of monetary forgeries remaatis Assuming that both the
gross domestic product and the rate at which money changes hands cemstent over a given interval of
time, an increase ofo in the money supply will cause an approximate increasé&oin the inflation rate
[12]. As of February 2006, the U.S. cash supply totaled about $780rb[&iB]. Out of these, there are an
estimated total of $180 million forged U.S. banknotes in circulation worldwidéjgleaound 0.01% of total
currency. Under these values, forged money production must ircbyaa factor of 200 to corrupt 1% of
the monetary supply of the US and have a 1% impact on the inflation rate. Whileaitksof-the-envelope
calculation neglects important factors such as money multiplier efféetgen minimal security measures
can prevent forgeries from threatening the value of the money itself.

Simple upgrade. As a result, the marginal cost of physical digital cash is tightly constrai@drent
estimates suggest that the US government spends approximately 5.7 cevilisgpeduced, though recent
anti-counterfeiting measures increased the cost to almost 8 cents. Theiengthat we require for physical
bills should impose a negligible overhead over current bill production msthi@thniques that would raise
the production cost of a bill to 20 cents, for instance, are unlikely to bptado

Minimal cost to the users. A number of failed currency innovations, such as past efforts to pdpela
dollar coins, have shown that people are generally conservative ivltemes to currency, and tend to
resist drastic changes when they do not perceive any added valuélamite, to gain wide acceptance, any

2For instance, a forged $100 dollar bill deposited at a banking institutiorttemreleased in circulation results in $200 of
“fake” money being in the system.



physical digital cash design should not put any burden on the useits,atthe same time providing tangible
benefits. Namely, the bill exchange process should not impose any adtitimmsaction cost (monetary or
otherwise) to the user, and any verification cost should remain negligibipar@d to the actual value of a
given bill.

3.2 Usability properties

Currency is an extremely universal product, in that almost every singdleidual uses cash. Thus, any
changes to currency must maintain its very high usability properties, in particu

Universal use. Physical digital cash should provide the same usage characteristicsrast qhysical
cash, offering extreme ruggedness and enabling exchange withodiggtal devices.

Reusability. A single physical digital cash bill should be reusable once it is passed dree owner to
another. This is in contrast to digital cash, which is used only once, trstrogled.

3.3 Security properties

To be resistant to any type of counterfeit, physical digital cash sholfillithe following security properties:

Forgery-proof. Given an electronic verification device, it must be impossible, or at leaspatationally
infeasible, to create a bill that differs from one issued by a legitimate entigthler words, forgers cannot
create bills with new denominations or serial numbers; instead, they are limitéghtabality duplication
of existing bills.

Universal verifiability. We require that bills be verifiable using a commodity electronic verification de-
vice. That way, individuals can easily start verifying the correctnddsills. For instance, one of the
approaches we consider in this paper is to employ current camera-edusprart phones as verification
devices, since these phones are quickly becoming ubiquitous.

Useless duplication. Given an online electronic verification device, it must be impossible to duplécate
existing bill and successfully cash both bills. A single physical digital céithds at most a single owner
at any given instant in time. This property does not imply that duplicating aiphlydigital cash bill is
impossible, but merely that the duplicated bill should be useless.

Anonymity. One of the most salient features of physical cash is anonymity. Evenhhmamknotes do
not ensure perfect anonymity [17], physical digital cash shouldigeo& level of anonymity equivalent to
that provided by physical cash.

In essence, the above requirements describe the properties thataplogsio should ideally satisfy.
However, simultaneously meeting all security, usability, and economic reqgeives is extremely difficult.
In the reminder of this paper we contrast several approaches, basgagmenting traditional cash with
cryptographic primitives, and show which designs come the closest toysagisiil of our requirements.



(@ Implementatin (b) Verification

Figure 1:Barcode Sighatures.A sample implementation of physical digital cash using 2-D barcodes tmlera signature
of authentication. Anyone with an appropriate scanner or camera paoneerify that a legitimate institution issued this bill (or
one identical to it).

4 Physical Digital Cash Techniques

In this section, we consider a number of techniques for designing phylgital cash, including novel
proposals. We evaluate both the advantages and disadvantages ®fsteai While none of the techniques
perfectly meet all requirements outlined in Section 3, they represent ititgyesid useful building blocks
for future physical digital cash schemes.

4.1 Barcode Signatures

By encoding signatures in 2-D barcodes, we can 1) keep all the piegpef existing physical cash, and 2)
strengthen the design using cryptographic primitives to make forgery intg@sSimply stated, we propose
to augment existing bills with an unforgeable cryptographic signature.

Design. Since each bill already possesses a unique serial nubehe bill's issuing authority (e.g.,
federal bank) can sign the serial number and the bill's denominaBonith its private key,Ryov. The
associated public keyJgov should be widely published. While traditional bills only cont&nand D,
physical digital cash bills contaifN, D, {N||D}Rr,,,)-

To preserve the ruggedness of physical cash, we propose to enetdidithl signature on the bill using
a 2-D barcode, e.g., PDF417 [16], as shown in Figure 1(a). 2-Dodaschave previously been used for
cryptographic verification of metered postage [30]. They allow fast apticans and are therefore easily
verifiable.

Evaluation. Since the 2-D barcode does not require any electronic circuitry on théhglencoded sig-
nature will be robust under extreme physical conditions. The encodingegs can also employ error-
correcting codes to further enhance the robustness of the signathous, Barcode signatures satisfy the
universal useroperty of physical digital cash.

As long as the private keRyoy is kept secret, and assuming a secure signature scheme, such as RSA
[25] or DSA [1], the bills ardorgery-proof

By encoding the signature with a 2-D barcode that can be readily readrbynodity camera-based
smart phones (as shown in Figure 1(b)), we achievigersal verifiability In general, a 2-D barcode reader
is much simpler than most other verification devices, such as RFID re&imrse smart phones, especially
in Japan or South Korea, are already equipped with barcode redtiearso We note that users would not



need to verifyall bills they have in their possession. However, the ability to do so, for a nelgligist, is
an important asset.

The manufacturing technology for adding a barcode to a bill is trivial +eeuirbills already contain
serial numbers that are printed on each individual bill, and the same teglyrtan be used to also print a
barcode. For these reasons, the barcode satisfis@ntipée upgraderoperty.

Finally, a physical digital cash bill does not contain more information thardétivaal bill: the signature
itself can only be used to verify the authenticity of a bill. Thus, the proposieeise satisfies oueusability
andanonymityrequirements.

However, used alone, signatures cannot enforceiieéess duplicatioproperty. Indeed, a duplicated
bill would have the same serial numb¢as the original (valid) bill, so thalN, D, {N, D}g,,,) would remain
valid. To achieve theseless duplicatioproperty, we must turn to additional (or alternate) techniques.

4.2 RFID-based Protection

An alternative solution, which was once considered for Euro bills [34jp ismbed RFID chips in bills.
Using an RFID chip offers two primary advantages over 2-D barco#Bi&st, an RFID chip can perform
limited computations and can even interact with a reader. Second, while 2cDdes are read-only, some
RFID chips have writable memory.

Design. If we assume the use of tamper-proof RFID chips (we discuss the strehgjtis assumption
below), then we can design a simple protocol, similar to SiB [18], to authentitsisigal digital cash.
For a bill with serial numbeN, the issuing authority generates a public-private key @&, K,gl), stores
(Kn, Ky, {Kn M} Ryor) ON the embedded RFID chip, and prints a barcode encodif fy*}ry,,) on the
face of the bill, wheréd is assumed to be a cryptographically secure hash function.

To authenticate a bill, any user with an appropriate reader can transmitl@mgnchosen noncex,
to the RFID chip. The chip responds with a signat{ikéx, on the nonce, its public ke%,gl, and the
certificate,{Kgl}Rgov, for its public key. The reader checks the signature using the publicresyded and
checks that the hash of the certificate matches the commitment printed on tloé tlaedill.

Evaluation. RFID chips will be less tolerant of daily wear and tear and extreme envirotaineonditions
than the original bill. As such, an RFID-based approach may not fullyfgdltis universal useequirement.
Further, at present, an RFID approach does not satisfyminersal verifiabilityrequirement, as RFID
readers have not yet penetrated the consumer market. Likewise, entpadmbmputational device in each
bill would significantly raise the cost per bill (up to $1, according to [343t ik, a 20-fold increase) and alter
production methods. While improvements in RFID technology may remedy thisodythis technique
currently does not providegimple upgrade

Since the data stored on the RFID chip does not include any informatiort #imowner of a bill,
this technique achieves botbusabilityandanonymity A perfectly secure RFID chip may make forgery
and duplication impossible, thereby directly enforcing the dedioegery-proof and useless duplication
properties. Unfortunately, trusting the security of an RFID chip is an mehe strong assumption, as has
been evidenced by existing attacks [4]. It remains an open question evigthilar techniques can be
developed using insecure RFID chips.

Finally, another disadvantage of RFID chips is that they can be remotealy pegentially enabling a
thief to determine the amount of money a potential victim is carrying. Similar to thesxalbilities of the
new RFID-based US passport [26], adding RFID tags to bills would raisgerous new vulnerabilities.



4.3 Physical One-Way Functions

A different way to ensure the useless duplication property is to embedsicphgne-way function in each
bill.

Design. Physical one-way functions can be implemented, for instance, by randsprilykling bits of
optical fiber in the fabric of each banknote [28], or by using magneticrpetg [15]. Each bill has unique
characteristics due to the length and orientation of the fiber strands or pglyesent in its fabric, and it is
extremely hard to produce a copy of the bill with an identical physical cordigpn.

Exposing the bill to a light (or magnetic) source under different conditferts, different angles) yields
a unique characterization of the structure of the bill, which can be humereatlyded and printed on the
bill. Verification is a matter of exposing the bill to the same conditions and matchirigftrenation printed
on the bill. Combining this scheme with a signature scheme, e.g., by signing thectaltaeterizing the
physical structure of the bill can further ensure the forgery-prooperty.

Evaluation. This approach has the merit of providing enhanced security withougaingthe way peo-
ple would use bills. Three important open problems remain, however,dlegarof the physical one-way
function used. First, the manufacturing cost of such bills is hard to gdséss certainly much higher than
the current production cost. Second, fibers, or polymers may breggt dirtied easily, resulting in genuine
bills failing the verification process. Third, the equipment needed to veudh €nhanced bills is likely to
be too high an investment for most merchants, let alone individual users.

As such, physical one-way functions do not easily satisfiversal verifiability simple upgradeor
universal use However, as we discuss later, we believe physical one-way funatiaysbe very useful
when deployed in conjunction with other techniques.

4.4 Centralized Verification

Both centralized verification and online verification (discussed in SectiQrattéimpt to achieve theseless
duplicationproperty. While neither provides a completely satisfactory solution, bottesept interesting
points in the design space.

Design. One simple way of making duplication more costly for counterfeiters is to keegtabadse of
issued serial numbers at the issuing central bank and require thain&B karify whether a given serial
number has already been deposited or not. We can thus ensure that twathillse same serial number
cannot be deposited at the same time. Adding a cryptographic signature bifl thould both prevent the
introduction of illegitimate serial numbers and detect the duplication legitimate semabers. Without
the cryptographic signature, this technique directly applies to unmodifiesigathgash, but it offers weaker
properties, since it can only detect the introduction of illegitimate serial nuswideen the bills are deposited
at a bank.

Evaluation. Given that centralized verification utilizes unmodified physical cash, itrlgleaeets our
universal use@ndreusabilitygoals. It imposes no additional production costs, makingitgple upgradéo
the printing process, though it does impose costs on the central bank, nvh&t maintain the serial number
database, as well as on the member banks that must constantly monitor aricbrethe serial numbers
entering and leaving their control. Centralized verification minimally impacts théitmaal anonymityof



physical cash, since the bills remained unchanged, and serial nuntéés deieady available at the member
banks.

Without barcode signatures, centralized verification of serial numberalyspartially forgery-proof
and provides only limited verifiability, since only banks can perform the watiftn procedure. Further,
duplicate bills can remain in circulation undetected for extended periods of timfact, until one of the
bills is deposited, not even the central bank knows that duplication hasredc

4.5 Online Verification

Ideally, we could achieve instant detection of duplicates, such that nevounkl accept a duplicate bill.
Online verification attempts to achieve this property by enabling individualsreerdhants to perform real-
time validation of bills they receive. The system offers stronger propehigst also imposes larger costs
and may introduce new vulnerabilities. While it does not offer a perfdatie, it does suggest an intriguing
direction for further research.

Design. At a high level, a decentralized database (perhaps hosted by variousemieganiks or other gov-
ernmental agencies) associates each bill's serial number with a crypiagféock bit”. Once a bill is
locked, only the current “owner” of the bill can unlock it. To transfem@sship of a locked bill, the current
owner cryptographically unlocks it and allows the new owner to lock it. Rpaits can check the current
state of a particular bill's lock bit and refuse to accept a locked bill.

Dealing with legacy users (i.e., those that cannot check a bill’s lock stagsires additional measures.
In general, before transferring a locked bill to a legacy user, thestiowner must unlock it so that the
legacy user can make use of it. For example, by default, all bills dispensad BTM to a legacy user
would be unlocked (or locked with a null value) by the issuing bank. Paaticigp users would then take
ownership of the bills by immediately locking them.

On arelated note, since a legacy user cannot check the status of a bilkstlacparticipating user might
accidentally or maliciously provide them with a locked bill. A similar problem arisas farticipating user
loses the cryptographic material necessary to unlock their own bills. Tieesslthis problem, the online
verification service must be backed by the central bank. We assume éhzgritral bank can distinguish a
duplicate from a real bill through some, possibly costly, verification gecEor instance, physical one-way
functions described above could assist in the verification process bamieside. Indeed, used as a back-up
verification system, physical one way functions do not need to have the kewel of robustness as when
used as the primary mechanism to prevent duplication.

With this online verification system in place, a user could deposit a lockedtlailbank in a procedure
similar to that used for checks today. The bank would send the locked bHltoathe treasury to verify
its authenticity. If the bill is authentic then the bank will credit the value of the bithtouser’s account,
regardless of its lock status.

Implementation. The “bank” (e.qg., the central bank or the treasury), den&eahaintains a distributed
database that contains an entry for each bill in circulation. Each entry tiseoform (N,A), whereN
represents the bill’s serial number ahdhdicates the lock status of that bill. Af= 0, the bill is unlocked,
whereas any non-zero value indicates that it is locked. To facilitate thenatit;m of the steps described
below, each bill’'s serial number should be encoded in a machine-reddailsuch as a 2-D barcode.

To lock an unlocked bill with serial numb&, a principal (e.g., an individual or merchaf)picks a
random valugiy and computeaa = H(pa), whereH is a one-way hash function assumed to be secure, i.e.,



at least weak-collision resistant. Using the bank’s publick&gecurely transmitéN, Ap) to the bank. The
bank will update the database appropriately. We summarize these steps below

1. A—B: {N707)\A}Ugov

2. B: Retrieve(N, ), checkA = 0,store(N,Aa)

To transfer the bill to another principal, A will unlock the bill and simultaneously lock it undérs
lock value. To simplify the presentation, assufandC have established a secret K€y, and let{M },.
denote the authenticated encryption of a messag#é/hen the transaction is about to take placgijcks a
secret random valug:, and computes its haslz = H(pc). The following bill transfer protocol takes place:

1. C—A: {)\C}KAC

2. A—B: {N,pa,Ac}uge

3. B: Retrieve(N,Ap),checkAa = H(pa), store(N,Ac)
4. B—A: {N,Ac)Rry,

5 A—=C: {N,Ac}ry,

That is,C gives A the lock valueAc, which A forwards to the bank along with her unlocking value
Ma. The bank replacesa with A¢, effectively updating the “owner” of the bill, before communicating the
change back té. Finally, A relays this information t€, proving that the lock value has been updated, and
physically transmits the bill t€.

The key feature of this scheme is that, if the valug®ndc are truly chosen at random, bills can be
locked to a given individual without making this individual traceable. Babic(pa,Aa) and (pc,Ac) are
used as one-time public-private key pairs.

The above exchange protocol assumes that BahdC are able to participate in an online exchange.
If C, for example, is unable to participate in an online exchange, becausesindbéave a bill scanner
or does not wish to use it, thelsimply unlocks the bill and leaves it in the unlocked state. This can be
accomplished with a protocol similar to the locking protocol, namely:

1. A—=B: {N,ua,0}u,,
2. B: Retrieve(N,A),checkA = H(pa),store(N, ).

Evaluation. Given that the only modification of the actual physical currency is the dingoof each
bill's serial number in a machine-readable form, online verification achitesame strongniversal use
property as the barcode signatures, and as far as the producti@sgiseconcern, only requiresample
upgrade While transfers between participants become more complicated than withrstamgaical cash,
physical digital cash with online verification can still be used by and exgddmvith legacy users that do
not have the appropriate electronic devices. This also implies that this teehsdgjisfies theeusability
requirement.

Both the locking procedure described above (and any checks on thetetas) will fail if the serial
number provided does not exist, so anyone with a scanner can determangthienticity of a particular bill,
making the currencyorgery-proof Since anyone with an online connection can query the lock status of
a particular bill, this technique also providesiversal verifiability Current smart phones have access to
a high-speed Internet network enabling them to establish a secure comatimmichannel with the bank.
Short-range wireless communication capabilities can be secured using keckniques [18], and used to
transfer bills between participants.

The stored information for each bill consists of the doulNeA). With about 20 billion bills currently
in circulation [32], and the conservative assumption that each dgbble requires 64 bytes, the total size

3As before, the bank’s public key Idgov and its private key ifgoy. These keys need not be identical to the keys used to
authenticate bills through the 2-D barcode. The bank’s signature oragedss given by{M}r,, and public-key encryption of
M is denoted by M}y,



of the database is about 1 TB, a small number compared to other existing-higlilgble databases like
web indexes [5].

Online verification provides a reasonable level of protection againgicdtipn by using a distributed
network of verifiers to enforce the principal o$eless duplicatianA participant in the system that receives
an unlocked duplicate will immediately lock it, preventing any of the copies freinglocked (and hence
accepted) by other participants. Transferring a duplicate to anothtcipant has a similar effect. If a
forgery does occur, it drives all bills back to the bank, since merchaititaot accept duplicates of a bill
once the first bill has been locked. This allows easier monitoring and cihg)iges for enforcement.

The locking mechanism does potentially introduce new vulnerabilities. Assuahéhthadversary can
create duplicates of existing bills at will. For a nation-scale adversary,dhi®e done relatively easily, for
instance, by asking a large number of people to take pictures of valid bitishawve a few spies take pictures
of a large number of bills stored in banks. Now, consider one legitimateLnetth serial numbeN, and its
copyF, which has the same serial numiérL is unlocked as soon as it is passed from a merchant, bank,
or individual with the proper equipment to a “legacy principal” which doesirave any means to lock bills.
The attacker can figure outlif is unlocked by repeatedly trying to lock the note using a null value as the
current locking value. As soon as the nbtes detected to be unlocked, the attacker isstiel§ F is locked
beforeL, L becomes impossible to speraden though it is a valid bill The only way for the unfortunate
owner ofL to get his money is to confirm with the treasury thas, in fact, a valid bill, relying on physical
features of the bill, e.g., a physical one-way function.

The central bank may then decide to recall the serial nubdut this gives the attacker a way of
destroying money, which can lead to sabotage operations. For insta@edtabker may start issuing many
copies of bills to disrupt the monetary system by having a large number i&f iesiesting that the treasury
check their bills, and having, as a final result, vast amounts of serial ensnalestroyed. While the attacker
does not gain any money from such a destructive scheme, this type & midgoexert significant pressure
on the monetary system targeted.

While potentially serious, this vulnerabilities already exist with physical cale. presence of an on-
line verification system does improve the situation, by making it easier and fastetect criminal activity.
Although the issue of locking a bill held by a legacy principal seems cumimersa first glance, since the
principal will need to deposit the bill at a bank for verification, this actionvisags due to criminal activity.
This should be fairly infrequent, and actually does provide an incentivgéople to adopt verification
devices.

Finally, one of the most attractive features of physical cash lies in its amibyiyAs shown above, we
can implement the exchange protocol using only transient random nuthia¢isannot be matched to any
real-world identity. As such, the transfer protocol does not in itself apfmepose any privacy threat.

A thornier issue is that of accesses to the online database. In the ercharigcol we propose, the
bank B knows when useA wants to spend the bill, sinceA contactsB directly. By extension, as long
as the bills are passed between principals that use bill scanners and lpcimtyes, B has a way of
reconstructing the whole transaction chain. Because the communicatiorsebétand B never involve
the names of the principals (no message include the n&me<C), the problem can be solved by using
anonymous communication primitives (e.g., [7, 10]) that make it impossible fdrahk to identifyA. This
system could achieve reasonable levelarmdnymity possibly at the expense of added latency.

Online verification, thanks to the (un)locking primitives, can also help cortiiedt. A wallet full of
locked bills is useless to a thief. Ownership has not been relinquishedh@mdoney cannot be deposited
or exchanged with any participant in the system. Also, the owner of the doblis retains the serial
numbers and unlocking codes for the stolen bills, and can provide thisriafmm to the authorities: The
thief cannot deposit the money at a bank by claiming to have lost the unloc&des. These benefits may
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encourage adoption, since only participants in the system will have thispooie

5 Security Analysis

The various techniques outlined above for implementing physical digitalregsh a number of questions
regarding possible vulnerabilities of physical digital cash.

5.1 Compromised private keys

If the private keyRyo, used for signing the bills is compromised, physical digital cash is not fpngexof
anymore, and the security level degrades to that of physical casbrtUmétely, the public may rely on the
cryptography as hard evidence that a bill is legitimate, rather than als&iohesther security signs, such
as physical watermarks.

While the issuing government should immediately replace the keyRyairUgow recalling all bills
signed with the compromised key may prove problematic. Massive recallsbiegreshown possible in
practice, e.g., by the recent shift from all national European cuieernio the Euro, but large-scale recalls
are costly, and takes several years to be effective. A possible way t@taitiwe risk of a key compromise
is to use keys applying to a unique denomination, e.g., $20 bills, producedierafacility, and with a
limited lifetime. Limiting the number of bills involved would facilitate a relatively rapid detacase of a
key compromise.

5.2 Fake signatures

Another class of attack consists of attacks on the signature itself. We toemzerned by cryptographic
attacks here, but by physical attacks on the signature information. Ranags fake bills may be produced
with missing or incorrect digital signatures. A missing signature is very easytice, but while an incorrect
signature can be easily detected using a bill scanner, it is not easy tbidetexoff-line realm: there is no
obvious visual distinction between a good and a bad signature.

Worse, the visible presence of a digital signature (e.g., the presencg-bf lsaarcode) may convince
users that the bill is good, even in the absence of verification. From eéhpkgical standpoint, a bill
may look more trustworthy just because of the apparent presence adtal dignature, even though other
physical indicators, e.g., the quality of the paper, or the presence aieamark, may be questionable.

5.3 Rogue financial institutions

Serious problems may arise when a rogue financial institution (e.g., baelgriacurrency exchange shop)
participates in exchanges. One whole class of attacks can be chaextsizmoney laundering,” that is,
in the context of counterfeit money, exchanging fake bills for good billse Simplest instance of such an
attack is that performed by a dishonest merchant who tries to pass orillead bustomers. This type of
attack is not new, and in fact already affects the existing physical etsfork. Countermeasures are simple:
in the physical cash network, individuals are supposed to check thecahyproperties of a given bill. In
the physical digital cash network, individuals can use readers (egicatons on their smart phones for
barcode signatures, miniaturized RFID readers, etc., depending orchimecgige employed) to thwart this
problem.
A more elaborate version of money laundering involves an attacker colludthg@wogue bank, which

cashes counterfeited bills produced by the attacker without checking tften, the counterfeited bills are
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sent to the currency exchange office of the bank, where they anaeged for good foreign currency bills
from unsuspecting tourists. As long as bills are not verified and no oma@teo lock them, they may
travel in the network. Monitoring banks is a plausible countermeasuresagaich an attack. Compared to
the large number of bill users, there are relatively few banks in the weol@, centralized authority (e.g.,
a treasury department) could monitor them effectively. Recent eventsndi@ate that such monitoring
already exists in practice.

Another variant on the money laundering scheme is that used by a roggignf@xchange shop that
does not just accept, but also gives out popular foreign currengy, (U.S. dollars) in a different country
(e.g., Japan). These shops are much less regulated and less conttiodlalidanks. However, for a popular
currency, we expect the flow of money to mostly be from the tourists to tleggiorexchange shops (e.g.,
backpackers exchanging US dollars for local currency), so thatrthact of this attack should be limited.
Further, in all money laundering attacks, counterfeit bills are detectedamsas the bill is deposited at a
legitimate institution, or passed to an individual equipped with a bill scanner.

5.4 Localized injection

Massive, localized, injection of forged banknotes may cause seriausmic problems if the forgeries
cannot be immediately detected. Consider a scenario where an attackersfinedl plane over Manhattan,
and drops millions in fake currency over the streets. If the forgeriesrieallenough, people may be tempted
to try to spend this money falling from the sky. Due to the density of populatidrsbops in the area, the
impact on the local economy may be significant, which, given the importartbe dfew York market itself,
may have a ripple effect on the national economy.

The only way to counter such an attack is to make the fake bills impossible to;gpands, to ensure
that bills can be immediately verified, and that useless duplication can be reafdifged. Conversely, any
method requiring expensive verification devices will have the advefset ef letting the fake money travel
in the network for a longer time period, and possibly to be spent multiple times. duthetechniques we
discussed in this paper, inexpensive online verification coupled with é&8rBbde signature seems more
robust against this type of attack than alternative proposals.

6 Conclusion

With the objective to significantly strengthen current bills against govertywseaie monetary forgery, we
establish a set of requirements that are needed for a viable solution. Wéotileat possible ways to
implement these requirements, by augmenting bills with cryptographic materiatlgieenbedded in the
bill. We consider optically verifiable cryptographic signatures expressed-D barcodes, RFID chips,
physical one-way functions, centralized verification and distributed eniamification.

None of the techniques we investigate or propose, when used in isolaiisfies all the properties
we would like to enforce. However, a combination of these techniquesngtance, coupling our online
verification protocol with optical signatures, and with physical one-wagfions serving as back-up, come
very close to implementing all the requirements we set out to achieve.

To avoid deployment issues, online verification is designed to accommodatgy legers who do not
wish to participate in the online verification scheme. More importantly, deploymesuds not be universal.
By driving forgeries back to the banks quickly, the proposed systamldhwork very effectively as a
deterrent against counterfeiting, even in the absence of wide deplbyhikewise, it is also possible that
implementing only a subset of the techniques discussed in the paper mayughdoaliscourage most
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fraud. A design solely based on 2-D barcodes will limit forgeries to dugidinaof existing bills, and even
such duplication would be readily detected.

In that respect, a deeper consideration of the economics at stake inoihecfion and deployment
process of counterfeit-resistant bills warrants further researchbalve that our initial approaches will
encourage additional efforts in this important area.
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