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This docum en t se ts out the  m e thodologie s for the  ca lcu la tion , e ligib ility requ irem en ts, and  ancilla ry 
d isclosu re s of the  EasyEqu itie s bundle  instrum en ts. The  docum ent is  in tended to  in form  clien ts, 
p rospective  clien ts and  a ll stakeholde rs about the  functiona lity of the  EasyEqu itie s bundle  
m ethodologies.  
 

1. Discla im er 
 
First World  Trader Proprie ta ry Lim ited  trad ing as EasyEqu itie s EasyEqu itie s (subsequently re fe rred  to 
as “EasyEqu itie s”, or “We”) and  its  a ffilia te s offe r the  bundle  technologie s as a  m eans for investors to  
ga in  d irect and  secure  exposure  to  the  cryptocurrency m arke t.  The  crypto  asse t bundle s are  not to  be  
m isconstrued as a  m utua l fund, ETN or co llective  investm en t schem e. A bundle  is de fined  as a 
proprie tary investm ent m anagem ent technology that a llows EasyEqu itie s, and  EasyEqu itie s clien ts to  
d irectly trade  and  secure ly store  a  specified  se t of crypto  asse ts with  defined  opera tiona l ru le s.  
 
EasyEqu itie s provides no assurance  as to  the  size  of the  an ticipa ted tracking e rror incurred  by the  
bundles.  Transactiona l fees, reba lancing fees and  deviations in  pricing across exchanges m ay cause  
varying tracking e rrors to  arise  be tween  the  bundles and  the ir unde rlying constituents. Crypto  asset 
price s h istorica lly exh ib it sign ifican t standard  devia tions of price  and  pose  the  risk of loss of invested 
capita l. As such , EasyEqu itie s clien ts are  encouraged to  invest re sponsib ly. The  fu tu re  va lue  of crypto 
asse ts is  con jectura l, and  re tu rns a re  not guaranteed. The  recom m ended investm ent horizon  of 
investm ents using the  bundles is the  long te rm . To the  m axim um  extent a llowed by law, EasyEqu ities, 
its  licensors, re spective  em ployees, contractors, agents, supplie rs and  vendors sha ll bear no  liab ility for 
any in jury, dam ages or loss - whe the r d irect or indirect, consequentia l, incidenta l, pun itive  or otherwise  
a rising in  connection  with  the  EasyEqu ities bundle s or any da ta  or values re lating there to  - whether 
a rising from  the ir negligence  or o the rwise . Withou t lim iting any of the  foregoing, in  no  event sha ll 
EasyEqu itie s have  any liab ility for loss of capita l or indirect, pun itive , specia l or consequen tia l dam ages 
or losse s, even  if notified  of the  possib ility the reof. 
 
The  d isclosure s con ta ined  he re in : 
 

1. do  not constitu te  investm ent advice  offe red  by EasyEqu ities, 
2. include  proprie ta ry inform ation  of EasyEqu itie s, 
3. m ay not be  a lte red , copied  or red istributed  without prior consent from  EasyEqu itie s, 
4. are  provided  so le ly for in form ationa l pu rposes, 
5. are  com ple ted  in  good fa ith  and  subject to  ongoing system atic reviews,  
6. seek to  a lign  with  best investm ent practice s.  

 
All in form ation  provided  by EasyEqu itie s is  im personal and  not ta ilored  to  the  needs of any pe rson, 
en tity or group of pe rsons. EasyEqu itie s does not express an  opin ion  on  the  fu ture  or expected  va lue  
of any currency, security or o ther in te re st and  does not explicitly or im plicitly recom m end or suggest 
an  investm ent stra tegy of any kind. Be fore  decid ing to  invest, p rospective  investors shou ld  read  a ll 
de fin itive  in form ation  re la ting to  a  bundle  and  pay particu lar a tten tion  to  the  risk factors re la ted  to  the 
investm ent of cryptocurrency instrum ents. EasyEqu ities sha ll not be  re sponsib le  for any trad ing 
decisions, dam ages, or o the r losse s re su lting from , or re la ted  to, th is in form ation , da ta , ana lyses, or 
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opin ions or the ir use . Th is docum en t and  a ll website  re la ted  con ten t does not constitu te  an  offe r to  
subscribe  for securitie s and  a re  ne ithe r an  offe r to  se ll nor a  so licita tion  to  buy un its or share s in  any 
fund. It is the  re sponsib ility of any persons wish ing to acqu ire  crypto  asse ts u sing the  bundles to 
observe  a ll applicable  lega l requ irem ents and  tax consequences with in  the  coun tries of the ir citizensh ip, 
re sidence , dom icile , and  p lace  of business with  re spect to  the  acqu isition , hold ing or d isposa l of the  
crypto  asse t, and any fore ign  exchange  restrictions that m ay be  re levan t there to. EasyEqu itie s is  tax 
com plian t and  registe red  for VAT unde r the  jurisd iction  of South  African . Users of the  bundles shou ld 
consu lt in  a  personal capacity with  re spective  a ttorneys, accoun tants and  o the r advisors abou t those  
m atte rs including de te rm ination  of im plications a rising from  investm en ts in  such  bundles. Noth ing in  
th is docum ent is  in tended to  crea te  a  contract for investm ent in to  any bundle , and  each  investor 
acknowledges that EasyEqu ities will re ly on  th is assertion  of bundle  holde rs’ sta tem ents with  respect to  
com pliance  with  the  laws of the  jurisd iction  in  wh ich  the  investor is  lega lly dom iciled. Th is docum en t 
does not constitu te  the  provision  of investm ent advice  and  is not an  offe r to  se ll or a  so licita tion  of an  
offe r to  pu rchase  in te rests in  any fund or investm ent veh icle . 
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2. In troduction  

 
 

Crypto  asse t de fined:  
 

A cryptocurrency, crypto  asse t, d igita l asse t or virtua l asse t is  de fined  here in  as a  cryptograph ica lly 
secured  d igita l in strum ent for wh ich  the  issuance , transfer and  ownersh ip  a re  recorded on  a  data  
structure  of a  decentra lised  b lockchain  protocol. 
 
 

Managem ent responsibility: 
 

EasyEqu itie s is re sponsib le  for the  ca lcu la tion , production  and ope ration  of a ll bundle  in strum en ts 
offe red  and the ir respective  pricing. Moreove r, EasyEqu itie s is  responsib le  for m ain ta in ing and 
d issem inating the  correct price  of the  re spective  bundle  in strum ents. 
 
 

2.1.  EC10 
 

EC10, origina lly nam ed DCX10, was launched on  15 Septem ber 2018. The  EC10 
index consists of the  top  10 cryptocurrencie s we ighted  by m arke t capita liza tion , 
exclusive  of Stablecoins. The  EC10 bundle  is a  baske t of cryptocurrencie s that 
grants investors access to  a  low-cost so lu tion  to easily own  and m anage  a  
d ive rsified  crypto  portfo lio . The  EC10 bundle  is a  ready-m ade  investm ent that 

provides clien ts with  d irect exposure  and ownersh ip  of the  unde rlying cryptocurrencies with in  the 
bundle . The  bundle  offe rs exposure  to the  industry because  it is  reba lanced  weekly in  con junction  with  
the  reconstitu tion  crite ria  outlined  in  Section  3.2. The  EC10 seeks to  appea l to  a  d ive rse  investor base  
with  a  longe r-te rm  investm ent horizon  and a  greate r to le rance  for risk. 
 
 

2.2.  ECE10 
 

The  ECE10 constitu te s the  top  10 cryptocurrencie s we ighted  equally. Since  th is 
bundle  assigns com para tive ly greate r we igh tings to  a ltco ins and  lower 
we igh tings to  ETH and BTC, it cou ld  be  a rgued to  be  a  riskie r investm en t product 
with  regard  to  the  volatility of price  and  downside  devia tion . The  ECE10 bundle  
offe rs exposure  to  the  industry given  it is  reba lanced  weekly in  con junction  with  
the  reconstitu tion  crite ria  outlined  in  Section  3.2. 

 
 

2.3. ECA20 
 

The  ECA20, re fe rs to  a  bundle  of asse ts m ee ting the  form al e ligib ility 
requ irem en ts of a ltco ins. The  ECA20 is an  equally we ighted  bundle  of the  top  20 
crypto  asse ts exclusive  of Bitco in . The  ECA20 bundle  offe rs equa lly we igh ted  h igh-
risk exposure  to  the  industry and  is reba lanced  weekly in  con junction  with  the  
reconstitu tion  crite ria  ou tlined  in  Section  3.2. 
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2.4. ECNMG 
 

 

The  EasyEqu itie s NFT /  Metaverse  /  Gam eFi (ECNMG) bundle  is an  equally 
we igh ted  bundle  constitu ting the  top  5 co ins granting access to  the  growing 
sector of d igita l asse t ownersh ip . The  ECNMG bundle  constitu te s the  
corre sponding top 5 ‘NMG’ crypto asse ts by m arke t capita lisation , we ighted 
equally. The  b iggest use -cases cu rrently of d igita l ownersh ip  on  blockchains 

extend  to  the  ownersh ip  of d igita l im ages, virtua l rea l e state , and  on line  gam ing asse ts. As such , ECNMG 
constituents a re  e lected  in  consonance  with  such  uses-cases em bedded in  the  protocol of e lected 
asse ts. 
 

2.5. Bundle  Bene fits 
 
Bene fits of a  bundling approach  to crypto asse t investing include : 
 

• A m itigation  of crypto-specific risk with  investing a ttribu ted  to greate r crypto  d ive rsifica tion . 
Many professiona l investors pre fe r a  d ive rsified  approach , so  you’re  ‘not putting a ll your eggs in  
one  baske t. Th is fo llows the  investm ent princip le s la id  out by m odern  portfo lio  theory.  

• Your crypto  hold ings a re  kept up  to  da te  with  the  dynam ic crypto  m arke t th rough  the  au tom ated 
weekly reconstitu tion  of the  bundles, and 

• EasyEqu itie s provides im m edia te  access to  m ultip le  secu re , liqu id  and  reputable  crypto 
exchanges to offe r supe rior trade  execution  pricing for both  buy and se ll transactions. 

• Provides d iversified  exposure  to  specific sectors and/or classe s of cryptocurrencie s.  
 

2.6. Our princip les 
 

We  a im  to  consisten tly provide  investors with  a  hassle -free , ru les-based  and  transparent way to invest 
in  crypto  asse ts. The  crypto m arke t is  re lative ly new and pre sents severa l cha llenges to  trad itiona l 
investm ent protocols associa ted  with  stocks and  bonds. The  EasyEqu itie s bundles a im  to com bine  the  
best of trad itiona l asse t investing m ethodologie s with  appropriate  ad justm en ts to  adapt to  the  
decentra lised  characte ristics exh ib ited  in  the  cryptocurrency investm en t sphere . 
 
The  princip le s of the  EasyEqu ities bundles include : 
 

• Main ta in ing a  system atic and  transparent approach  to  investm ent m anagem ent. 
• The  pricing and  corre sponding perform ance  of our bundle  fo llow a  structu red , transparen t and 

prede fined  ru le s-based  approach . 
• Main ta in ing invest-ability. 
• The  bundle s are  designed  in  a ll aspects to  be  investab le  th rough  the  d irect acqu isition  of the  

unde rlying crypto asse ts. So, our bundle  will take  in to accoun t factors im pacting liqu id ity, 
exchange  trad ing pa irs, spreads, exchange  stab ility, custody lim itations, custody charges and  
o the r notable  factors. 

• Minim ising bundle  turnover. 
• Main ta in ing fu lly backed colla te ra l. 
• To m ainta in  a  passive  m arke t-cap-we ighted  approach  to index reba lancing, in  consonance  with 

the  m ethodology of the  e ligib ility requ irem en ts for each  re spective  bundle .  
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3. Bundling Approach  
 

3.1. Defin ing a  crypto  bundle  
 

The  bundle s a re  deve loped to provide  custom ers with  a  clear, p re -de fined , ru le s-based  and  transparent 
approach  to  owning a  d ive rsified  baske t of crypto  asse ts constituen ts. When purchasing the  bundle 
in strum en ts, clien ts au tom atica lly purchase  the  underlying cryptocurrencies with in  the  bundle . 
 

3.2. Rebalancing and reconstitu tion  
 
On a  weekly basis bundle s a re  reconstitu ted  to  ensure  that: 
 

1. Clien ts hold  the  cryptocurrencie s in  consonance  with  the  ru le s of the  bundle , and 
2. The  cryptocurrencie s with in  the  bundle s a re  appropriate ly d istributed in  a lignm ent with  targe t 
we igh tings and  deployed across EasyEqu itie s and  other clien te le  basis. 
 

The  weekly reba lancing is conside red  a  re -we igh ting and  is perform ed by EasyEqu ities’ d irect indexing 
a lgorithm ic com putation  m ethodology. Th is process is fu lly au tom ated  and ensu res tha t your portfo lio 
stays up  to  date  with  the  fast-paced  crypto  m arke t.  
 
Wh a t  d oe s  it  m e a n  t o  r e con st it u t e  a  b u n d le ? 
 
Reconstitu tion :  
 

We  ana lyse  the  crypto  m arke t and  com pare  the  re la tive  size  of individua l cryptocurrencie s as 
m easured  by the  m arke t capita lisa tion  we ightings pe r re spective  bundle . If a  cryptocurrency that 
is  not included in  the  bundle  has grown  in  va lue  so  that it  has becom e  m ore  va luable  than  a  
cryptocurrency that was he ld  with in  ou r bundle  du ring the  prior week, then  we  wou ld  se ll the  
cryptocurrency which  has declined  in  re la tive  va lue  and  purchase  the  cryptocurrency tha t has 
increased  in  va lue  and  include  it in  the  bundle .  
 

 

Buffe r Ru les: 

The  bundle s harness a  m arke t capita lization  bu ffering ru le  to  accom m odate  susta inable  and 
cost-e fficien t turnove r of the  lower ranking coins in  the  bundle s. The  poten tia l bene fit o f 
excessive  swapping is outwe ighed by the  cost and  risk of doing so . However, the  equally 
we igh ted  bundle  price s a re  a ffected  equally by a ll constituen ts in  the  bundle . Thus, the  potentia l 
bene fit o f excessive  swapping is ou twe ighed by the  cost and risk of doing so . A crypto asse t tha t 
is  he ld  in  a  bundle  will on ly be  rem oved if the re  is an  e ligib le  crypto  asse t tha t exceeds its 
in fla tion-adjusted, free-floa t 7-day ro lling average  m arke t capita lization  by a  m in im um  of a  targe t 
pe rcen tage  a t the  tim e  of reconstitu tion . The  bu ffer ru le  we ightings for the  re spective  bundles 
a re  as fo llows:  
 

• EC10: 10% 
• ECA20: 15% 
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• ECE10: 20% 
• ECNMG: 20% 

 

Investm en t Com m ittee  

Overview: The  EasyEqu itie s Investm en t Com m ittee  has so le  re sponsib ility for deve loping, m ain ta in ing, 
and  adjusting the  bundle  m ethodologie s. 
 

4. Bundle  reba lancing and reconstitu tion  
 

Any am oun t he ld  in  a  bundle  over a  reba lancing pe riod  will have  a  d istribu ted  reba lancing fee  levied 
and  deducted  from  the  tota l va lue  he ld . The  process to  com ple te  a  reba lance  is as fo llows: 
 

1. The  va lue  of a  single  un it o f the  bundle  in  USD is ca lcu la ted  using price  data  from  CMC.  
2. The  EasyEqu itie s reba lancing fee  is levied  on  the  to ta l bundle  va lue  be ing reba lanced. 
3. The  list o f the  la rgest cryptocurrencie s as m easured  by m arke t capita lisa tion  is re trieved  from  
CMC. Th is includes a  closing va lue  for each  cryptocurrency in  the  list. 
4. The  post-reba lance  bundle  com position  is ca lcu la ted  by using the  new asse t closing va lues, 
the  list o f la rgest cryptocurrencie s by m arke t capita lisa tion  and  the  USD bundle  un it price  
ca lcu lated  above  in  step  1. 
5. The  d iffe rences be tween  the  o ld  and  new com position  of the  bundle  a re  ca lcu lated  and  our 
system  autom atica lly in itia te s transactions to  bring the  unde rlying asse t hold ings in  line  with  the  
new bundle  com position  ta rge t we ightings. 
 
 

5. Eligib ility requ irem en ts 
 

5.1. Crypto  asse t exchange  e ligib ility requ irem ents 
 

Crypto  asse t exchanges from  which  we  obta in  price s and volum es for the  bundle  ca lcu la tions a re  
subject to  the  fo llowing se lection  crite ria : 
 

1. The  exchange  has sign ificant trad ing volum e for a t le ast ten  or m ore  crypto  asse ts. 
2. The  exchange  has no  capita l contro ls in  p lace  for in te rna tiona l investors in  the  country where  
the  exchange  is dom iciled  in . 
3. The  exchange  charges trad ing fees. 
4. The  exchange  ope ra te s in  com pliance  with  loca l laws and is not subject to  a  sign ifican t 
regu la tory investigation  or under seve re  lega l action . 
5. The  exchange  has an  accum ulative  trad ing volum e of over USD 10m  per day ca lcu la ted  on  a  
20-day m oving average  basis. 
6. The  exchange  has appropriate  Know-Your-Clien t (KYC) and Anti-Money-Launde ring (AML) 
policie s and  procedures in  p lace  and  the  processes are  properly docum ented . 
7. The  exchange  incorporates, or in tends to  incorporate  trade  surve illance  m easures. 
 

Eligib le  exchanges that EasyEqu itie s curren tly em ploys are : 
 

1. Binance  
2. Bitfinex 
3. OKEX 
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4. Luno 
5. VALR 
 

6. Asset pricing 
 

Th is section  outlines how we  identify the  price s of individua l crypto  asse ts and  price  the  bundles. Th is 
section  a lso  describes how EasyEqu ities handle s ne twork d istributions including hard  forks and 
a irdrops. 
 

6.1. Crypto  asse t pricing 
 

• The  USD price  for each  crypto  asse t on  our p la tform  is the  la te st ava ilab le  price  on 
CoinMarke tCap (CMC). 

• CMC offe rs the  m ost accura te  and  re liab le  price s for crypto  asse ts globa lly 
• Our pricing system  autom atica lly switches to  CoinGecko which  is of a  sim ila r standing to  CMC 

shou ld  CMC be  down for longer than  10 m inu tes. 
• Conversion  of USD price s to  ZAR is pe rform ed applying the  ratio be tween  the  pa irs BTCUSD as 

d isp layed  on  CMC and BTCZAR on  Luno and VALR, thereby factoring in  any prem ium  or d iscoun t 
due  to  a rb itrage . 

• CMC provides up-to-the -m inute  update s for a ll m arke t da ta  found on  the ir website . All da ta  is 
run  th rough  seve ra l data  clean ing and ve rification  a lgorithm s to  ensure  da ta  in tegrity. 

• CMC offers a  de ta iled  overview of its pricing m ethodology at 
h ttps:/ /co inm arke tcap .com /m ethodology/. 

 
6.2. Bundle  pricing 

 
In  ca lcu la ting crypto bundle  price s, we  incorpora te  USD-based  pricing da ta  from  CMC and CoinGecko 
toge the r with  ZAR based  da ta  from  Luno and VALR. On 18 Septem ber 2018 a  single  EC10 bundle  was 
a rb itrarily pegged a t a  price  of $1.00.  Th is va lua tion  was apportioned  to  the  re la tive  co ins tha t 
constitu ted  the  EC10 index a t the  tim e  and from  th is a  num ber of co ins pe r bundle  was de te rm ined. 
The  price  of the  ECA20 bundle  was a rb itrarily se t to  R50 a t its  inception . 
 
Following the  creation  da te , m u ltip le  reconstitu tions ensued to the  pre sen t m om ent and we are  le ft 
with  a  “coins per bundle” breakdown.  The  price  per bundle  (𝑃𝑃𝐵𝐵) is  ca lcu lated  as the  sum  of the  num ber 
of individua l co ins per bundle (𝑐𝑐𝑖𝑖), m u ltip lied  by the ir re spective  price s (𝑝𝑝𝑖𝑖). 
 

𝑃𝑃𝐵𝐵 = � (𝑐𝑐𝑖𝑖 × 𝑝𝑝𝑖𝑖)
𝑛𝑛=10

𝑖𝑖=1

 

 
As a  reconcilia tory m echan ism , th is va lue  is com pared  to the  to ta l am ount of co ins across a ll bundles 
in  the  ecosystem , traditiona lly re fe rred  to the  Asse ts under Managem en t (“AUM”) d ivided by the  
num ber of bundle s in  existence . 
 

𝑃𝑃𝐵𝐵 𝑐𝑐𝑐𝑐.
𝐴𝐴𝐴𝐴𝐴𝐴

∑(𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝐵𝐵𝐵𝐵𝐶𝐶𝐵𝐵𝐶𝐶𝐶𝐶𝐵𝐵)
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6.3. Treatm ent of hard  forks and  d istribution  
 

Hard  forks: 
 
When  a  hard-fork occurs, we  conside r the  asse t with  the  larger post-fork m arke t capita lisation  to  be  the 
origina l co in , and the  asse t with  sm alle r post-fork m arke t capita lisation  to  be  a  new asse t. Provided 
that: 
 

• At least 2 e ligib le  exchanges, as listed  above , agree  to  list the  hard-forked  asse t in  a  pe riod  of 10-
days, and 

• The  com bined  trad ing volum e is a t le ast 5% of the  com bined  trad ing volum e 
of the  origina l pre-forked  token  as m easured  in  USD. 
 

Bundle  owners who hold  the  pre-forked  crypto  asse t will then  rece ive  d irect ownersh ip  of the  newly 
form ed forked  crypto  asse t in  the  com m ensurate  am oun t to  the ir hold ings prior to  the  fork. Th is m eans 
that during a  given  m on th  you  m ay hold  m ore  crypto  asse ts in  a  given  Bundle  than  a t the  sta rt of the 
m onth . At the  next rebalancing date , the  hard-forked  asse t(s) will be  trea ted  in  the  sam e  m anner as a ll 
o the r crypto  asse ts when  considered  for inclusion . 
 

6.4. Distribu tions 
 
Distribu tions can  com e  about in  two ways: 
 

1. Ce rta in  crypto  asse ts provide  regu lar rewards to holders in  the  form  of crypto asse t grants, 
typ ica lly in  the  form  of “gas” tha t powers transactions on  the  ne twork itse lf. 
2. Som e  crypto  asse ts en title  the ir owners to  a irdrops. 

 
If ne twork d istribu tions have  a  tradable  price  on  a t least two e ligib le  exchanges and  they are  sign ificant 
enough in  tota l va lue  to be  traded  (i.e . the  com bined  d istribu ted  asse ts’ va lue  m ust exceed the  
supporting exchanges’ m in im um  trad ing va lue), they will then  be  priced  using the  ave rage  price  of the  
two e ligib le  exchanges offe ring the  h ighest price  for the  particu la r asse t. If no trade  price  is ava ilab le  
for d istribution , or if a  ne twork d istribution  trades on  fewer than  two e ligib le  exchanges, then  the  
ne twork d istribu ted  asse t will no t be  included in  a  bundle’s hold ings. Th is m eans tha t du ring a  given  
m onth  investors m ay hold  m ore  crypto  asse ts in  a  given  bundle  than  a t the  sta rt of the  m on th . At the  
next reba lancing date , the  d istributed asse t will be  trea ted  in  the  sam e m anne r as a ll other crypto asse ts 
when  considered  for inclusion . 
 
 

7. Contingency treatm en t 
 

7.1. Data  in te rruption  or de lay 
 

If the  re trieva l tim e  of the  re levant price  source  at an  e ligib le  crypto  asse t exchange  is a t least 15 m inute s 
la te r than  the  tim e of ca lcu la tion  of the  rea l-tim e price s, then  the  e ligib le  exchange  is rem oved in  the  
pricing ca lcu lation , and  the  we ighting of the  a ffected  exchange  will be  au tom atica lly re -d istribu ted 
proportiona lly in to the  rem ain ing functiona l exchanges un til the  a ffected  exchange  resum es ope ration . 
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7.2. Erroneous da ta  
 
All re levant pricing sources are  subject to  a  filte ring process to  screen  out e rroneous da ta . Erroneous 
da ta  is d isregarded in  the  ca lcu lation  of the  spot price  of a  bundle , and  the  we ighting of the  a ffected 
exchange  will be  au tom atica lly re -d istributed proportiona lly in to  the  rem ain ing functiona l exchanges 
until the  a ffected  price  source  is no  longe r regarded  as e rroneous. 
 

7.3. Exceptiona l even ts 
 

It is  clearly acknowledged that the  ab ility to  connect to  the  in te rne t is  subject to  lim itations on  the  
stab ility of the  globa l ne twork, residence  of u se r, ne twork in  use , power supply, com pute r viruses, 
hacking, and  other unce rta in  factors. EasyEqu itie s is  not liab le  to  any stop  in  se rvice  due  to  the  above-
m entioned  situa tions. We  m ay, a t ou r so le  d iscre tion , suspend trad ing, e specia lly in  circum stance  of 
force  m ajeure  even ts, including bu t not lim ited to  typhoon , earthquake , tsunam i, flood, power outage , 
te rrorist a ttacks, com puter viruses, Tro jan  horse , hacking attacks, system  instab ility or gove rnm ent 
behaviours, m ateria l adve rse  change  of applicable  laws or policie s and o the r reasons, wh ich  re su lt in  
our inability to  provide  a  re liab le  se rvice  or if, in  ou r reasonable  opin ion , continuous provision  of 
se rvices wou ld  re su lt in  sign ificant risks. 
 

7.4. Security and  custody 
 
Security is the  prim ary m andate  of the  EasyEquitie s deve lopm en t d irective . We 're  com m itted  to  keeping 
asse ts and  pe rsonal in form ation  safe . We  invest heavily to  ensure  both  a  secu re  system  and a  
con tinua lly deve loping in te rna l process for iden tifying and  rem edying any vu lnerabilities de tected. To 
offe r additiona l investm ent security facilitie s, EasyEqu ities has con tracted  with  BitGo as re liab le  custody 
so lu tions and  will im plem ent th is du ring April and  May 2021. BitGo’s custody so lu tion  was bu ilt for firm s 
based  in  ju risd ictions tha t have  a  regu la tory requ irem en t to  m anage  keys loca lly in  deep  cold  storage. 
BitGo’s se lf-m anaged custody is the  sam e  technology u tilized  by BitGo Trust Com pany, the  world’s 
la rgest, regu lated, and  purpose-bu ilt d igita l asse t custodian . BitGo provides powerfu l en te rprise -grade 
fea tu re s and  com ple te  custom er contro l ove r how and where  both  clien t and  backup keys are  stored 
and  gene rated . Fireb locks is u sed as a  secondary custody so lu tion , through  which  EasyEqu ities 
harnesses crypto  deposit and  withdrawal functiona lity on  the  p la tform . To ensu re  system  in tegrity, we 
em ploy industry-standard  in form ation  security practice s. These  include , but are  not lim ited  to: 
 

1. The  separa tion  and fu ll iso lation  of the  production  environm en t from  a ll deve lopm ent or 
te sting environm ents. The  production  system  cannot be  accessed, nor deployed via  any o the r 
m eans than  a  pre -configu red  de livery p ipe line . 
2. The  use  of key vau lts, opera ted  on  globa lly distribu ted  hardware  secu rity m odu les (HSMs) to  
secure ly store  an  applica tion  secre t key or access key for the  production  environm ent. 
3. All accounts and  in tegration  partners, or provider accounts, a re  protected  by m ulti-factor 
au thentication  and  d isable  a ll unneeded functiona lity. 
4. Bi-d irectiona l au thentica tion  be tween  fron t and  backend system s, ne twork address re striction  
and  white listing for com m unication  be tween  d istinct applications in  the  EasyEqu itie s un iverse . 
5. Distinct identity se rver for cen tra l u se r au then tica tion  across a ll EasyEqu ities se rvices. 
6. Standard  web protection  techn iques to  com bat in jection  attacks. 
7. Fu ll SSL pro tection . 
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