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Attack Surface Exposure

 

 

 

 

 

 

Domain UBER.COM

Name Servers dns2.p04.nsone.net | edns126.ultradns.biz

Creation Date Fri, 14 Jul 1995 04:00:00 GMT

Expiration Date Wed, 12 Jul 2028 07:00:00 GMT

Emails whoisrequest@markmonitor.com | abusecomplaints@markmonitor.com

Country US

1



Dark Web Exposure

2

Date Content Source

2023-07-26 o.concertolab.com/login.php:972277306:�oral
https://www.roblox.com/login:Sub2Legendary_Matiko:Grant...

Backo�ce_�nding

2023-07-26 index.php:NICKIPOOO:Nick98177
https://www.facebook.com:vladimir.clemente@hotmail.it:11121997 https:/...

Backo�ce_�nding

2023-07-26 cik/:emasionis:matukas19871222 https://hypixel.net/register/:Arryk:4j6Vyt2z9fLYTJR
https://imgur.com...

Backo�ce_�nding

2023-07-26 r/customized:sakerammar10@gmail.com:sakeramar1234
android://ZQ55YqxHQIopMmkmSTqM9aEo-Te_3coMxWGFooYH...

Backo�ce_�nding

2023-07-26 a662013 https://members.ogads.com/signup.php:henderson3188@gmail.com:Kush201434
https://www.caesarsc...

Backo�ce_�nding

+246 Dark Web Exposure

https://socradar.io/free-edition/threat-profile-snapshot-23/?utm_campaign=SOCRadar%20Labs&utm_source=LABS&utm_medium=ThreatProfileSnapshot&utm_term=Downloaded%20Report


Stealer Log

2

Url Tag

https://auth3.uber.com/ Employee

https://auth3.uber.com/ User

https://auth3.uber.com/ Employee

https://www.uber.com/be/en/deliver/ Employee

https://auth.uber.com/login/session Employee

https://accounts.uber.com/forgot-password/ Employee

https://auth3.uber.com/ User

https://accounts.uber.com/forgot-password/ Employee

https://auth.uber.com/login/session Employee

https://auth.uber.com/login/session Employee

+486 Stealer Log

https://socradar.io/free-edition/threat-profile-snapshot-23/?utm_campaign=SOCRadar%20Labs&utm_source=LABS&utm_medium=ThreatProfileSnapshot&utm_term=Downloaded%20Report


Repository Exposure

4

Platform Source

Github Files https://raw.githubusercontent.com/everyday-cc/ai/9524f35f37413d6d181a4...

Github Files https://raw.githubusercontent.com/everyday-cc/ai/9524f35f37413d6d181a4...

Github Files https://raw.githubusercontent.com/everyday-cc/ai/1ab59dcb4203e684babca...

Github Files https://raw.githubusercontent.com/everyday-cc/ai/1ab59dcb4203e684babca...

Github Files https://raw.githubusercontent.com/doniel-t/anime-pfp-creator/43ec607ba...

Github Files https://raw.githubusercontent.com/everyday-cc/ai/1ab59dcb4203e684babca...

Github Files https://raw.githubusercontent.com/jakub-m/bulletin/8503f7bdccd86cabe08...

Github Files https://raw.githubusercontent.com/code-watch/Pizzly/7f5ca4c48d6a008a46...

Github Files https://raw.githubusercontent.com/DamagingRose/Rose-Injector/d87b54adb...

Github Files https://raw.githubusercontent.com/SOrdeal/Sordeal-Stealer/c2507c74d91e...

+86 Searchcode

https://socradar.io/free-edition/threat-profile-snapshot-23/?utm_campaign=SOCRadar%20Labs&utm_source=LABS&utm_medium=ThreatProfileSnapshot&utm_term=Downloaded%20Report


Leak Employee

5

Date Email Address Source

2023-07-16 samuel.page@uber.com:U****4

2023-07-16 annb@uber.com:A****3

2023-07-16 linda.lian@uber.com:l****4

2023-07-13 jessica.messinger@uber.com:4****s

2023-07-13 colman@uber.com:B****3

2023-07-13 james.hawkins@uber.com:u****s

2023-07-13 aubree@uber.com:b****3

2023-07-13 nairi@uber.com:a****g

2023-07-07 lia.rae.alberti@uber.com:F****w

2023-07-05 jasong@uber.com:j****4

+1300 Leak Employee

https://socradar.io/free-edition/threat-profile-snapshot-23/?utm_campaign=SOCRadar%20Labs&utm_source=LABS&utm_medium=ThreatProfileSnapshot&utm_term=Downloaded%20Report


https://socradar.io/free-edition/threat-profile-snapshot-23/?utm_campaign=SOCRadar%20Labs&utm_source=LABS&utm_medium=ThreatProfileSnapshot&utm_term=Downloaded%20Report

