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Abstract

Internet insecurity is now a serious threat to the world which attracted large attention from

researchers and governments. In the present study, we propose a design of an independent secu-

rity evaluation institution along with regulations on security information disclosure in order to

e�ectively resolve cybersecurity problems. Speci�cally, we apply a large-scale randomized �eld

experiment involving 7,919 U.S. organizations to evaluate the e�ectiveness of the target insti-

tution. We use outbound spam volume to estimate latent organizational security levels, then

construct peer rankings to compare security levels among organizations in the same industry

sectors. With the data collected from our experiment, we �nd evidence that the security infor-

mation sharing combined with publicity treatment has signi�cant e�ect on the spam reduction

for large spammers. Moreover, we observe signi�cant peer e�ect among organizations in the

same industry sector after the experiment, and the peer e�ect is stronger among organizations

in two treatment groups. Our design can be further implemented in extended experiments with

organizations from other countries and more robust security indicator.

Keywords: Internet security, policy design, randomized �eld experiments, peer e�ect, spam
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1 Introduction

�Although the threats are serious and they constantly evolve, I believe that if we address

them e�ectively, we can ensure that the Internet remains an engine for economic growth

and a platform for the free exchange of ideas.�

� Barack Obama

In recent years, inadequate cybersecurity has become a serious threat to the world. Data shows

that the average cost of security compromises may be as much as $3.5 million in 2013, which has

increased 15% compared to the last year's data.1 According to PWC's global state of information

security report, the number of detected incidents has increased by 25% in 2013.2 In addition,

the popular book �Spam Nation� (Krebs, 2014) reported that anti-virus companies are �ghting an

average of 82,000 new attacks every day. McAfee had detected 14 million new pieces of malware

in the �rst quarter of 2013 alone. One conspicuous example is Target Corporation's data breach,

which a�ected 2.6 million consumers during the holiday season in 2013.3 The incident caused a

signi�cant amount of business and reputation loss to the company and gave rise to wide public

attention. Unfortunately, this is not the end of the tragedy. The emergence of endless sophisticated

cyberattacks impulses us to �nd more e�cient solutions to the problem.

The U.S. government has already taken measures to deal with the national security issues.

The White House released the �Cyberspace Policy Review� in 2009 summarizing the near-term

action plan for cybersecurity.4 More recently, President Obama signed Executive Order 13636,

�Improving Critical Infrastructure Cybersecurity,� which emphasizes the importance of information

sharing and cybersecurity framework development.5 Similar cybersecurity regulation �Article 13a�

has been implemented among member states of European Union. While these regulations show us

the high-level directions to attack the problem, the details about implementation require further

investigations. For instance, according to the Executive Order, the U.S. Department of Homeland

Security will promote the adoption of cybersecurity framework through a voluntary program with

the help of security experts from private sector. Given the fact that it is voluntary, the success

1Data source: 2014 Cost of Data Breach Study: Global Analysis by Ponemon Institute LLC.
2http://www.pwc.com/en_GX/gx/consulting-services/information-security-survey/assets/2013-giss-report.pdf.
3The data comes from the announcement of Target.
4http://www.whitehouse.gov/assets/documents/Cyberspace_Policy_Review_�nal.pdf
5http://www.whitehouse.gov/issues/foreign-policy/cybersecurity/eo-13636
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of the program highly depends on how to incentivize organizations to participate in this program.

For the security-related information disclosure part, the current convention is to passively publish

security information in case of major incidents. Essentially, we lack an independent institution to

monitor and evaluate the Internet security condition to prevent potential security attacks.

Researchers have investigated the root causes and countermeasures to mitigate the cybersecurity

issues for a long time from technical and economic perspectives. Computer security researchers have

developed various technical solutions to the cybersecurity issues including spam �ltering (Sahami

et al. 1998; Bratko et al. 2006; Cormack and Lynam 2007), intrusion detection systems (Denning

1987; Lee and Stolfo 1998; Roesch 1999), digital forensics (Casey 2011; Taylor et al. 2014), and so

on.

Besides the technical approach, there is a large number of cybersecurity research projects based

on economic theory. In this literature, the research community has come to a general consensus

that cyber insecurity is partially due to underinvestment, which is the result of distorted incentives

by asymmetric information, network externalities, and moral hazard (Anderson 2001; Bauer et al.

2009). Researchers also studied the behaviors of the attackers using observational data, hunting

for the �bottleneck� of the criminal activities to solve the problem e�ciently as in Levchenko et

al. (2011), van Eeten et al. (2011), and Moore and Clayton (2011). Furthermore, other studies

look at how users, companies, and software vendors' response to vulnerability disclosure or security

information awareness, including Arora et al. (2004) and D'Arcy et al. (2009). An alternative

solution is to improve the defender side: organizational level security protection. There are studies

suggesting that ISPs are suitable to prevent malicious cyber behaviors as in Wood and Rowe (2011).

However, unlike individual consumers, many organizations do not use service from ISPs. With

rapid increase of data breaches in retails, �nancial services, and health service companies, it is very

important for every organization to get enough protection against cyber attacks.

In our preliminary results in Quarterman et al. (2012), Qian et al. (2013) as well as Moore

and Clayton (2011), we found evidence that security information publication helps improve Internet

security condition on the country level. In the present paper, we want to take one step further to

evaluate the e�ectiveness of spam information publication on organizations across di�erent industry

sectors. In this paper, we propose a design of an independent security evaluation institution along

with regulations on proactive spam information disclosure to alleviate the Internet security problem.
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The ultimate goal is to set up a nationwide institution sponsored by the government to monitor and

evaluate all organizations' security conditions. Ideally, the institution will monitor all organizations'

security performances such as spam, phishing and DNS attacks over time and publish them on its

public website. Bene�cial from the data, the institution can evaluate the latent security condition

for each organization. In this way, the evaluation agency works the same as Moody's or S&P for

bonds. The rationale behind this institution is as follows. First, the information disclosure helps

the information asymmetry issue. Due to insu�cient internal resources and policies, organizations

may not have a full understanding of their security problems (D'Arcy et al. 2009). The proposed

institution can alleviate this problem by providing complete, real time security information. Fur-

thermore, our design contributes to the lack of motivation problem. Given the negative externality

of information insecurity, organizations may not have strong incentives to actively prevent security

breaches, especially when the cost of Internet security prevention is relatively high. Publicizing

internet insecurity information applied pressure on �rms to fear the loss of customers from their

competitors (Gal-Or and Ghose 2005; Tang et al. 2013). Other related studies measured the impact

of vulnerability information noti�cation on remedies and countermeasures (Stone-Gross et al. 2009;

Moore and Clayton 2011; Vasek and Moore 2012; Zakir et al. 2014; Rossow 2014). However, since

those works are not based on rigorous randomization, it may be hard to claim causal e�ects of the

noti�cations.

Randomized �eld experiment is regarded as the gold standard to estimate the counterfactual

treatment e�ects of proposed policy. As an alternative to observational data analysis, randomized

�eld experiment is regarded as a reliable empirical method to set causal treatment e�ect without

confounding factors in a wide range of literature such as economics, marketing, information system,

sociology, and other social sciences. As a result, it is commonly used in social science to evaluate

the e�ectiveness of a proposed policy before its �nal implementation since it can help us to get the

causal results of the policy intervention in vivo world with relatively low cost (Harrison and List

2004). However, as far as we know, it is rare for information system literature to take advantage of

randomized �led experiment in policy development.

We conducted a large-scale randomized �eld experiment to evaluate the e�ectiveness of the

proposed policy on organizations' Internet security conditions among 7,919 U.S. organizations. To

estimate the latent security level of di�erent organizations, we use outbound spam volume as the
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main proxy for the underlying security condition to estimate the treatment e�ects since it is one of

the security-related data sources which can be externally observed by outsiders (researchers) without

any internal audits. To support the scale, we implemented a cloud-based treatment system, which

can be used to conduct more experiments. With careful randomization design, we identify and

distinguish the treatment e�ects of information awareness and publicity. Our results show that

security information alone does not have signi�cant in�uence, while the combination of information

and publicity motivates large spammers to change their security strategies. Furthermore, with

peer e�ect statistical analysis, we �nd evidence that organizations' security decision is in�uenced by

average outcome of their peers, and the treatment e�ects are larger for the organizations in treatment

groups. This interesting �ndings give us con�dence that our unique �peer ranking� is e�ective in

spam reduction. We also �nd that organizations' responses to our treatment vary according industry

competitiveness.

Our study contributes to the literature by extending prior work on the e�ects of security informa-

tion disclosure and by providing potential policies to mitigate the Internet insecurity problems. More

importantly, our approach can be generalized and extended to other potential security remedies in

di�erent environments. As our current experimental universe only includes U.S. organizations, the

conclusions in this paper may not be su�ciently applicable to organizations in other countries with

di�erent economic environments. Researchers and government sta� in other countries can follow

our large-scale �eld experiment supported by the cloud computing to design e�ective policies for

their own countries. To build more robust organizational security metrics, we plan to incorporate

multiple security-related data sources such as spam, phishing, and denial-of-service attacks. Lastly,

with the constructed security metrics, we can potentially set up cybersecurity insurance premiums

for cyber risks.

The remainder of the paper is organized as follows. Section 2 describes the experimental design

and Section 3 provides the treatment system implementation, followed by the hypothesis devel-

opment in Section 4. Section 5 describes our data and empirical analysis. Robustness check and

discussions are presented in Section 6. Section 7 concludes the paper with future directions.
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2 Experimental Design

The proposed third-party government sponsored institution could be quite costly considering the

large number of existing organizations. Thus a preliminary evaluation of the design's e�ectiveness is

prudent. We conducted a large-scale randomized �eld experiment from January 2014 to March 2014

on 7,919 U.S. organizations to see the treatment e�ect of information disclosure on spam volume

reduction. To be more speci�c, we had three treatment groups with two di�erent information

disclosure methods to distinguish publicity e�ect from information awareness e�ect. The whole

experiment can be summarized in Figure 1.

Figure 1: Design of the RFE

To measure latent Internet security conditions for each organization, we have to �nd a good

proxy for them. Our approach is to use outbound email spam volume as a proxy of latent security

levels. Spam volume is a good choice for the following reasons. As in Rao and Reiley (2012) and

Moore and Clayton (2011), most outbound spam (over 90%) is sent from botnets which are the net-

works of virus-infected computers. Thus spam emission is an informative sign of underlying security

issues. These compromised computers may also be used for even worse cyber criminal activities

such as identity thefts, blackmails, and denial-of-service attacks. In addition, according to �Spam

Nation�, spam email is now the primary impetus for the bot herders to develop malicious software.

Thus organizations with larger spam volume may have higher risk of data breach attacks. Another
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important reason of the choice is that spam information is a reliable data externally observable with-

out internal system audits. Compared with survey-based approach (D'Arcy et al. 2009), research

using observational data can exclude the potential intrinsic data bias concern due to respondent

dishonesty, a low response rate, and organizations' misunderstanding of their own situations.

To control for the heterogeneity of organizations, we divided all of the organizations into three

equal-sized groups with a strati�ed, match-pair randomization.6 The �rst group is the control

group, which we do not apply any treatments on. For the two treatment groups, we sent treatment

emails to relevant contacts in various departments (from marketing to IT) within each organization

to inform them their security evaluation results at the end of January and March. Each treatment

email included (1) organization's spam volume, (2) peer rankings, (3) spamming IP addresses,

and (4) a link to a designated web page for the treated organization. The di�erence between the

private and public treatment groups is whether the information of the focal organization is publicly

searchable on our website. For the organizations in the public treatment group, the emails inform

them that the spam information is publicized on our treatment website.7 Conversely, the privately

treated organizations are noti�ed that the web page directed by the link in the email is not publicly

available. With this setting, the di�erence of average spam volume between the control and the

private treatment groups is due to the information awareness e�ect. Similarly, we can estimate the

publicity treatment e�ect with the di�erence between the private and public treatment groups.

Peer ranking system based on the security level is another major contribution of the paper.

Essentially, organizations within an industry sector are ranked according to their spam metrics.

Sectors are de�ned by the two digits in two industry codes: Standard Industrial Classi�cation (SIC)

and North American Industry Classi�cation System (NAICS). Note that high ranks indicate low

security level, and that all of the organizations with no spam will be ranked equally with the lowest

rank.

3 System Implementation

This section describes how the data is collected and processed, how the treatment system is imple-

mented to support the large-scale experiment, and how the experiment team interacted with the

6The randomization detail is in the Appendix.
7Figure 8 in Section 3.3 shows a snapshot of our website.
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Figure 2: Treatment system design and implementation

treated organizations and the public. Figure 2 shows the architecture of the treatment system.

3.1 Data Collection

As discussed in Section 2, we use the outbound spam volume as the major indicator of organizations'

latent security condition. We have collected daily feeds from spam blocklists. A spam blocklist is

based on sampled data collected from spamtraps, which may have biases based on the settings of the

spamtraps (Pitsillidis et al. 2012). Thus we use two independent spam feeds: Spamhaus' Composite

Blocking List (CBL)8 and Spamikaze's Passive Spam Block List (PSBL).9 CBL daily aggregated

reports are transferred to our back end system through rsync. On the other hand, PSBL provides

a real-time news feed of the actual spam contents through InterNetNews (inn). Each blocklist

provides daily reports on the list of spamming IP addresses and the total volume associated with

each IP address. We term the total volume to be �Volume� and spamming IP count to be �Host.�

In summary, we have four data points: CBL Volume, CBL Host, PSBL Volume, and PSBL Host.

CBL also provides the botnet associated with the spamming IP address.

To make sure our system correctly receives the daily feeds, we employ an email alerting system

to report potential issues to the experiment team. Moreover, we developed a backup system to store

raw data into multiple physical disk spaces for fault tolerance.

8http://cbl.abuseat.org/
9http://psbl.org/
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One limitation of the spam feed data is related to network address translation (NAT). Due to

the insu�cient IP space, many organizations employ NAT to assign multiple hosts to a single IP

address. Essentially, from the external observer's viewpoint, it is hard to distinguish the individual

hosts behind a NAT box. In case of multiple infected hosts behind a NAT box, we only observe

the frequently appearing botnet. Still, we emphasize that this NAT box issue does not a�ect the

organizational security level evaluation because all the hosts behind NAT boxes do belong to the

organization and the total spam volume is correctly reported.

From this raw IP-level data, we need to construct organization-level data to evaluate organi-

zation's security condition. To do that, we need three levels of mapping from IP to netblock, to

autonomous system number (ASN), then �nally to organization. The data is based on IPv4 address

space, which uses classless inter-domain routing (CIDR).10 Thus IP to netblock mappings, also

known as IP lookup, is a longest pre�x matching problem, which has a well-known e�cient algo-

rithm (Dharmapurikar et al. 2003). For netblock to ASN mappings, we receive daily netblock-ASN

data feeds from Team Cymru through rsync.11 In average, we have 584,000 netblocks and 49,000

ASNs in our mapping data. Lastly, for ASN to organization mappings, we group ASNs by the oper-

ating organization. Note that we only process ASN located in the U.S. for this experiment. For each

ASN group, we then �nd the corresponding organization by searching the LexisNexis database.12

As a result, 7,919 U.S. organizations are identi�ed for the experiment.

One thing to note is that the Internet addressing system changes dynamically due to various or-

ganizational changes such as mergers and acquisitions, organizational structure changes, bankruptcy,

and so on. Thus, in order to maintain an up-to-date Internet address mapping, we need to keep

track of the changes on the autonomous system (AS) information. In case of AS title changes,

we need an algorithmic way to identify the corresponding organizations. For this experiment, we

use a string similarity matching algorithm (Dice 1945) to identify the changes of organizational

governance on the Internet addressing space. For the treatment email correspondence, we use the

email addresses obtained from the regional Internet registry (RIR) responsible for the U.S.: Amer-

ican Registry for Internet Numbers (ARIN).13 The target institution we are proposing may need

10http://tools.ietf.org/html/rfc1519
11http://www.team-cymru.org
12http://www.lexisnexis.com
13https://www.arin.net/
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to employ a reporting system from RIRs and organizations so that the security incidents can be

properly associated to the correct organizations and the security evaluation reports can be delivered

properly.

The aforementioned procedure to construct organizational spam data can be generally used, not

limited to the U.S. ASNs. To conduct �eld experiments in other countries, the only additional tasks

are to identify ASN groups and to extract email contact information from RIRs such as ARIN,

APNIC, RIPE, and AfriNIC.

CBL data provides extensive view of the spammers' behavior covering more than 8 million IP

addresses, 190,000 netblocks, 21,000 ASNs, and 200 countries. In the meantime, PSBL data size

is an order of magnitude smaller than that of CBL. This is due to the di�erence in the number

spamtraps each data feed uses. ASN and organizational spam data feeds are inserted into MySQL

database.

3.2 Peer Ranking Construction

With the organizational spam information, the next step is to construct peer rankings to realize peer

e�ects in the experiment. This is a major contribution of this paper, as other websites publishing

spam information do not consider peer e�ects. Essentially, we need to rank organizations that fall

into the same industry sector. We again use LexisNexis database to identify the industry codes �

Standard Industrial Classi�cation (SIC) and North American Industry Classi�cation Code (NAICS)

� for each organization in our experiment. We use the �rst two digits of the industry codes to group

organizations, then rank them according to their spam metrics. In addition, we acquired industry

concentration ratios data from U.S. census.14

Our main ranking is derived by a composite Borda count, as in Adelsman and Whinston (1997),

from four constituent rankings with CBL Volume, CBL Host, PSBL Volume, and PSBL Host. A

Borda count is a voting system that combines multiple orders of preference into a single composite

metric. If an organization is ranked k, then it will get a point of n − k, where n is the number of

total organizations in the ranking. The sum of these points is the Borda count for each organization.

Organizations with higher Borda counts are ranked higher. Note that higher ranks indicate lower

security levels and that all the organizations with no spam will be ranked equally with the lower

14https://www.census.gov/econ/concentration.html
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rank.

To provide both macroscopic and microscopic views of the rankings, the treatment system

calculates daily and monthly rankings. Monthly rankings are generated at the end of a month,

while daily ones are calculated as we collect daily spam feeds. The target institution may face

computational issues as the number of organizations is increasing and the number of observed spams

can be intractable. For example, our peer ranking system produces 250,000 rank data records in a

daily basis. The number will increase rapidly with more ranking criteria. Thus we argue that the

spam collection and ranking construction should leverage parallelism such as MapReduce using the

cloud computing platforms.

3.3 Treatment Channels: Email and Website

In our experimental design, we have two distinct treatment channels: email and website. For the

private and public treatment groups, we sent treatment emails to deliver the organizational security

reports. Each security report includes monthly spam-related records such as total volume, number

of spamming IP addresses, peer rankings in the industry sector, and a list of spamming IP addresses

if any. The spamming IP list provides a convenient way to isolate and mitigate the cyber risks in

the organization. In order to make a distinction between the two treatments, private treatment

emails make a clear statement that the report is exclusive to the organization and public treatment

ones mention that the data is public in the website as shown in Figure 7. For the private treatment,

we have instrumented a specialized URL parameter, which is only provided in the private emails.

Lastly, to comply with CAN-SPAM Act, all our emails include a description on the purpose of the

project and, for opt-out request, a postal address, telephone number, web form, and email address.

Besides the emails, we implemented a public website, http://cloud.spamrankings.net, to

provide organizational security reports to the treated organizations and the public. To support

a large-scale �eld experiment and eventually multiple experiments, the treatment website is con-

structed on a Google cloud platform. Cloud platform can e�ciently scale to serve a large number of

website visitors with an e�cient content caching algorithms. We argue that other large-scale �eld

experiments can also leverage cloud approach for scalability.

Each security report is a webpage that reads JSON �les and produces visual graphs using Google
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Charts JavaScript API.15 Our back end produces JSON �les that contain the data points for the

monthly security evaluation reports. JSON �les are transferred to the Google cloud storage using

Google cloud API.16 Then Google Charts API visualizes the JSON data in the web client. Figure

8 shows a screenshot of an organizational security evaluation report. The website contains similar

content that the treatment email has: spam volume, spam host, peer rank, and industry codes. In

addition, the website shows (1) daily spam metrics of the target organization, (2) ASN pie charts,

and (3) botnet pie charts. Visitors can retrieve di�erent reports based on data sources (composite

Borda, CBL Volume, CBL Host, PSBL Volume, and PSBL Host), years, months, and classi�cation

methods (US, NAICS, and SIC).

The website are instrumented with Google Analytics for web tra�c analytics.17 Google Analytics

JavaScript API keeps track of various features about the visitors such as geographic locations, service

providers, web browsers, and so on. In order to measure the visitors due to our treatment emails,

we use URL parameters that are uniquely assigned for each treatment email.

Our website implementation also supports the experimental design with two distinct treatment

groups. For the public treatment, we develop a search engine that enables the general public to

access the data on the public treated organizations. Visitors can search di�erent organizations

by names, AS numbers, websites, and industry codes. On the other hand, security reports on

the private treatment group can only be accessed with the specialized URL parameters that were

provided by the treatment emails.

3.4 Interaction with Treated Organizations and the Public

Peer e�ects will work better if our treatment websites gain visibility. We consult with the university's

PR professionals to improve the engagement with the general public by producing an infographic

and preparing press releases. Our blog,18 Twitter,19 and Facebook20 pages are live and ramping up

content, drawing both from external events and from interesting internal reports we observe.

Based on the Google Analytics report, the website had 2,370 unique visitors with 11,477 total

15https://developers.google.com/chart/
16https://cloud.google.com/storage/
17http://www.google.com/analytics/
18http://blog.spamrankings.net
19@spamrankings
20https://www.facebook.com/spamrankings
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pageviews. In average, each visitor has spent three minutes in our website with 3.57 pageviews.

Geographically, 64% of the total sessions are from the U.S., and other countries include Taiwan,

Canada, Finland, and the Netherlands. 79% of the visitors are using English as their primary

language. In terms of the tra�c sources, a majority of the visitors (79%) came to our website via

direct links, meaning that they have clicked the links provided in the treatment emails. More than

90% of the visitors used desktops to view the website.

4 Hypothesis Development

This paper proposes an information sharing policy of Internet security, which does not exist in

the current world, and builds up a large-scale randomized �eld experiment to counterfactually test

the results of the policy. If our proposed policy interference is e�ective, then organizations in

the treatment groups will have less spam volume compared those in the control group after our

treatments.

4.1 Information Disclosure E�ect

Information disclosure e�ect refers to the treatment e�ect of spam information provided in our

treatment emails on organizations who neglected the importance or did not have a full understanding

of the security conditions due to lack of su�cient internal resources and policies (D'Arcy et al. 2009).

The detailed spam information includes spam volume, number of spamming hosts, speci�c infesting

IP addresses, compositions of spam volume over time as well as its relative performance compared

to close competitors within the same industry. After receiving our emails, organizations without

good knowledge of their security levels fully realize their own situations. In addition, they also get

information that helps them to quickly resolve the problems. If our email treatment with security

information is e�ective, we expect the spam volume of organizations in the private treatment group,

who only receive emails from us, will decrease compared to that in the control group. Hence, we

hypothesize:

Hypothesis 1 There will be a signi�cant decrease of spam volume after the experiment for orga-

nizations in the private treatment group compared to those in the control group due to the spam

information disclosure in the email treatment.
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4.2 Publicity E�ect

Publicity e�ect refers to the treatment e�ect on the public treatment group by publishing spam

information and relative performance of organizations on our public website. Due to information

asymmetry, it is di�cult for customers and investors to get relevant security information for or-

ganizations when they make decisions on information sharing or investments. Given the negative

externality of information insecurity, organizations lack motivations to make signi�cant investment

on Internet security, especially when the cost of Internet security improvement is relatively higher

than the potential cost of data breach. Security information publication can create pressure on �rms

of the loss of reputations and customers (Gal-Or and Ghose 2005; Tang et al. 2013), which further

encourages those organizations to take more stringent measures on the security protection. If our

publicity treatment is e�ective, we would expect to see further decrease of spam volume for the

public treated organizations, who receive both emails and publicity treatment, compared to that of

the private treated organizations. We therefore propose the following hypothesis:

Hypothesis 2 There will be a signi�cant decrease of spam volume after the experiment for orga-

nizations in the public treatment group compared to those in the private treatment group due to the

spam information publicity treatment.

In addition, it costs less for organizations with more spam volume to �nd and �x security

problems. From reputational aspect, it may be much worse for one organization to be on the

bottom of the spam performance ranking than it to be in the middle of it. So our potential policy

interference may be more e�ective for organizations with larger spam volume:

Hypothesis 3 Organizations in the public treatment group with more spam volume tend to have

larger spam volume drops after the experiment.

4.3 Industry Characteristics

In addition, organizations in di�erent industrial environments may react to our treatments in dif-

ferent ways. The concentration ratio of each industry is an important factor for organizations to

make business decisions. Generally, people will assume that organizations in more competitive in-

dustry will present larger treatment e�ect due to larger demand elasticity. However, organizations'
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decisions on Internet security measures with respect to industrial competitiveness is not that easy

to determine. With little information transparency, the private cost of high spam volume is quite

ambiguous. Unless the weak security condition leads to serious data breach scandals, there is little

private cost on organizations. The situation is more severe when the cost of improving the security

system is substantial. In that case, organizations may prefer to invest the resource in other areas

with more promising payo�s. So we hypothesize:

Hypothesis 4a Organizations from more competitive industry tend to have larger treatment e�ects.

Hypothesis 4b Organizations from more competitive industry tend to have smaller treatment ef-

fects.

4.4 Peer E�ect

Peer e�ect refers to the change of an organizations' Internet security performance that is in�uenced

by its peer organizations' performances. Theoretically, peer e�ect is driven by reputational concerns,

observational learning, and other factors. For example, organizations in the same industry may have

technical knowledge exchange among their employers. However, due to the information asymmetry

of Internet security, there is no easy access to get transparent and reliable information considering

of other competitors' Internet security information. Currently, there are only a handful of websites

that publish spam information such as CBL, Spamhaus, and Cisco. These rankings only provide

incomplete spam information of �top spammers.� And most of their information is based on the

unit of ASN rather than organization.21 Furthermore, most companies are more likely to passively

disclose only information security issues related with compromised customer information at present,

which may lead to underestimated information risk. The information issue may make the peer e�ect

less signi�cant.

In our experiment, we emphasize the importance of peer e�ect in our treatment by providing peer

rankings in addition to the general spam information such as the monthly spam volume. Since Fes-

tinger (1954), social psychology literature has extensively investigated the social comparison theory,

21Classic.SpamRankings.net presents the top 10 spammers per country (http://www.spamrankings.net/classic/).
Spamhaus has top 10 spam producing countries, ISPs and spammers each day
(http://www.spamhaus.org/statistics/countries/). Cisco, on the other hand, has at most top 100 spam senders by
IP, network owners and country (http://www.senderbase.org/static/spam/).
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which demonstrated how individuals' behavior is in�uenced by the comparison between themselves

and others. Harper et al. (2010), through a �eld experiment, �nds that people's movie rating

decisions will be in�uenced by median user's behavior. In our experimental setup, organization

and its customers can have a direct comparison with its close competitors with our industrial level

spam rankings. Hence, organization may change their behaviors on their cybersecurity strategies

in response to peer organizations' security performance. Moreover, since only organizations in the

treatment group will receive our treatment emails, we expect that these organizations will display

larger peer e�ect compared to those in the control group. So we hypothesize:

Hypothesis 5 Organization's spam performance is in�uenced by their peers.

Hypothesis 6 Organizations in the treatment groups are subject to larger peer e�ect than those in

the control group.

5 Empirical Analysis

5.1 Summary Description

Changes in the outbound spam are the basis of our experiment, but spam volume �uctuates dra-

matically from month to month. While the most relevant reason of outbound spam volume changes

is the change of organizational security levels, there could be other possible reasons such as the

change of spam demand in the black market and botnets' strategic move from some IP addresses

to others to avoid being detected. Thus, we use the average spam volume over multiple months in

the statistical analysis. Data shows that more than half of the organizations with positive spam

volume have experienced one or two spamming episodes a year. Thus we use the six-month average

spam volume right before the experiment started as the pre-experimental spam volume. Since our

experiment started at the end of January 2014, we regard the time frame between July 2013 and

December 2013 to be the pre-experimental period and the one between February 2014 and July

2014 to be the post-experimental period.

We use the natural logarithm transform for the outcome variables (monthly spam volume and

number of spamming IP addresses) and the covariate (number of IP addresses). This is because the

distributions of spam volume, number of spamming IP addresses and number of total IP addresses
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Figure 3: Distributions of spam volume and number IP addresses

are highly positively skewed as in Figure 3. The power of the experiment has signi�cantly improved

with the natural logarithm transform.

From the data, we observe that organizations' spam volume decrease on average after the exper-

iment. It may be due to the rapid increase of data breach announcements at the end of 2013. This

had attracted a lot attentions from the public, so organizations generally became more cautious

about their security. In addition, the di�erence between spam volume before and after the experi-

ment is quite heterogenous among organizations. From Figure 4, we can see that organizations with

zero or small initial spam volume were worse after the experiment started, while top 25% spammers'

outbound spam volume has decreased. It may be due to the fact that mall spammers, especially the

organizations with zero spam volume, could hardly improve their security condition any more. On

the other hand, organizations in the treatment groups with large number of spam volume will face

the risk of losing customers and investors with our experiment, leading to more cautious strategies

on their security protection. We also observe that spam performance of organizations vary among

18



Figure 4: Spam performance within each quantiles for all organizations

di�erent industry groups as shown in Figure 5. This can be explained by the distinct business

models and characteristics of di�erent industries.

The summary statistics of the related variables are listed in Table 1.

5.2 Internal Validity

The advantage of randomized �eld experiment is that the random assignment ensures the exogeneity

of the treatments and the exclusion of selection bias (Du�o et al. 2008). In the randomization

Variable Obs Mean s.d. Min Max

log (Post-experimental spam volume+1) 7,919 2.469 3.139 0 17.913
log (Number of post-experimental infested hosts+1) 7,919 1.830 2.072 0 12.134

log (Pre-experimental spam volume+1) 7,919 2.474 3.258 0 18.566
log (Number of pre-experimental infested hosts+1) 7,919 1.738 2.064 0 12.261

log (Number of IP addresses) 7,919 7.807 2.289 0 18.333
Number of infesting botnets 7,919 1.175 2.677 0 40.5

Publicly traded or not 7,919 0.0885 0.284 0 1
log (Number of employees) 7,021 1.410 0.605 0 2.860

Table 1: Summary statistics
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Figure 5: Spam performance in di�erent industry groups

process, each organization has the same probability to be in one of the three groups, hence on

average, organizations in the control and treated groups have homogeneous characteristics. However,

it has been well known that a pure random assignment may have a probability of imbalance along

some dimensions (Bruhn and McKenzie 2008). To ensure that any di�erences of post-experimental

spam volume between the treatment and control groups can be causally attributed to the treatments,

we have to verify the exogeneity. With the randomized �eld experiment setting in Section 2, we

have three groups Gi based on two treatments (T1i and T2i) as follows:

Gi =


1 if T1i = 0 &T2i = 0

2 if T1i = 1 &T2i = 0

3 if T1i = 1 &T2i = 1

. (1)

where T1i = 1 indicates that organization i receives treatment emails and T2i = 1 indicates that

organization i 's spam information and peer ranking is publicized in the treatment website. We run

regressions of pre-experimental characteristics of organizations on the treatment assignments using
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the following regression:

Xi = θ0 + θ1T1i + θ2T2i + φi, φi ∼ N(0, σ2) (2)

where Xi represents organization i's character before the experiment, T1i is a dummy variable

indicating whether organization i is privately treated or not, and T2i is the public treatment dummy.

We also apply Kolmogorov-Smirnov test and calculate the di�erence in the normalized standard

deviation to check the balance based on the whole distribution. The results are shown in Table 2.

We see that the di�erences of the average characteristics between the treatment and control groups

are marginal and none of them is statistically signi�cant. Therefore, our randomization satis�es the

assumption of exogeneity.

5.3 Empirical Results

5.3.1 Basic analysis on spam volume

Since the distribution of the dependent variable spam volume is censored at 0. In fact, about 40%

of the observations in our data set do not have any spam volume within at least one time period.

As a result, normal distribution assumption in OLS regression could not be satis�ed with our data

set. As a result, we use Tobit model to estimate the coe�cients in our model as follows:

Yi =


Y ∗i

0

if Yi > 0

if Yi ≤ 0

where Y ∗i is a latent variable:

Y ∗i = α0 + α1T1i + α2T2i + α3 ∗Xi + ε1i, ε1i ∼ N(0, σ21) (3)

where Yi is the spam volume for organization i at time t,Xi is the k-dimensional vector that repre-

sents organization i's characteristics such as pre-experimental spam volume, pre-experimental num-

ber of spamming IP addresses, number of IP addresses, number of IP addresses squared, whether

the organization is publicly traded or not, number of observed botnets, and industry �xed e�ect.

Also α3 is the k-dimensional coe�cient vector for the characteristics and ε1i is the random error.
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Column 1-2 in Table 3 present the results from the regression model above. As expected, all

treatment e�ects are negative, and the magnitudes of public treatment e�ects are larger than that

of the private treatment group. However, the treatment e�ects lack statistical signi�cance. The

potential reason to explain the insigni�cance can be the heterogenous treatment e�ects among

organizations. As we observed in Figure 4, only large spammers tend to decrease their spam volume

after our intervention. Smaller spammers, especially for the initial �clean companies�, their spam

volume actually increased. To see how the treatment e�ects vary among di�erent organizations,

we further divide the organizations into four quantiles according to their initial spam volume and

try to estimate the treatment e�ect for organizations in each quantile. For group 1, organizations'

initial spam volume is 0; For group 2, their initial spam volume is positive, but less than 3 spams a

month on average; For group 3, their initial spam volume is less than 48; And the rest organizations

are in group 4. The results are presented in Column 3-6 in Table 3 and Figure 6.

With control variables, only public treatment e�ects for the top 25% spammers are signi�cantly

negative. On average, compared to the control group, organizations in the public group sent out

only about 30% of spam volume. The result support Hypothesis 2 as well as Hypothesis 3. The

coe�cient of the private treatment e�ect is negative but not signi�cant, indicating that treatment

emails alone lacks e�ectiveness in spam reduction. The fact that only the public treatment group

has a signi�cant treatment e�ect shows that information sharing alone is not enough to change

organizational behavior on security measures. The combination of information sharing and public

announcement provides more economic motivation to the organizations. Most coe�cients of the

control variables are signi�cant with expected signs. Organizations with more pre-experimental

spam volume and botnets generally have more post-experimental spam volume, which can be an

evidence that spam volume is a consistent indicator for organizational latent security level. In

addition, we found that the relationship between spam volume and number of IP addresses is

concave. As the number of IP addresses increase, spam volume �rst increases, then it decreases.

The estimated largest spam volume is an organization with about 60,000 IP addresses. It can be

explained by the fact that organizations with larger Internet space are facing more cybersecurity

risks. However, largest organizations also have stronger security protection since many of them are

companies in the high-tech industry and they have more resources to invest on security. As discussed

before, institutions with large IP counts generally have more potential targets for bot herders and
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it costs more to maintain and protect the system. The control variable �stock� represents whether

the organization is publicly traded or not. Data shows that public companies tend to send out more

spam volume though the results are not robust. We controlled industry variables for organizations

with 3-digit NAICS and 2-digit SIC codes and there are no signi�cant di�erences in the estimation

results for either speci�cation.

Our treatment e�ects can be further ampli�ed with proposed nationwide independent institu-

tion due to the limitations in the present experiment. The �rst limitation is the visibility of our

website. We had limited time to promote our website to attract more attention, which may have

undermined our treatment e�ect given that one important component is reputation e�ect. Also

some organizations may not pay enough attention to our emails. Fortunately, this limitation will be

largely alleviated if the website is sponsored by the government. Secondly, our experiment stopped

after two waves of treatment emails. As a result, organizations only got two treatment emails at

the end of January and March 2014 respectively. With constant and long time noti�cations, the

in�uence of our treatment may increase overtime. To testify the second potential reason, we used

post-experimental data from the two months right after treatment emails were sent (February and

April 2014). The results are listed in Table 3 column 7-10. Compared with the results with full

post-experimental data, the magnitudes of both private and public treatments have increased. In

addition, private treatment e�ect is statistically signi�cant at 10% level with controls. Our results

indicate evidence to support Hypothesis 1 to certain extend.

5.3.2 Treatment e�ects across industries

Organizations in di�erent industry sectors may make di�erent decisions. One of the most important

industrial characteristics is the concentration ratio. To estimate how the treatment e�ects vary with

competitiveness level, we got the percent of output accounted for by the top 50, 20, and 8 companies

from the U.S. census data in 2007.22 With this additional variable, the sample size decreases to 6,724.

With a larger percentage of output, the industry has a higher level of concentration ratio, meaning

a lower level of competition. We added the interaction terms of treatment dummies and industry

level concentration ratio in the regression. The estimated results are listed in Table 4. It seems that

the relationship between spam volume performance and industry competitiveness is convex that

the organizations with best spam performance are in the industry with relatively less competition.

22The data is organized by the 2017 NAICS codes except for mining (NAICS 21), construction (NAICS 23),
management of companies and enterprises (NAICS 55), and public administration (NAICS 92).
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Figure 6: Treatment e�ects for organizations in each quantile
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We observe that organizations in more concentrated industries tend to have more treatment e�ects.

The results are not signi�cant for the full sample, while they are signi�cantly negative with the data

from the months right after emails sending out. In addition, the magnitude of the private interaction

treatment is larger than that for public one. We can explain the seemly counterintuitive results using

Schumpeterian economic development theory (Schumpeter 1950). According to his theory, a more

concentrated industry generally provides more pro�t and a more stable platform for organizations'

innovations in that industry. When the general public does not pay enough attention to the security

issues, the bene�t from the investment on improving Internet security is uncertain. Companies, from

highly competitive industries may take a risk to reduce their cost in order to get favorable positions

in the competition. Organizations from more concentrated industries, however, have extra pro�t

to improve the Internet security and reduce potential risk. This property is particularly signi�cant

for organizations in the private treatment group. Without the fear of being exposed to the public,

the expected bene�t of improving Internet security is limited, leading to a more evident di�erence

between organizations from industries of di�erent competition levels.

5.3.3 Peer e�ect analysis with excess-variance approach

From the previous results, we see that organizations will improve their security conditions by re-

ducing outbound spam volume with security information publicity. However, more analysis should

be done to recover the underlying mechanisms of organizations' security strategies. Organizations

may improve their security protection due to the shame of being a �spammer�. On the other hand,

they may also change their strategies due to the �peer pressure� from their close competitors. If

their customers and investors know that other similar organizations do better on security, they may

shift to those companies.

Researchers have investigated peer e�ects in wide variety of individual and corporate outcomes,

including academic achievement (Sacerdote 2001), product adoption (Aral and Walker 2012), stock

market behavior (Brown et al. 2008), dividend payment (Popadak 2014), and managerial decision

making (Shue 2013). With our �peer ranking� information available, we provide organizations a

convenient way to compare their security levels with their peers, thus enhancing the peer in�uence in

the security management. The existence of peer e�ect is important in understanding organizations'

security strategies. If peer e�ect is important, then providing more comparisons between peers
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may be more e�ective to push organizations to invest resources on their security protection. At

the same time, organizations with strong security protection may lack motivations to correct the

existing problems due to the fact that they have already been in the lead. As found in Section 5.3.1,

organizations with larger initial spam volume tend to be more responsive to our treatments.

Peer e�ect exists if organizations' behaviors are in�uenced by other peers' mean outcomes, which

is, in our context, representing the industry sector's behavior. The identi�cation of peer e�ects is

di�cult due to the re�ection problem, unobservable variables, and selection problem (Manski 1993).

To overcome the di�culties, the �rst identi�cation strategy we used for the existence and magni-

tude of peer e�ects is the excess-variance approach (Graham 2008; Popadak 2014). The main idea

of this method is to take advantage of various size for each industry group and the mathematical

identity that the variance and size do not change in the same proportion. The intuition is as fol-

lows. The unconditional between-group variance is equal to the sum of the variance of group-level

heterogeneity (di�erent industrial characteristics), between-group variance of individual-level het-

erogeneity (average organizations' characteristics), and the strength of peer e�ect. With di�erent

sizes of industries, while the distribution of group-level heterogeneity is the same, we can use a

method similar to �di�erence-in-di�erences� to compare the between- and within- group variance

from di�erent size's industries to estimate the peer e�ect. Due to the fact that organizations are

not randomly assigned to di�erent industry groups, the main issue for applying this identi�cation

method is that the results may be biased if self-selection also makes the variance to change inpro-

portianal to group size. We believe that that it is not a main issue to be considered since Internet

security is not a major concern for organizations' decision to enter the market. And it is di�cult

to imagine that organizations will sort them into peer groups di�erently based on the groups sizes.

For example, �nancial services, retail organizations, and Internet service provider will face a high

risk of potential security attack, but the sizes of the three industry groups vary a lot.

With the typical linear-in-means model (Manski 1993), organization i's spam behavior from

industry j, Dij , will be:

Dij = αj + (γ − 1)ε̄j + εij (4)

where αj represents industry-level heterogeneity, εij represents organizational-level heterogeneity,

and ε̄j represents the industry mean of the �rm-level heterogeneity. So γ is the peer e�ect parameter
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Number of spam volume Number of spamming hosts
SIC NAICS SIC NAICS

γ2 2.021 2.179 2.095 2.682
P-value H0 : γ2 = 1 0.0002*** 0.0084*** 0.0000*** 0.0004***

γ 1.422 1.476 1.447 1.638
Organization-speci�c covariates Yes Yes Yes Yes

Peer organization average covariates Yes Yes Yes Yes
Observations 7,919 7,919 7,919 7,919

Table 5: Peer e�ect analysis on spam volume
a

aThis table displays the estimated peer e�ect using excess variance approach. Columns 1-2 represent the results
using outbound spam volume. Columns 3-4 represent the results using number of spamming hosts. We use 2-digit
SIC and NAICS codes to de�ne peer groups. We use bootstrap to test the null hypothesis of no peer e�ects for 5000
samples. * indicates statistical signi�cance at the 10% level, ** at the 5% percent level, and *** at the 1% level.

to be estimated. If γ > 1, then organizations' Internet security levels are in�uenced by their peers.

As in Graham (2008) and Popadak (2014), the square of the peer in�uence, γ2, can be identi�ed as

follows:
E[V b

j |Sj = 1]− E[V b
j |Sj = 0]

E[V w
j |Sj = 1]− E[V w

j |Sj = 0]
= γ2 (5)

where Sj indicates whether industry j's type (large or small), and V
b
j and V w

j represent the between-

group variance and within-group variance for industry j. In the empirical analysis, we de�ne Sj = 1

if the size of industry j is equal to or larger than the median size of all industries in our data set, and

Sj = 0 otherwise. To exclude other characteristics, the variation attributed to other organizational

and industry level average characteristics is removed �rst.

The results from the excess-variance approach for spam volume are listed in Table 5. Since we

report the peer rankings in the treatments (emails and website) using the peer group de�ned by

the 2-digit SIC and NAICS industry codes, we de�ne organizations sharing the same 2-digit SIC

and NAICS industry codes to be in the same peer group. The estimated γ2 is about 2, which is

statistically di�erent from 1 using bootstrap, rejecting the null hypothesis that there is no peer

e�ect. Our results support the Hypothesis 5 that there is peer e�ect among organizations within

the same industry group.
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5.3.4 Peer e�ect analysis with pairs distance metric

The second method we used to estimate peer e�ect is the pairs distance metric in Fracassi (2012)

and Shue (2013). Since only the organizations in the private and public treatment groups received

the treatment emails, we would expect that organizations in the two groups will present a larger

peer e�ect. The two-stage procedure is as follows:

1st Stage : Yij = α0 + α1Xij + Ỹij (6)

2rd Stage : ˜|Yij − Ỹkj | = β0 + β1T1 + β2T2 + εikj . (7)

For the �rst stage, we exclude the spam performance's variation from control variables, including

all the control variables used above and the corresponding industry level characteristics. Yij mea-

sures the post-experimental spam volume, Xij is organizations' characteristics, Ỹij measures the

unexplained component of variation. In the second stage, T1 is a dummy variable whose value is 1

if only one of the organizations i and k in industry j is from the treatment group, and 0 otherwise.

Similarly, T2 is a dummy variable whose value is 1 if both of the organizations i and k in indus-

try j are from the treatment group, and 0 otherwise. The intuition is that if organizations' spam

performance is in�uenced by their peers in the industry, then the distances between organizations'

unexplained part will be shorter. Taking advantage of the random assignment, if organizations from

the treatment groups are more clustered compared to those in the control, then we can attribute

the di�erence to our random treatment without selection bias.

In the analysis, we create all possible pairs of organizations within the same industry. And each

observation in the second stage is one pair of organizations in the same industry. The informative

statistic is the distance ratio as follows:

Distance Ratio for control group δ1 = 1− E[|yijc−yijc|]
E[|yijt−yijc|]

δ̂1 = −β1
β0

(8)

Distance Ratio for treatment group δ2 = 1− E[|yijc−yijc|]
E[|yijt−yijt|]

δ̂2 = −β2
β0

(9)
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where yijt indicates the unexplained component of spam volume for the treated organization i

in industry j and yijc indicates the unexplained component of spam volume for the controlled

organization i in industry j. A signi�cant positive δ̂1 or δ̂2 indicates the positive peer e�ect. The

results of second stage are listed in Table 6. For the robustness, we estimated the distance ratio for

both spam volume and number of spamming hosts. From the results, we �nd statistical signi�cant

positive peer e�ect in all speci�cations except for one estimate of δ̂1. In addition, the absolute value

of β2 is larger than β1 in all speci�cations, supporting Hypothesis 6 in Section 4.

6 Robustness Check

Our estimates are based on a large-scale randomized �eld experiment, which helps us to exclude the

potential problems of omitted variables. But we conducted multiple robustness checks to provide

more reliability of our estimates.

6.1 Placebo Test

Our experiment started at the end of January 2014. To testify the robustness of our estimated

results, we assumed that our experiment started at the end of June, July, and August in 2013 and

re-estimated our treatment e�ects. To be speci�c, we still use the six-month average spam volume

before and after the assumed experimental start time. For the analysis started at the end of June

and July, the post-experimental period will be from July 2013 to January 2014. As a result, we

should not �nd any signi�cant e�ect. For the analysis from August 2013 to Feb 2014, we may �nd

some treatment e�ects but the magnitude should be smaller. The results are shown in Table 9 in

Appendix 7. We can see that when the assumed start time is closer to our real time, the treatment

e�ects get larger. More importantly, only the public treatment e�ects from column 6 is 10% level

signi�cant since our treatment started at Jan 2014. The results support that the spam reduction is

actually from our intervention.

6.2 Subsample Analysis

An organization with zero pre-experimental spam volume could not decrease the spam volume any

more and organizations with little spam have minor motivation to improve. Also tobit model has
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strong assumption on the distribution of the dependent variable. We re-estimated the regression

using OLS model by only considering organizations that sent out positive pre-experimental spam

volume or positive post-experimental spam volume. The results are presented in Table 10 in Ap-

pendix 7. The results con�rm our main �ndings with whole sample.

6.3 Alternative Pre-experimental Spam Measure

In our experiment design and empirical analysis, we use the six-month average spam volume right

before the start of the experiment as the control of the organization's original security condition. To

test the robustness of our results, we re-ran the regression with two-month and four-month average

spam volume. The results are presented in Table 11 in Appendix 7. We �nd similar treatment

e�ects. The magnitudes of the public treatment e�ects are a little smaller. It may due to the

�uctuation of spam volume over time.

6.4 Alternative Security Measure

We have multiple spam volume variables in our data set, we can do analysis using other spam

volume measures to testify the robustness of our results. Despite the spam volume, number of

infesting hosts is also important when we evaluate how bad one organization's security condition

with regarding of outbound spam volume. In addition, we also have spam volume measure from

another data source: Spamikaze's Passive Spam Block List (PSBL). The estimation results using

number of infesting hosts from CBL and spam volume from PSBL are presented in Table 12 in

Appendix 7. We can see with both dependent variables, large spammers in public treatment group

tend to decrease their spam volume or spam hosts more compared to those in control group.

6.5 Data without ISPs

Since Internet service providers usually serve residential and business customers, they generally

have di�erent security policies and capabilities compared to other organizations in our data set.

For example, they have less control over their customers' behavior on the Internet. Intuitively, we

would expect them to be less responsive to our treatments. In our dataset, there are three industry

groups that are related to Internet service providers: 6. telephone; 7. unclassi�ed communication;

8. other communication. As a result, we reestimate the regressions using observations without those
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three groups and the results are listed in Table 13 in Appendix 7. We can see, as we expect, the

magnitudes of the public treatment e�ects are larger and more signi�cant.

7 Concluding Remarks

Internet insecurity has been a serious problem, which calls for e�orts from both researchers and

governments. However, the current legal regime with passive and reactive security information

disclosure is not su�cient to resolve the problem. In the present paper, we propose to set up a

government sponsored third party institution to proactively monitor and publish organizations' se-

curity evaluation reports periodically to alleviate the threat. In order to evaluate the e�ectiveness of

such an institution with corresponding security policy, we conducted a randomized �eld experiment

with spam information disclosure on 7,919 U.S. organizations. The results show that the combina-

tion of information and publicity treatment signi�cantly decrease large spammers' outbound spam

volume, while information awareness treatment alone is not e�ective in decreasing spam volume.

In addition, our experiment interference enhances the peer e�ects among organizations within the

same industry, especially for those in the treatment groups. The signi�cant existence of peer e�ect

indicates that one of the spam reduction motivations is �peer pressure� from close competitors.

Our current experiment is just a starting point for the Internet security policy evaluation. It

can be further extended to more experiments with other security information and in other economic

environments. First, organizational security level is essentially a latent variable, which needs to be

estimated by public data sources that can be measured even without the audit of target organiza-

tions. In addition to the outbound spam volume, phishing data and DDoS attacks can be other

sources to estimate the latent variable. In our ongoing project, we are trying to construct other

security evaluation metrics and empirically measure whether those also have consistent e�ects with

that from spam information. Secondly, similar �eld experiments could be done in other countries

with di�erent political, social, and cultural backgrounds. E�cient designs or regulations in the U.S.

may not work out in other countries as in Kugler (2014). Considering the fact that Internet security

is an international issue and it has negative externality, it is necessary and bene�cial for all countries

to work on this problem together. Each country may conduct similar experiments and �nd e�ective

ways to incentivize organizations to improve their security levels. Recently, we have started the
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corresponding experiments in China and Korea with the cooperation with local researchers.

Regarding the treatment channel, social media can be used to deliver security reports to the

treated organizations and the public. Social media, such as Facebook and Twitter, accounts for the

top Internet activity according to Business Insider Intelligence.23 Companies and organizations tend

to open up social media accounts to publicize information and keep connected with their customers.

For example, Facebook announced that it has 30 million business accounts as of June 2014. It will

be helpful to set up a treatment homepage on popular social media and directly contact treated

organizations via hashtags, posts, or direct messages. This approach may strengthen the economic

motivation and treatment e�ects of the target security evaluation institute.

The proposed independent institution also provides a robust security metric with multiple as-

pects of security information including outbound spam, phishing, denial-of-service attack and so on.

With the constructed security evaluation method, the government and independent institution can

have a comprehensive understanding of the latent security condition for each organization, which is

essential for cyber insurance. Without complete information, a competitive insurance market may

not reach a steady state as in Rothschild and Stiglitz (1992). More importantly, the security evalu-

ation information can attribute to set insurance premiums, just as automobile insurance companies

have set up insurance premiums based on a driver's driving record.

Last but not least, we can incorporate the behaviors of bot herders, who are independent adverse

strategic players, in the experiment. As noted by Anderson (2013), bot herders seek to maximize

the pro�t on the black market and they would strategically choose victims according to the costs

and bene�ts. One caveat of our paper is that publicized spam information may also change bot

herder behaviors. For example, they may shift targets from treated organizations to untreated ones

with the expectation that treated ones may pay more attentions to the security issues. If that is the

case, the observed spam reduction for publicly treated organizations can not only be the result of

security improvement but also of bot herders shifting targets. To detect this potential shifting, we

keep track of every visitor's behavior �ow on the website using Google Analytics. Also our current

dataset contains botnet to ASN mappings, which allows us to do further analysis on bot herders'

behavior.

23http://www.businessinsider.com/social-media-engagement-statistics-2013-12
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Appendix A. Randomization Details

To get reliable treatment e�ect estimation from a randomized �eld experiment, we conducted a strat-

i�ed, pair-wise matching randomization on about 8,000 organizations (Morgan and Rubin 2012).

Due to heterogeneity of legal regimes and economic environment across countries, we only included

U.S. organizations in the present experiment.

Strati�cation

One of the standard approaches to avoiding imbalance is strati�cation on a few key characteristics

(R. A. Fisher, 1935). In strati�cation, organizations will be randomly assigned to di�erent treatment

groups within each subgroup, de�ned by key characteristics. In our experiment, we de�ned 195

subgroups by SIC codes (39 industry sectors) and number of IP addresses (5 segments). The

detailed industry and number of IP addresses groups are listed in Table 7 and Table 8. Despite the

correlation between industry activities, we managed to divide �rms into mostly equal sized groups

in order to get precise estimation.

The rationale of choosing the two characteristics is as follows. First, organizations in di�erent

industries have di�erent priorities on security. For example, security should be particularly impor-

tant for software companies. Spammers may also have di�erent incentives based on the �value� of

the data that di�erent companies maintain. In that sense, �nancial and health sectors may have a

higher risk. Second, organization size may a�ect the approaches on the system protection. Orga-

nizations with a larger number of IP addresses, generally with larger size, may face more risks and

potential problems. On the other hand, large organizations usually have an independent IT depart-

ment with security experts. With more resources, large organizations can a�ord better anti-virus

software or �rewalls to prevent potential security attacks. Therefore, we divided the whole sample

into �ve groups according to their IP address counts.

Pair-wise matching

Strati�cation can only control for the balance of industry sectors and IP counts and the two vari-

ables cannot explain a large share of the spam volume's variance. Since the baseline spam volume

can be the best proxy of the organizations' security condition, we did the pair-wise matching on
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organizations' pre-experimental spam volume. In practice, we found three organizations that mini-

mize the sum of three pairwise di�erences among them. One problem we faced during this process

was the distribution of spam volume. We found that the distribution for a given organization varies

greatly over time and both the distributions of spam volume and number of IP addresses for the

whole sample were highly skewed. Thus, we used the natural logarithm transformed six month

average spam volume as our pre-experimental spam volume to get higher probability of detecting

the treatment e�ects.

Rerandomization

After the random assignment with strati�cation and pair-wise matching, we checked the distances

between the control group and two treated groups with respect to companies' various character-

istics. We followed the procedures in Morgan and Rubin (2012) to set the pre-speci�ed criteria.

With 10,000 simple random draws from our sample followed the previous two steps, we created a

simulated distribution of distance between any two groups and set the 5% quantile as the criteria for

randomization. Finally, with the 10,000 randomization assignments satisfying the rerandomization

criteria for power calculation, we randomly chose one of them as our executed one.
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Appendix B. Additional Figures and Tables

(a) Treatment email for a privately treated organization

(b) Treatment email for a publicly treated organization

Figure 7: Examples of treatment emails
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(a) Overview

(b) Distribution chart, time series, drilldowns

(c) Detailed source information

Figure 8: Details on the treatment website cloud.spamrankings.net
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Group Industry Number of organizations

1 agriculture, mining and construction 123
2 electronic devices 103
3 publishing 133
4 chemical and measuring manufacturing 156
5 other manufacturing 245
6 telephone 836
7 unclassi�ed communication 164
8 other communication 163
9 transportation 253
10 durable wholesale 215
11 non-durable wholesale 126
12 furniture retail 111
13 non-classi�ed retail 145
14 other retail 158
15 depository institutions 186
16 credit and real estate 133
17 security 255
18 insurance 199
19 holdings and other �nancial companies 179
20 health service 337
21 colleges 423
22 education service other than colleges 214
23 management consulting 181
24 business consulting 150
25 other management service 116
26 engineer, accounting and research 194
27 non-classi�ed business service 484
28 computer programming 249
29 prepackaged software 140
30 computer integrated systems 157
31 computer processing 162
32 information retrieval 102
33 non-classi�ed computer service 167
34 other business service 222
35 legal service 108
36 membership organization 93
37 miscellaneous service 115
38 other service 223
39 public administration 199

Table 7: Industrial groups' description

number of IP addresses 0-427 427-1024 1024-10^4 10^4-10^5 >10^5

Group 1 2 3 4 5

Table 8: Groups based on number of IP addresses
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