OCTOBER 2023 MAINTENANCE RELEASE: STIGS TO BE RELEASED

Apache Tomcat Application Server 9 STIG, Version 2, Release 6
TCAT-AS-000950
Removed requirement.

Apple macOS 11 (Big Sur) STIG, Version 1, Release 8
APPL-11-100001
vendor.

Apple macOS 12 (Monterey) STIG, Version 1, Release 8
APPL-12-000011
Removed requirement to disable SSHD.

APPL-12-000054
macOS security configurations.

APPL-12-000055
macOS security configurations.

APPL-12-000056
macOS security configurations.

APPL-12-000057
Added FIPS SSH client cipher requirement to incorporate Apple's macOS security configurations.

APPL-12-000058
Added FIPS SSH client MACs requirement to incorporate Apple's macOS security configurations.

APPL-12-000059
configurations.

APPL-12-002020
Updated check text to remove irrelevant content.

APPL-12-002069
Updated parent SRGID, title, and discussion to align with the requirement.

NA
Updated the Restrictions_Policy.mobileconfig to reflect changes to APPL-12-002020.

Apple macOS 13 (Ventura) STIG, Version 1, Release 3
APPL-13-000014
Fixed typo in output of check command.




APPL-13-000051
Updated discussion to better align with the requirement.

APPL-13-002020
Updated check text to remove irrelevant content.

APPL-13-002063
Updated check to include an additional required setting.

APPL-13-002069
Updated parent SRGID, title, and discussion to align with the requirement.

APPL-13-002070
Corrected typos in the check text.

APPL-13-004022
Updated check and fix to allow for setting persistence.

NA
Updated the Login_Window_Policy.mobileconfig to reflect changes to APPL-13-002063.
Updated the Restrictions_Policy.mobileconfig to reflect changes to APPL-13-002020.

Canonical Ubuntu 18.04 LTS STIG Benchmark, Version 2, Release 10
UBTU-18-010032
Updated OVAL logic to accurately express the compliance objective.

UBTU-18-010100
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

UBTU-18-010101
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

UBTU-18-010102
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

UBTU-18-010103
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

UBTU-18-010109
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

UBTU-18-010145
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

Canonical Ubuntu 18.04 LTS STIG, Version 2, Release 12
UBTU-18-010347
Corrected check text command typo.




UBTU-18-010445
Revised fix text verbiage.

Canonical Ubuntu 20.04 LTS STIG Benchmark, Version 1, Release 8
UBTU-20-010050
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

UBTU-20-010051
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

UBTU-20-010052
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

UBTU-20-010053
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

UBTU-20-010054
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

UBTU-20-010055
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

Canonical Ubuntu 20.04 LTS STIG, Version 1, Release 10
UBTU-20-010168
Corrected check text command typo.

UBTU-20-010409
Revised fix text verbiage.

Cisco ASA NDM STIG, Version 1, Release 6
CASA-ND-001180
Added note to check regarding muti context mode. Updated rule title for style guide compliance.

Cisco ASA VPN STIG, Version 1, Release 3
CASA-VN-000450
Updated rule title and check text to include UPN.

CASA-VN-000700
Added note about split tunnelling.

Cisco I0S Router NDM STIG, Version 2, Release 7
CISC-ND-000290
Updated the check to reference interface ACLs.

Cisco I0S Router RTR STIG, Version 2, Release 6
CISC-RT-000020




Merged into CISC-RT-000050.

CISC-RT-000030
Merged into CISC-RT-000050.

CISC-RT-000040
Merged into CISC-RT-000050.

CISC-RT-000050
Updated requirement to reflect OSPF and BGP keychains.

CISC-RT-000120
Updated severity to CAT | and rewrote to merge CISC-RT-000130 and CISC-RT-000140.

CISC-RT-000130
Merged into CISC-RT-000120.

CISC-RT-000140
Merged into CISC-RT-000120.

Cisco I0S Switch L2S STIG, Version 2, Release 4
CISC-L2-000130
Removed 802.1x note from check text.

CISC-L2-000140
Removed 802.1x note from check text.

CISC-L2-000150
Removed 802.1x note from check text.

Cisco I0S Switch NDM STIG, Version 2, Release 7
CISC-ND-000290
Updated the check to reference interface ACLs.

Cisco I0S Switch RTR STIG, Version 2, Release 5
CISC-RT-000020
Merged into CISC-RT-000050.

CISC-RT-000030
Merged into CISC-RT-000050.

CISC-RT-000040
Merged into CISC-RT-000050.

CISC-RT-000050
Updated requirement to reflect OSPF and BGP keychains.




CISC-RT-000120
Updated severity to CAT | and rewrote to merge CISC-RT-000130 and CISC-RT-000140.

CISC-RT-000130
Merged into CISC-RT-000120.

CISC-RT-000140
Merged into CISC-RT-000120.

Cisco I0S XE Router NDM STIG, Version 2, Release 8
CISC-ND-000290
Update the check to reference interface ACLs.

Cisco I0S XE Router RTR STIG, Version 2, Release 9
CISC-RT-000020
Merged into CISC-RT-000050.

CISC-RT-000030
Merged into CISC-RT-000050.

CISC-RT-000040
Merged into CISC-RT-000050.

CISC-RT-000050
Updated requirement to reflect OSPF and BGP keychains.

CISC-RT-000120
Updated severity to CAT | and rewrote to merge CISC-RT-000130 and CISC-RT-000140.

CISC-RT-000130
Merged into CISC-RT-000120.

CISC-RT-000140
Merged into CISC-RT-000120.

CISC-RT-000530
Updated check to correct syntax.

Cisco I0S XE Switch L2S STIG, Version 2, Release 5
CISC-L2-000130
Removed 802.1x note from check text.

CISC-L2-000140
Removed 802.1x note from check text.

CISC-L2-000150
Removed 802.1x note from check text.




CISC-L2-000170
Removed 802.1x note from check text.

Cisco I0S XE Switch NDM STIG, Version 2, Release 7
CISC-ND-000290
Updated the check to reference interface ACLs.

Cisco I0S XE Switch RTR STIG, Version 2, Release 5
CISC-RT-000020
Merged into CISC-RT-000050.

CISC-RT-000030
Merged into CISC-RT-000050.

CISC-RT-000040
Merged into CISC-RT-000050.

CISC-RT-000050
Updated requirement to reflect OSPF and BGP keychains.

CISC-RT-000120
Updated severity to CAT | and rewrote to merge CISC-RT-000130 and CISC-RT-000140.

CISC-RT-000130
Merged into CISC-RT-000120.

CISC-RT-000140
Merged into CISC-RT-000120.

CISC-RT-000530
Update check to correct syntax.

Cisco I0S XR Router NDM STIG, Version 2, Release 4
CISC-ND-000290
Updated the check to reference interface ACLs.

Cisco I0S XR Router RTR STIG, Version 2, Release 4
CISC-RT-000020
Merged into CISC-RT-000050.

CISC-RT-000030
Merged into CISC-RT-000050.

CISC-RT-000040
Merged into CISC-RT-000050.




CISC-RT-000050
Updated requirement to reflect OSPF and BGP keychains.

Cisco NX OS Switch NDM STIG, Version 2, Release 6
CISC-ND-000530
Correct syntax in check text.

CISC-ND-001200
Correct syntax in check text. Updated for style guide compliance.

CISC-ND-001210
Correct syntax in check text. Updated for style guide compliance.

CISC-ND-001220
Added requirement back that was removed.

ESS ePO 5.x STIG, Version 2, Release 12
H20200 - ePO 5x
Check updated to allow connectivity to the Trellix Cloud for ENS AV and MACC GTI lookups.

ESS McAfee Agent STIG, Version 5, Release 9
H35190
Updated fix for style guide compliance.

H36120
Clarified check text to allow a single task or combination of tasks to meet the intent of the control.

IBM AIX 7.x STIG, Version 2, Release 9
AIX7-00-002113
Updated check text to include a not applicable statement.

IBM zOS ACF2 STIG, Version 8, Release 13
ACF2-ES-000370
Updated the check for clarity of auditing.

ACF2-ES-000600
Corrected and updated check procedures. Updated for style guide compliance.

ACF2-0S-000190
Removed requirement; duplicate of ACF2-0S-002390.

IBM zOS TSS STIG, Version 8, Release 11
TSS0-0S-000340
Removed requirement; duplicate of TSS0-OS-000410.

Kubernetes STIG Benchmark, Version 1, Release 3
CNTR-K8-000600




Disabled requirement in conjunction with removal from the manual STIG.

CNTR-K8-001990
000270.

Kubernetes STIG, Version 1, Release 11
CNTR-K8-000180
Updated vul discussion, check, and fix.

CNTR-K8-000190
Updated vul discussion, check, and fix.

CNTR-K8-000220
Updated vul discussion, check, and fix.

CNTR-K8-000270
Updated associated SRGs and vuln discussion.

CNTR-K8-000320
Updated vul discussion, check, and fix.

CNTR-K8-000340
Updated vul discussion, check, and fix.

CNTR-K8-000350
Updated vul discussion, check, and fix.

CNTR-K8-000360
Updated vul discussion, check, and fix.

CNTR-K8-000440
Updated check/fix to address Control Plane and Worker nodes. Changed "Node" to "node".

CNTR-K8-000470
Updated check and fix.

CNTR-K8-000600
Removed requirement; duplicate of CNTR-K8-000700.

CNTR-K8-000610
Updated check and fix.

CNTR-K8-000700
Updated fix text and associated SRGs.

CNTR-K8-001400
Updated fix text.




CNTR-K8-001430
Updated check and fix.

CNTR-K8-001480
Updated vul discussion, check, and fix.

CNTR-K8-001510
Updated vul discussion, check, and fix.

CNTR-K8-001520
Updated vul discussion, check, and fix.

CNTR-K8-001530
Updated vul discussion, check, and fix.

CNTR-K8-001990
Removed requirement; duplicate of CNTR-K8-000270.

CNTR-K8-002011
Updated vul discussion, check, and fix.

CNTR-K8-002600
Updated vul discussion, check, and fix.

CNTR-K8-002630
Updated check and fix.

CNTR-K8-003140
Updated rule title and vul discussion.

CNTR-K8-003150
Updated rule title and vul discussion.

CNTR-K8-003270
Updated rule title and vul discussion.

CNTR-K8-003290
Updated check and fix.

CNTR-K8-003330
Updated check text.

McAfee ENS 10.x STIG, Version 2, Release 12
ENS-CO0-000100
Corrected check text instructions.




ENS-C0O-000104
finding.

ENS-TP-000247
Added Buffer Overflow and lllegal APl Use Signatures vulnerability.

Microsoft Edge STIG Benchmark, Version 1, Release 3
NA
Created new benchmark to resolve rule mismatch issue.

Microsoft Exchange 2016 Mailbox Server STIG, Version 2, Release 5
EX16-MB-000590
Removed HBSS/ESS note.

Microsoft IIS 10.0 Server STIG, Version 2, Release 10
lIST-SV-000119
Updated check and fix.

IIST-SV-000135
Clarified check text; Time-out (in minutes) should be set to "20"; corrected punctuation errors in fix.

IIST-SV-000159
Added NA statement for Public Facing Servers.

Microsoft IIS 10.0 Site STIG, Version 2, Release 9
IIST-SI-000221
Updated instruction on how to validate anonymous account.

IIST-SI-000224
Updated vul discussion.

Microsoft lIS 8.5 Server STIG, Version 2, Release 7
IISW-SV-009999
Added requirement to sunset STIG.

Microsoft IIS 8.5 Site STIG, Version 2, Release 9
IISW-S1-009999
Added requirement to sunset STIG.

Microsoft Office 365 ProPlus STIG, Version 2, Release 11
0365-AC-000003
Updated check text and vul discussion; a value of REG_DWORD = 2 is no longer allowed.

0365-EX-000002
Updated check text and vul discussion; a value of REG_DWORD = 2 is no longer allowed.

0365-PR-000003




Updated check text and vul discussion; a value of REG_DWORD = 2 is no longer allowed.

0365-PT-000001
Updated check text and vul discussion; a value of REG_DWORD = 2 is no longer allowed.

0365-PU-000003
Updated check text and vul discussion; a value of REG_DWORD = 2 is no longer allowed.

0365-VI-000001
Updated check text and vul discussion; a value of REG_DWORD = 2 is no longer allowed.

0365-WD-000018
Updated check text and vul discussion; a value of REG_DWORD = 2 is no longer allowed.

Microsoft SQL Server 2016 Database STIG, Version 2, Release 7
SQL6-D0-000100
Added "Documentation must be approved by the ISSO/ISSM." to check content.

Microsoft SQL Server 2016 STIG Supplemental, NA
NA
Revised supplemental scripts to remove legacy Vul IDs and reference STIG IDs.

Mozilla Firefox Linux STIG Benchmark, Version 6, Release 4
NA
Created new benchmark to resolve rule mismatch issue.

Mozilla Firefox Windows STIG Benchmark, Version 6, Release 5
NA
Created new benchmark to resolve rule mismatch issue.

Network WLAN AP-IG Management STIG, Version 7, Release 2
WLAN-ND-001200
Removed allowance of snmpv1 and v2 and added exclusionary statement.

Network WLAN AP-NIPR Management STIG, Version 7, Release 2
WLAN-ND-001200
Removed allowance of snmpv1 and v2 and added exclusionary statement.

Network WLAN Bridge Management STIG, Version 7, Release 2
WLAN-ND-001200
Removed allowance of snmpv1 and v2 and added exclusionary statement.

Network WLAN Controller Management STIG, Version 7, Release 2
WLAN-ND-001200
Removed allowance of snmpv1 and v2 and added exclusionary statement.

Oracle Linux 7 STIG Benchmark, Version 2, Release 13




OL07-00-010120
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL07-00-010130
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL07-00-010140
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL07-00-010150
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL07-00-010160
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL07-00-010170
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL07-00-010180
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL07-00-010190
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL07-00-010280
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL07-00-040530
Updated OVAL logic to accurately express the compliance objective.

Oracle Linux 7 STIG, Version 2, Release 13
OL07-00-010310
Revised check and fix text.

OL07-00-020020
Revised SELinux guidance. Updated for style guide compliance.

OL07-00-020021
compliance.

OL07-00-020023
Revised SUDO guidance. Updated for style guide compliance.

OL07-00-020230
Revised SUDO usage.

OL07-00-021700




Revised text and example output. Updated for style guide compliance.

Oracle Linux 8 STIG Benchmark, Version 1, Release 7
OL08-00-020110
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL08-00-020120
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL08-00-020130
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL08-00-020140
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL08-00-020150
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL08-00-020160
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL08-00-020170
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL08-00-020230
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL08-00-020280
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

OL08-00-020340
Updated OVAL logic to accurately express the compliance objective.

Oracle Linux 8 STIG, Version 1, Release 8
OL08-00-010020
Revised RNGD guidance. Updated for style guide compliance.

OL08-00-010471
Revised RNGD guidance. Updated for style guide compliance.

OL08-00-030741
Revised NTP guidance. Updated for style guide compliance.

OL08-00-030742
Revised NTP guidance. Updated for style guide compliance.

OL08-00-040284




Revised user namespaces guidance.

OL08-00-040400
Revised SELinux guidance. Updated for style guide compliance.

Red Hat Ansible Automation Controller Application Server STIG, Version 1, Release 2
APAS-AT-000031
Corrected the value of "LOG_AGGREGATOR_MAX_DISK_USAGE_PATH".

Red Hat Enterprise Linux 7 STIG Benchmark, Version 3, Release 13
RHEL-07-010120
STIG.

RHEL-07-010130
STIG.

RHEL-07-010140
STIG.

RHEL-07-010150
STIG.

RHEL-07-010160
STIG.

RHEL-07-010170
STIG.

RHEL-07-010180
STIG.

RHEL-07-010190
STIG.

RHEL-07-010280
STIG.
Modified OVAL logic to allow for spaces at the beginning of the line.

RHEL-07-040530
Updated OVAL logic to accurately express the compliance objective.

Red Hat Enterprise Linux 7 STIG, Version 3, Release 13
RHEL-07-010310
Revised check and fix text.

RHEL-07-020020
Revised SELinux guidance. Updated for style guide compliance.




RHEL-07-020021
Revised SELinux guidance. Updated for style guide compliance.

RHEL-07-020023
Revised SUDO guidance. Updated discussion for style guide compliance.

RHEL-07-020230
Revised SUDO usage.

RHEL-07-021700
Revised verbiage and example output.Updated for style guide compliance.

Red Hat Enterprise Linux 8 STIG Benchmark, Version 1, Release 11
RHEL-08-020110
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

RHEL-08-020120
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

RHEL-08-020130
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

RHEL-08-020140
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

RHEL-08-020150
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

RHEL-08-020160
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

RHEL-08-020170
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

RHEL-08-020230
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

RHEL-08-020280
Updated to use extended definition shared across multiple platforms. No change to OVAL logic.

RHEL-08-020340
Updated OVAL logic to accurately express the compliance objective.

Red Hat Enterprise Linux 8 STIG, Version 1, Release 12
RHEL-08-010020
Revised RNGD guidance. Updated for style guide compliance.




RHEL-08-010471
Revised RNGD guidance. Updated for style guide compliance.

RHEL-08-030741
Revised NTP guidance. Updated for style guide compliance.

RHEL-08-030742
Revised NTP guidance. Updated for style guide compliance.

RHEL-08-040400
Revised SELinux guidance. Updated for style guide compliance.

Splunk Enterprise 8.x for Linux STIG, Version 1, Release 5
SPLK-CL-000160
Added note to check text.

SUSE Linux Enterprise Server 12 STIG, Version 2, Release 12
SLES-12-010340
Revised check and fix text verbiage.

SLES-12-010360
Removed duplicate requirement.

SUSE Linux Enterprise Server 15 STIG Benchmark, Version 1, Release 5
NA
Created new benchmark to include new rule revisions. No change to OVAL logic.

SUSE Linux Enterprise Server 15 STIG, Version 1, Release 11

SLES-15-020050
Revised check and fix text verbiage.

TOSS 4 STIG Benchmark, Version 1, Release 2
TOSS-04-010160
Added OVAL logic for automated checking.

Virtual Machine Manager SRG, Version 1, Release 3
SRG-0S-000338-VMM-001200
Removed requirement.

SRG-0S-000339-VMM-001210
Removed requirement.

VMware vRealize Automation 7.x Application STIG, Version 1, Release 2

VRAU-AP-009999
Added requirement to sunset STIG.




VMware vRealize Automation 7.x HAProxy STIG, Version 1, Release 2
VRAU-HA-009999
Added requirement to sunset STIG.

VMware vRealize Automation 7.x Lighttpd STIG, Version 1, Release 2
VRAU-LI-009999
Added requirement to sunset STIG.

VMware vRealize Automation 7.x PostgreSQL STIG, Version 1, Release 2
VRAU-PG-009999
Added requirement to sunset STIG.

VMware vRealize Automation 7.x SLES STIG, Version 2, Release 2
VRAU-SL-009999
Added requirement to sunset STIG.

VMware vRealize Automation 7.x tcServer STIG, Version 2, Release 3
VRAU-TC-009999
Added requirement to sunset STIG.

VMware vRealize Automation 7.x vAMI STIG, Version 1, Release 2
VRAU-VA-009999
Added requirement to sunset STIG.

VMware vRealize Automation 7.x vIDM STIG, Version 1, Release 2
VRAU-VI-009999
Added requirement to sunset STIG.

VMware vRealize Operations Manager 6.x Application STIG, Version 1, Release 2
VROM-AP-009999
Added requirement to sunset STIG.

VMware vRealize Operations Manager 6.x PostgreSQL STIG, Version 1, Release 2
VROM-PG-009999
Added requirement to sunset STIG.

VMware vRealize Operations Manager 6.x SLES STIG, Version 2, Release 2
VROM-SL-009999
Added requirement to sunset STIG.

VMware vRealize Operations Manager 6.x tc Server STIG, Version 1, Release 2
VROM-TC-009999
Added requirement to sunset STIG.

VMware vRealize Operations Manager Cassandra STIG, Version 1, Release 2
VROM-CS-009999
Added requirement to sunset STIG.




Web Server SRG, Version 3, Release 2
SRG-APP-000439-WSR-000151
Upgraded to CAT I.

z/OS SRR Scripts, Version 6, Release 59
ACF2-1C-000010
New Automation.

ACF2-0S-002390
New Automation.

ACF2-0S-003430
New Automation.

ACF2-SM-000040
New Automation.

ACF2-SM-000060
New Automation.

NA

Corrected issue that caused a CC of 08 in job CARJ043R step JSTEP050.
Corrected issue that caused a CC of 20 in job CARJ043R step JSTEP050.

RACF-IC-000010
New Automation.

RACF-0S-000100
New Automation.

RACF-0S-000510
New Automation.

RACF-SM-000030
New Automation.

RACF-SM-000050
New Automation.

TSS0-IC-000010
New Automation.

TSS0-0S-000410
New Automation.

TSS0-0S-000470




New Automation.

TSS0-SM-000040
New Automation.

Zebra Android 11 COBO STIG, Version 1, Release 3
NA
Updated Overview document to add new device models.

z0S ROSCOE for ACF2 STIG Addendum, NA
NA
Added Table 11-32 Advantage CA-Roscoe Access Attributes—External Security System and
updated Table 11-33 CA ROSCOE Resources.

zOS ROSCOE for RACF STIG Addendum, NA
NA
Added Table 11-32 Advantage CA-Roscoe Access Attributes—External Security System and
updated Table 11-33 CA ROSCOE Resources.

zOS ROSCOE for TSS STIG Addendum, NA
NA
Added Table 11-32 Advantage CA-Roscoe Access Attributes—External Security System and
updated Table 11-33 CA ROSCOE Resources.
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