JANUARY 2024 MAINTENANCE RELEASE: STIGS TO BE RELEASED
Release Date: January 24, 2024

Apache Server 2.4 Unix Server STIG, Version 2, Release 6
AS24-U2-000620
Added note for "sites-available" method.

Apache Tomcat Application Server 9 STIG, Version 2, Release 7
TCAT-AS-001060
Updated vulnerability to confirm permissions rather than UID.

TCAT-AS-000530
Clarified language concerning "Default” values as set by Apache.

TCAT-AS-000540
Clarified language concerning "Default” values as set by Apache.

Apple iOS/iPadOS 16 STIG, Version 1, Release 3
AlOS-16-012900
Updated Check text.

BB CylancePROTECT Mobile for UEM STIG, Version 1, Release 2
BBCP-00-013300
Updated Check and Fix text.

Canonical Ubuntu 18.04 LTS STIG SCAP Benchmark, Version 2, Release 11
UBTU-18-010356
Disabled and removed the SCAP content from the benchmark bundle.

UBTU-18-010509
Added OVAL automation to requirement to include OVAL logic for updated Check Text.

Canonical Ubuntu 18.04 LTS STIG, Version 2, Release 13
UBTU-18-010356
Removed duplicated requirement.

UBTU-18-010379
Removed duplicated requirement.

UBTU-18-010509
Revised the usage of "/bin/true".

Canonical Ubuntu 20.04 LTS STIG SCAP Benchmark, Version 1, Release 9
UBTU-20-010461
Modified the usage of "/bin/true" within the OVAL logic.




Canonical Ubuntu 20.04 LTS STIG, Version 1, Release 11
UBTU-20-010461
Revised the usage of "/bin/true".

UBTU-20-010455
Revised the usage of "/bin/true".

Cisco I0S Router NDM STIG, Version 2, Release 8
CISC-ND-001370
Corrected syntax for line con 0.

Cisco I0S Switch NDM STIG, Version 2, Release 8
CISC-ND-001370
Corrected syntax for line con 0.

Cisco I0S XE Router NDM STIG, Version 2, Release 9
CISC-ND-001370
Corrected syntax for line con 0.

Cisco I0S XE Switch NDM STIG, Version 2, Release 8
CISC-ND-001370
Corrected syntax for line con 0.

Cisco I0S XR Router NDM STIG, Version 2, Release 5
CISC-ND-000470
Added call home to check text and no call home to fix text.

Cisco ISE NAC STIG, Version 1, Release 5
CSCO-NC-000320
Changed to Step 2 based on statement in the DOD CIO member WRT Step 2.

CSCO-NC-000310
Added guidance for use of "ip http server" when operationally necessary to meet C2C posture
compliance.

Cisco ISE NDM STIG, Version 1, Release 6
CSCO-NM-000190
Updated check and fix.

CSCO-NM-000450
Removed requirement.

CSCO-NM-000520
Changed maximum idle timeout value to 6.

Cisco NX OS Switch L2S STIG, Version 2, Release 3




CISC-L2-000090
Removed "and host" from check and fix text.

Cisco NX OS Switch NDM STIG, Version 2, Release 7
CISC-ND-001130
Corrected syntax to meet requirement.

CISC-ND-001140
Corrected syntax to meet requirement.

CISC-ND-000290
Changed "interface ACLs" to "ACLs" and "log-input parameter" to "log parameter" in check text.

Container Platform SRG, Version 1, Release 5
SRG-APP-000190-CTR-000500
Corrected Rule Title typo.

Crunchy Data PostgreSQL STIG, Version 2, Release 2
CD12-00-012900
Added requirement that product must be supported by the vendor.

Database SRG, Version 3, Release 4
SRG-APP-000456-DB-000400
Changed requirement mapping from SlI-2 to SA-22 CCI-003376.

EDB Postgres Advanced Server v11 on Windows STIG, Version 2, Release 3
EP11-00-013300
Added requirement that product must be supported by the vendor.

EDB Postgres Advanced Server v9.6 STIG, Version 2, Release 3
PPS9-00-013300
Added requirement that product must be supported by the vendor; STIG is now sunset.

ESS ePO 5.x STIG, Version 2, Release 13

H20260 - ePO 5x

Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

H30120 - ePO 5x
Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

H30450 - ePO 5x
Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

H30540 - ePO 5x




Language changed across all ESS STIGs.

changed to CUI where applicable.

H30560 - ePO 5x

Language changed across all ESS STIGs.

changed to CUI where applicable.

H36960 - ePO 5x

Language changed across all ESS STIGs.

changed to CUI where applicable.

H37520 - ePO 5x

Language changed across all ESS STIGs.

changed to CUI where applicable.

H40200 - ePO 5x

Language changed across all ESS STIGs.

changed to CUI where applicable.

H42130 - ePO 5x

Language changed across all ESS STIGs.

changed to CUI where applicable.

H42180 - ePO 5x

Language changed across all ESS STIGs.

changed to CUI where applicable.

H51100 - ePO 5x

Language changed across all ESS STIGs.

changed to CUI where applicable.

H90200 - ePO 5x

Language changed across all ESS STIGs.

changed to CUI where applicable.

H90300 - ePO 5x

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

ESS McAfee Agent STIG, Version 5, Release 10

H35190

Language changed across all ESS STIGs.

changed to CUI where applicable.

H30280 - MA

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




H35100

Language changed across all ESS STIGs.

changed to CUI where applicable.

H35110

Language changed across all ESS STIGs.

changed to CUI where applicable.

H35120

Language changed across all ESS STIGs.

changed to CUI where applicable.

H35140

Language changed across all ESS STIGs.

changed to CUI where applicable.

H35160

Language changed across all ESS STIGs.

changed to CUI where applicable.

H35180

Language changed across all ESS STIGs.

changed to CUI where applicable.

H35200

Language changed across all ESS STIGs.

changed to CUI where applicable.

H35220

Language changed across all ESS STIGs.

changed to CUl where applicable.

H35300

Language changed across all ESS STIGs.

changed to CUl where applicable.

H35320

Language changed across all ESS STIGs.

changed to CUI where applicable.

H35400

Language changed across all ESS STIGs.

changed to CUI where applicable.

H35420

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




Language changed across all ESS STIGs.

changed to CUI where applicable.

H35440

Language changed across all ESS STIGs.

changed to CUI where applicable.

H35500

Language changed across all ESS STIGs.

changed to CUI where applicable.

H36000

Language changed across all ESS STIGs.

changed to CUI where applicable.

H36140

Language changed across all ESS STIGs.

changed to CUI where applicable.

H39200

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

General Purpose Operating System SRG, Version 2, Release 7

SRG-0S-000191-GPOS-00080
Updated language to remove ESS.

SRG-0S-000439-GPOS-00195

Added requirement to incorporate CCI-002605.

Google Chrome STIG SCAP Benchmark, Version 2, Release 9

DTBC-0045

Modified OVAL logic include updated STIG guidance.

DTBC-0056

Disabled and removed the SCAP content from the benchmark bundle.

Google Chrome STIG, Version 2, Release 9

DTBC-0045
Altered policy setting.

DTBC-0056
Removed deprecated requirement.

HBSS Agent Handler STIG, Version 2, Release 3

H30640 - AH 4.6




Language changed across all ESS STIGs
changed to CUI where applicable.

H36920 - AH 4.6
Language changed across all ESS STIGs
changed to CUI where applicable.

H36940 - AH 4.6
Language changed across all ESS STIGs
changed to CUI where applicable.

H36960 - AH 4.6
Language changed across all ESS STIGs
changed to CUI where applicable.

H40220 - AH 4.6
Language changed across all ESS STIGs
changed to CUI where applicable.

. McAfee is now Trellix, HBSS is now ESS, and FOUO was

. McAfee is now Trellix, HBSS is now ESS, and FOUO was

. McAfee is now Trellix, HBSS is now ESS, and FOUO was

. McAfee is now Trellix, HBSS is now ESS, and FOUO was

. McAfee is now Trellix, HBSS is now ESS, and FOUO was

HBSS Policy Auditor STIG, Version 5, Release 1

H30280 - PA
Language changed across all ESS STIGs
changed to CUI where applicable.

. McAfee is now Trellix, HBSS is now ESS, and FOUO was

HBSS Remote Console STIG, Version 5, Release 2

H33100
Language changed across all ESS STIGs
changed to CUI where applicable.

H33120
Language changed across all ESS STIGs
changed to CUl where applicable.

H33130
Language changed across all ESS STIGs
changed to CUl where applicable.

H33140
Language changed across all ESS STIGs
changed to CUI where applicable.

H42130
Language changed across all ESS STIGs
changed to CUI where applicable.

. McAfee is now Trellix, HBSS is now ESS, and FOUO was

. McAfee is now Trellix, HBSS is now ESS, and FOUO was

. McAfee is now Trellix, HBSS is now ESS, and FOUO was

. McAfee is now Trellix, HBSS is now ESS, and FOUO was

. McAfee is now Trellix, HBSS is now ESS, and FOUO was

HBSS Rogue Sensor STIG, Version 5, Release 2

H35500




Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

H30280 - RSD
Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

HBSS Staging Server STIG, Version 5, Release 1

H36960

Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

H51100
Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

H51110
Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

Honeywell Android 9.x COBO STIG, Version 1, Release 2
HONW-09-999999
Added new requirement to sunset STIG.

Honeywell Android 9.x COPE STIG, Version 1, Release 2
HONW-09-999999
Added new requirement to sunset STIG.

HPE 3PAR StoreServ 3.3x STIG, Version 1, Release 2
HP3P-33-114020
Updated fix text.

HP3P-33-134020
Updated fix text.

HPE Nimble NDM STIG, Version 1, Release 2
NA
Added HPE Alletra 5000 Storage and Alletra 6000 to scope statement in Overview.

HPEN-NM-000222
Added new rule regarding HPE Greenlake: Data Services Cloud Console.

HPEN-NM-000223
Added new rule regarding HPE Alletra 5000/6000 disabling management by HPE Greenlake: Data
Services Cloud Console.

IBM zOS ACF2 STIG, Version 8, Release 14




ACF2-ES-000500
Changed check and fix to be more specific for clarity.

ACF2-ES-000620
Updated requirement include emergency LogonID.

IBM zOS RACF STIG, Version 8, Release 13
RACF-ES-000770
Updated check and fix language to clarify SETROPTS password length.

RACF-ES-000540
Changed access for MAN and IFASMF files.

IBM zOS TSS STIG, Version 8, Release 12
TSS0-0S-000330
Removed requirement; duplicate of TSS0-OS-000380.

Juniper EX Series Switches NDM STIG, Version 1, Release 5

JUEX-NM-000650

Added note to check text below the -rfc command, stating that the rfc command is recommended for
compatibility in large enterprise but can be omitted if there are overriding operational considerations.

JUEX-NM-000340
Removed example stanza references to Cipher Block Chaining (CBC) mode and added note.

JUEX-NM-000510
Removed example stanza references to CBC mode to address CVE-2008-5161, plugin 70658 based on
vendor guidance in KB20853. Added note.

JUEX-NM-000520
Removed example stanza references to CBC mode to address CVE-2008-5161, plugin 70658 based on
vendor guidance in KB20853. Added note. Removed references to "hmac-sha1" in Check and Fix.

JUEX-NM-000600
Added note to clarify that archiving is not required unless space is limited in the audit server.

JUEX-NM-000020
In the fix, clarified that both the syslog host stanza and the syslog file stanza are to be done.

JUEX-NM-000030
CCI Combined with JUEX-NM-000020. Duplicate check and fix.

JUEX-NM-000040
CCIl Combined with JUEX-NM-000020. Duplicate check and fix.

JUEX-NM-000050
CCI Combined with JUEX-NM-000020. Duplicate check and fix.




JUEX-NM-000100
CCI Combined with JUEX-NM-000020. Duplicate check and fix.

JUEX-NM-000110
CCIl Combined with JUEX-NM-000020. Duplicate check and fix.

JUEX-NM-000180
CCI Combined with JUEX-NM-000020. Duplicate check and fix.

JUEX-NM-000380
CCIl Combined with JUEX-NM-000020. Duplicate check and fix.

JUEX-NM-000400
CCI Combined with JUEX-NM-000020. Duplicate check and fix.

JUEX-NM-000470
CCI Combined with JUEX-NM-000020. Duplicate check and fix.

JUEX-NM-000540
CCI Combined with JUEX-NM-000020. Duplicate check and fix.

JUEX-NM-000550
CCIl Combined with JUEX-NM-000020. Duplicate check and fix.

JUEX-NM-000320
Updated requirement to reflect different settings for older Juniper EX versions.

MariaDB Enterprise 10.x STIG, Version 1, Release 3
MADB-10-012600
Changed requirement mapping from SI-2 to SA-22 CCI-003376.

MarkLogic Server v9 STIG, Version 2, Release 2
ML09-00-012500
Added requirement that product must be supported by the vendor.

McAfee Application Control 8.x STIG, Version 2, Release 2

MCAC-PO-000100

Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

MCAC-PO-000101
Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

MCAC-PO-000103




Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-PO-000105

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-PO-000106

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-PO-000108

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-PO-000109

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-PO-000110

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000100

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000102

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000103

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000104

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000105

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000106

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




MCAC-TE-000107

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000108

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000109

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000110

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000111

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000112

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000113

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000114

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000115

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000117

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000118

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000119

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




MCAC-TE-000120

Language changed across all ESS STIGs.

changed to CUI where applicable.

MCAC-TE-000121

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee ENS 10.x Local Client STIG, Version 1, Release 6

ENS-EP-000001

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000100

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-FW-000001

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-FW-000003

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-FW-000005

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-FW-000006

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-FW-000008

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-FW-000009

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-EP-000002

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-EP-000003

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000200

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000201

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000202

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000245

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000208

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000209

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000101

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000102

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000104

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000105

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000106

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




ENS-CO-000108

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000109

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000110

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000203

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000204

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000205

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000206

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000207

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000210

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000211

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000212

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000213

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




ENS-TP-000214

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000215

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000216

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000217

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000218

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000219

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000220

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000221

Language changed across all ESS STIGs.

changed to CUl where applicable.

ENS-TP-000222

Language changed across all ESS STIGs.

changed to CUl where applicable.

ENS-TP-000223

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000224

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000225

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000226

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000227

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000228

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000229

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000230

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000231

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000232

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000233

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000234

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000235

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000236

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




ENS-TP-000238

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000239

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000241

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000242

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000243

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000244

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000112

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000246

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee ENS 10.x STIG, Version 2, Release 13

ENS-CO-000100

Language changed across all ESS STIGs.

changed to CUl where applicable.

ENS-FW-000005

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-FW-000008

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-EP-000004

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000200

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000201

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000202

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000245

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000208

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000209

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000101

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000102

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000104

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000105

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000106

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




ENS-CO-000108

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000109

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000110

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000203

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000204

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000205

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000206

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000207

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000210

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000211

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000212

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000213

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was
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McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




ENS-TP-000214

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000215

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000216

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000217

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000218

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000219

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000220

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000221

Language changed across all ESS STIGs.

changed to CUl where applicable.

ENS-TP-000222

Language changed across all ESS STIGs.

changed to CUl where applicable.

ENS-TP-000223

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000224

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000225

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was
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McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000226

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000227

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000228

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000229

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000230

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000231

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000232

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000233

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000234

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000235

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000236

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




ENS-TP-000238

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000239

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000241

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000242

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000243

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-TP-000244

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000103

Language changed across all ESS STIGs.

changed to CUI where applicable.

ENS-CO-000107

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee TIE/DXL STIG, Version 2, Release 3

TIDX-BK-000001

Language changed across all ESS STIGs.

changed to CUl where applicable.

TIDX-BK-000002

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-CL-000001

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-CL-000002

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was




Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-CL-000003

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-CL-000004

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-CL-000005

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-SV-000001

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-SV-000003

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-SV-000004

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-SV-000005

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-SV-000006

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-SV-000007

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-SV-000008

Language changed across all ESS STIGs.

changed to CUI where applicable.

TIDX-SV-000009

Language changed across all ESS STIGs.

changed to CUI where applicable.

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was

McAfee is now Trellix, HBSS is now ESS, and FOUO was
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McAfee is now Trellix, HBSS is now ESS, and FOUO was




TIDX-SV-000010

Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

TIDX-SV-000011

Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

TIDX-SV-000012

Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

TIDX-SV-000016

Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

TIDX-SV-000017

Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

TIDX-SV-000018

Language changed across all ESS STIGs. McAfee is now Trellix, HBSS is now ESS, and FOUO was
changed to CUI where applicable.

Microsoft .Net Framework 4.0 STIG, Version 2, Release 3
APPNETO0055
Revised Check text as CAS Policy is no longer applicable.

APPNETO0048
Revised Check text as CAS Policy is no longer applicable.

APPNET0052
Revised Check text as CAS Policy is no longer applicable.

Microsoft Defender Antivirus STIG SCAP Benchmark, Version 2, Release 5
NA
Updated CPE to include detection on Windows 11 and Windows Server 2022.

Microsoft Exchange 2016 Edge Transport Server STIG, Version 2, Release 5
EX16-ED-000040
Removed requirement; setting is governed by the mailbox server.

Microsoft Exchange 2016 Mailbox Server STIG, Version 2, Release 6
EX16-MB-000180
Updated Fix text to reflect intended IMAP4 protocol setting.

Microsoft Internet Explorer 11 STIG SCAP Benchmark, Version 2, Release 6




NA
Updated benchmark to include rule version updates.

Microsoft Internet Explorer 11 STIG, Version 2, Release 5
DTBI999-IE11
Corrected CCI.

DTBI370-IE11
Corrected CCI.

DTBI1075-IE11
Corrected CCI.

DTBI014-IE11
Corrected CCI.

DTBI1100-IE11
Corrected CCI.

MongoDB Enterprise Advanced 3.x STIG, Version 2, Release 2
MD3X-00-001200
Added requirement that product must be supported by the vendor.

MongoDB Enterprise Advanced 4.x STIG, Version 1, Release 3
MD4X-00-006500
Changed requirement mapping from SlI-2 to SA-22 CCI-003376.

MS SQL Server 2016 Database STIG, Version 2, Release 8
SQL6-D0-000400
Changed severity to CAT2.

SQL6-D0-000600
Changed severity to CAT2.

MS SQL Server 2016 Instance STIG, Version 2, Release 11
SQL6-D0-004100
Changed severity to CAT2.

SQL6-D0-018300
Added requirement that product must be supported by the vendor.

Oracle Database 11.2g STIG, Version 2, Release 4
0112-BP-024750
Changed requirement mapping from SlI-2 to SA-22 CCI-003376.

Oracle Database 12c STIG, Version 2, Release 9
0121-C2-015200




Adjusted query to more accurately report "UNLIMITED".

0121-BP-024750
Changed requirement mapping from SlI-2 to SA-22 CCI-003376.

Oracle Linux 7 STIG SCAP Benchmark, Version 2, Release 14
OL07-00-020100
Modified the usage of "/bin/true" within the OVAL logic.

OL07-00-020101
Modified the usage of "/bin/true" within the OVAL logic.

OL07-00-020220
Added OVAL automation to requirement.

OL07-00-010260
Updated the regular expresion to handle no standard user accounts existing.

OL07-00-010200
Modified OVAL ID references. No change to OVAL logic.

Oracle Linux 7 STIG, Version 2, Release 14
OL07-00-020100
Revised the usage of "/bin/true".

OL07-00-020101
Revised the usage of "/bin/true".

OL07-00-040180
Added "/etc/sssd/conf.d/*.conf" to Check text.

OL07-00-040190
Added "/etc/sssd/conf.d/*.conf" to Check text.

OL07-00-040200
Added "/etc/sssd/conf.d/*.conf" to Check text.

OL07-00-020019
Removed "OPORD 16-0080" statement from Check text.

OL07-00-020022
Removed "OPORD 16-0080" statement from Check text.

OL07-00-020210
Removed "OPORD 16-0080" statement from Check text.

OL07-00-020220




Removed "OPORD 16-0080" statement from Check text.

Oracle Linux 8 STIG SCAP Benchmark, Version 1, Release 8
OL08-00-040111
Modified the usage of "/bin/true" within the OVAL logic.

OL08-00-010159
Modified OVAL ID references. No change to OVAL logic.

OL08-00-040021
Modified the usage of "/bin/true" within the OVAL logic.

OL08-00-040022
Modified the usage of "/bin/true" within the OVAL logic.

OL08-00-040023
Modified the usage of "/bin/true" within the OVAL logic.

OL08-00-040024
Modified the usage of "/bin/true" within the OVAL logic.

OL08-00-040025
Modified the usage of "/bin/true" within the OVAL logic.

OL08-00-040026
Modified the usage of "/bin/true" within the OVAL logic.

OL08-00-040080
Modified the usage of "/bin/true" within the OVAL logic.

OL08-00-020290
Added OVAL automation to requirement to include OVAL logic for updated Check Text.

OL08-00-010020
Modified OVAL ID references. No change to OVAL logic.

OL08-00-020041
Disabled and removed the SCAP content from the benchmark bundle.

OL08-00-020210
Updated the regular expresion to handle no standard user accounts existing.

OL08-00-010160
Modified OVAL ID references. No change to OVAL logic.

OL08-00-020035
Added OVAL automation to requirement.




OL08-00-010450
Updated OVAL element references. No change to OVAL logic.

Oracle Linux 8 STIG, Version 1, Release 9
OL08-00-040111
Revised the usage of "/bin/true".

OL08-00-040020
Revised the usage of "/bin/true".

OL08-00-040021
Revised the usage of "/bin/true".

OL08-00-040022
Revised the usage of "/bin/true".

OL08-00-040023
Revised the usage of "/bin/true".

OL08-00-040024
Revised the usage of "/bin/true".

OL08-00-040025
Revised the usage of "/bin/true".

OL08-00-040026
Revised the usage of "/bin/true".

OL08-00-040080
Revised the usage of "/bin/true".

OL08-00-040090
Included additional finding statements.

0OL08-00-020250
Added "/etc/sssd/conf.d/*.conf" to Check text.

OL08-00-020290
Added "/etc/sssd/conf.d/*.conf" to Check text.

OL08-00-010471
Changed STIG ID to align with dependency order.

OL08-00-010001
Removed "OPORD 16-0080" statement from Check text.




Oracle MySQL 8.0 STIG, Version 1, Release 5
MYS8-00-012600
Added requirement that product must be supported by the vendor.

Palo Alto Networks ALG STIG, Version 2, Release 4
PANW-AG-000102

Updated requirement to clarify comply with PAN Zone Protection recommendations and clarified the
difference between this requirement and PAN-AG-000047.

PANW-AG-000047
Clarified that DOD requires zone protection on the egress interface to protect against the DOD system
being used to lauch an attack on external systems.

PostgreSQL 9.x STIG, Version 2, Release 4
PGS9-00-012900
Added requirement that product must be supported by the vendor.

Rancher Government Solutions RKE2 STIG, Version 1, Release 4
CNTR-R2-000060
Updated Check and Fix text due to logging being too verbose.

CNTR-R2-000580
Updated Check and Fix due to PPSM ports not matching ETCD documentation.

CNTR-R2-000970
Updating Check and Fix text to allow for other system extensions to Kubernetes to be used in kube-
system.

CNTR-R2-000110
Updated Fix; API server is only on rke2-server nodes and not agent nodes.

CNTR-R2-000130
Updated Fix to reflect this configuration living on all RKE2 nodes.

CNTR-R2-000520
Updated file permissions due to bug and making them less permissive following least privilege to match
other RKE2 Checks.

Red Hat Enterprise Linux 7 STIG SCAP Benchmark, Version 3, Release 14
RHEL-07-020100
Modified the usage of "/bin/true" within the OVAL logic.

RHEL-07-020101
Modified the usage of "/bin/true" within the OVAL logic.

RHEL-07-020220
Added OVAL automation to requirement.




RHEL-07-010260
Updated the regular expresion to handle no standard user accounts existing.

RHEL-07-010200
Modified OVAL ID references. No change to OVAL logic.

Red Hat Enterprise Linux 7 STIG, Version 3, Release 14
RHEL-07-020100
Revised the usage of "/bin/true".

RHEL-07-020101
Revised the usage of "/bin/true".

RHEL-07-040180
Added "/etc/sssd/conf.d/*.conf" to Check text.

RHEL-07-040190
Added "/etc/sssd/conf.d/*.conf" to Check text.

RHEL-07-040200
Added "/etc/sssd/conf.d/*.conf" to Check text.

RHEL-07-020019
Removed "OPORD 16-0080" statement from Check text; changed McAfee to Trellix in Fix text.

RHEL-07-020022
Removed "OPORD 16-0080" statement from Check text.

RHEL-07-020210
Removed "OPORD 16-0080" statement from Check text.

RHEL-07-020220
Removed "OPORD 16-0080" statement from Check text.

Red Hat Enterprise Linux 8 STIG SCAP Benchmark, Version 1, Release 12
RHEL-08-020041
Disabled and removed the SCAP content from the benchmark bundle.

RHEL-08-040111
Modified the usage of "/bin/true" within the OVAL logic.

RHEL-08-010159
Added OVAL automation to requirement.

RHEL-08-040021
Modified the usage of "/bin/true" within the OVAL logic.




RHEL-08-040022
Modified the usage of "/bin/true" within the OVAL logic.

RHEL-08-040023
Modified the usage of "/bin/true" within the OVAL logic.

RHEL-08-040024
Modified the usage of "/bin/true" within the OVAL logic.

RHEL-08-040025
Modified the usage of "/bin/true" within the OVAL logic.

RHEL-08-040026
Modified the usage of "/bin/true" within the OVAL logic.

RHEL-08-040080
Modified the usage of "/bin/true" within the OVAL logic.

RHEL-08-020290
Added OVAL automation to requirement to include OVAL logic for updated Check Text.

RHEL-08-010020
Modified OVAL ID references. No change to OVAL logic.

RHEL-08-020035
Added OVAL automation to requirement.

RHEL-08-020210
Updated the regular expression to handle no standard user accounts existing.

RHEL-08-010160
Modified OVAL ID references. No change to OVAL logic.

RHEL-08-010450
Updated OVAL element references. No change to OVAL logic.

Red Hat Enterprise Linux 8 STIG, Version 1, Release 13
RHEL-08-040111
Revised the usage of "/bin/true".

RHEL-08-040020
Revised the usage of "/bin/true".

RHEL-08-040021
Revised the usage of "/bin/true".




RHEL-08-040022
Revised the usage of "/bin/true".

RHEL-08-040023
Revised the usage of "/bin/true".

RHEL-08-040024
Revised the usage of "/bin/true".

RHEL-08-040025
Revised the usage of "/bin/true".

RHEL-08-040026
Revised the usage of "/bin/true".

RHEL-08-040080
Revised the usage of "/bin/true".

RHEL-08-040090
Included additional finding statements.

RHEL-08-020250
Added "/etc/sssd/conf.d/*.conf" to Check text.

RHEL-08-020290
Added "/etc/sssd/conf.d/*.conf" to Check text.

RHEL-08-010001
Removed "OPORD 16-0080" statement from Check text; changed McAfee to Trellix in Fix text.

RHEL-08-020035
Added note to Fix text.

Red Hat Enterprise Linux 9 STIG, Version 1, Release 2
RHEL-09-213055
Revised the usage of "/bin/true".

RHEL-09-231195
Corrected typo in Fix text.

RHEL-09-215095
Corrected typo in Check text.

RHEL-09-211035
Revised "rngd" guidance.

RHEL-09-253075




Revised command syntax in Check text.
Standardized the use of sudo with sysctl commands.

RHEL-09-213010
Standardized the use of sudo with sysctl commands.

RHEL-09-213015
Standardized the use of sudo with sysctl commands.

RHEL-09-213020
Standardized the use of sudo with sysctl commands.

RHEL-09-213025
Standardized the use of sudo with sysctl commands.

RHEL-09-213040
Standardized the use of sudo with sysctl commands.

RHEL-09-213070
Standardized the use of sudo with sysctl commands.

RHEL-09-213075
Standardized the use of sudo with sysctl commands.

RHEL-09-213080
Standardized the use of sudo with sysctl commands.

RHEL-09-213105
Standardized the use of sudo with sysctl commands.

RHEL-09-253010
Standardized the use of sudo with sysctl commands.

RHEL-09-253015
Standardized the use of sudo with sysctl commands.

RHEL-09-253020
Standardized the use of sudo with sysctl commands.

RHEL-09-253035
Standardized the use of sudo with sysctl commands.

RHEL-09-253040
Standardized the use of sudo with sysctl commands.

RHEL-09-253045
Standardized the use of sudo with sysctl commands.




RHEL-09-253055
Standardized the use of sudo with sysctl commands.

RHEL-09-253065
Standardized the use of sudo with sysctl commands.

RHEL-09-253070
Standardized the use of sudo with sysctl commands.

RHEL-09-254020
Standardized the use of sudo with sysctl commands.

RHEL-09-254025
Standardized the use of sudo with sysctl commands.

RHEL-09-254030
Standardized the use of sudo with sysctl commands.

RHEL-09-254035
Standardized the use of sudo with sysctl commands.

RHEL-09-254040
Standardized the use of sudo with sysctl commands.

RHEL-09-255065
Corrected typo in Check and Fix text.
Removed spaces from cipher list in Check and Fix text.

RHEL-09-412015
Removed "exec" from Check text example output.

RHEL-09-654205
Corrected Fix text inconsistency.

RHEL-09-651025
Removed duplicate line from Check and Fix text.

RHEL-09-653095
Revised "freq" value; corrected typo in Fix text.

RHEL-09-211055
Revised command syntax in Fix text.

RHEL-09-255095
Corrected typo in Check text.
Revised command syntax in Check text.




RHEL-09-255025
Revised command syntax in Check text.

RHEL-09-255030
Revised command syntax in Check text.

RHEL-09-255035
Revised command syntax in Check text.

RHEL-09-255040
Revised command syntax in Check text.

RHEL-09-255045
Revised command syntax in Check text.

RHEL-09-255050
Revised command syntax in Check text.

RHEL-09-255080
Revised command syntax in Check text.

RHEL-09-255085
Revised command syntax in Check text.

RHEL-09-255090
Revised command syntax in Check text.

RHEL-09-255100
Revised command syntax in Check text.

RHEL-09-255155
Corrected configuration conflict in Fix text.

RHEL-09-255175
Revised command syntax in Check text.

RHEL-09-291030
Included an additional finding statement in Check text.

RHEL-09-212020
Revised Fix text command.

RHEL-09-653110
Revised the use of sudo in Check text command.

RHEL-09-271095




Corrected configuration typo in Fix text.

RHEL-09-432015
Revised GREP command syntax.

RHEL-09-432020
Revised GREP command syntax.

RHEL-09-432025
Revised GREP command syntax.

Redis Enterprise 6.x STIG, Version 1, Release 3
RD6X-00-007950
Changed requirement mapping from SlI-2 to SA-22 CCI-003376.

Solaris 11 SPARC STIG, Version 2, Release 9
SOL-11.1-090280
Updated Check and Fix text.

Solaris 11 X86 STIG, Version 2, Release 9
SOL-11.1-090280
Updated Check and Fix text.

SUSE Linux Enterprise Server 12 STIG SCAP Benchmark, Version 2, Release 11
SLES-12-010290
Updated the regular expresion to handle no standard user accounts existing.

SUSE Linux Enterprise Server 12 STIG, Version 2, Release 13
SLES-12-010599
Removed "OPORD 16-0080" statement from Check text and changed McAfee to Trellix in Fix text.

SUSE Linux Enterprise Server 15 STIG SCAP Benchmark, Version 1, Release 6
SLES-15-020230
Updated the regular expresion to handle no standard user accounts existing.

SUSE Linux Enterprise Server 15 STIG, Version 1, Release 12
SLES-15-010001
Removed "OPORD 16-0080" statement from Check text and changed McAfee to Trellix in Fix text.

Traditional Security Checklist, Version 2, Release 5
1A-05.02.01
equivalent.

Trend Micro Deep Security 9.x STIG, Version 2, Release 1
TMDS-00-009999
Added requirement to sunset STIG.




Tri-Lab Operating System Stack (TOSS) 4 STIG SCAP Benchmark, Version 1, Release 3
TOSS-04-040280
Modified the usage of "/bin/true" within the OVAL logic.

TOSS-04-010250
Modified OVAL ID references. No change to OVAL logic.

TOSS-04-040190
Modified OVAL ID references. No change to OVAL logic.

TOSS-04-040200
Modified OVAL ID references. No change to OVAL logic.

TOSS-04-040210
Modified OVAL ID references. No change to OVAL logic.

TOSS-04-040220
Modified OVAL ID references. No change to OVAL logic.

TOSS-04-040170
Modified OVAL ID references. No change to OVAL logic.

TOSS-04-040160
Modified OVAL ID references. No change to OVAL logic.

Tri-Lab Operating System Stack (TOSS) 4 STIG, Version 1, Release 2
TOSS-04-040280
Revised the usage of "/bin/true".

VMware vSphere 7.0 vCA Photon OS STIG, Version 1, Release 3
PHTN-30-000064
Reordered ciphers.

PHTN-30-000089
Altered check.

PHTN-30-000109
Altered check.

VMware vSphere 7.0 vCenter STIG, Version 1, Release 3
VCSA-70-000268
Added exception note.

VCSA-70-000270
Added exception note.

VMware vSphere 7.0 Virtual Machine STIG, Version 1, Release 3




VMCH-70-000029
Simplified syntax.




	STIGs to be Released

