
APRIL 2024 MAINTENANCE RELEASE: STIGS TO BE RELEASED                 
Release Date: April 24, 2024

Apache Server 2.4 Unix STIG, Version 2, Release 7
AS24-U1-000260
Removed NA statement. 

Apple iOS/iPadOS 15 STIG, Version 1, Release 4
AIOS-15-999999
Added new requirement to sunset STIG.

Apple macOS 13 (Ventura) STIG, Version 1, Release 4
APPL-13-002070
Updated Check Text.

Apple macOS 14 (Sonoma) STIG, Version 1, Release 2
NA
Corrected typos in ManagedClient_preferences.mobileconfig file.
Updated the Supplemental file with smart card enforcement exemption information.

Canonical Ubuntu 18.04 LTS STIG, Version 2, Release 14
UBTU-18-010427
Updated "common-auth" configuration.

Canonical Ubuntu 20.04 LTS STIG, Version 1, Release 12
UBTU-20-010437
Removed duplicate requirements. Combined SRG and CCI references with UBTU-20-010414.

UBTU-20-010414
Added SRG and CCI references from removed requirements.

UBTU-20-010444
Removed duplicate requirements. Combined SRG and CCI references with UBTU-20-010414.

UBTU-20-010445
Removed duplicate requirements. Combined SRG and CCI references with UBTU-20-010414.

UBTU-20-010003
Corrected example output.

UBTU-20-010136
Corrected example output.

UBTU-20-010137
Corrected example output.



UBTU-20-010138
Corrected example output.

UBTU-20-010139
Corrected example output.

UBTU-20-010140
Corrected example output.

UBTU-20-010141
Corrected example output.

UBTU-20-010161
Corrected example output.

UBTU-20-010162
Corrected example output.

UBTU-20-010163
Corrected example output.

UBTU-20-010164
Corrected example output.

UBTU-20-010165
Corrected example output.

UBTU-20-010166
Corrected example output.

UBTU-20-010167
Corrected example output.

UBTU-20-010168
Corrected example output.

UBTU-20-010172
Corrected example output.

UBTU-20-010173
Corrected example output.

UBTU-20-010174
Corrected example output.

UBTU-20-010175
Corrected example output.



UBTU-20-010176
Corrected example output.

UBTU-20-010177
Corrected example output.

UBTU-20-010178
Corrected example output.

UBTU-20-010033
Updated "common-auth" configuration.
Updated Check Text command syntax for sshd configurations.

UBTU-20-010035
Updated Check Text command syntax for sshd configurations.

UBTU-20-010036
Updated Check Text command syntax for sshd configurations.

UBTU-20-010037
Updated Check Text command syntax for sshd configurations.

UBTU-20-010038
Updated Check Text command syntax for sshd configurations.

UBTU-20-010043
Updated Check Text command syntax for sshd configurations.

UBTU-20-010044
Updated Check Text command syntax for sshd configurations.

UBTU-20-010047
Updated Check Text command syntax for sshd configurations.

UBTU-20-010048
Updated Check Text command syntax for sshd configurations.

UBTU-20-010049
Updated Check Text command syntax for sshd configurations.

UBTU-20-010045
Updated Check Text command syntax for sshd configurations.

Cisco IOS Switch NDM STIG, Version 2, Release 9
CISC-ND-001440
Added NA note: This requirement is not applicable if the router/switch does not have any public key 



Cisco IOS XE Switch NDM STIG, Version 2, Release 9
CISC-ND-001440
Modified note to include switches.

Cisco NX OS Switch NDM STIG, Version 2, Release 8
CISC-ND-001220
Added back requirement that had been removed.

Google Android 13 BYOAD STIG, Version 1, Release 2
GOOG-13-701100
Updated Check Text to clarify procedure.

IBM zOS ACF2 STIG, Version 8, Release 15
ACF2-UT-000040
Corrected Check and Fix.

ACF2-UT-000050
Corrected Check and Fix.

ACF2-US-000200
Clarified Check and Fix for definition of HOME.

IBM zOS RACF STIG, Version 8, Release 14
RACF-US-000250
Clarified Check and Fix for definition of HOME.

IBM zOS TSS STIG, Version 8, Release 13
TSS0-TN-000060
Removed requirement; duplicate of TSS-TN-000010.

TSS0-US-000240
Clarified Check and Fix for definition of HOME.

JBoss Enterprise Application Platform 6.3 STIG, Version 2, Release 4
JBOS-AS-000080
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000085
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000095
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000105
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.



JBOS-AS-000110
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000115
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000125
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000130
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000690
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000695
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000700
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000705
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000710
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000715
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000720
Replaced forward slash after "server" with an equal sign (=) to fix syntax error.

JBOS-AS-000275
Clarified Check with "Review file(s) for generic or shared user accounts."

JBOS-AS-000425
Changed the NA statement to point to "V-213514 - JBOS-AS-000170" requirement.

Microsoft .Net Framework 4.0 STIG, Version 2, Release 4
APPNET0071
Added "If .NET remoting with TCP channel is not used, this check is Not Applicable" to Check/Fix.

APPNET0060
Added "If .NET remoting with HTTP channel is not used, this check is Not Applicable" to Check/Fix.

Microsoft Edge STIG, Version 1, Release 8



EDGE-00-000055
Changed CCI.

EDGE-00-000057
Changed CCI.

EDGE-00-000061
Changed CCI.

EDGE-00-000065
Added requirement to disable Visual Search.

EDGE-00-000066
Added requirement to disable Copilot.

EDGE-00-000067
Added requirement to enable session only-based cookies.

Microsoft Excel 2016 STIG, Version 2, Release 1
DTOO304
Changed "VBA macro Notification Settings" to "Macro Notification Settings", and vulnerability now looks 
for a setting of "set to 'Enabled: Disable VBA macros with notification'. The options 'Enabled: Disable 

              
Microsoft Office 365 ProPlus STIG, Version 2, Release 12
O365-OU-000020
Corrected location for checking "Set Outlook object model custom actions execution prompt".

Microsoft Office System 2016 STIG, Version 2, Release 3
DTOO410
Changed "Allow including screenshot with Office Feedback" to "Allow users to include screenshots and 

      
MS SQL Server 2016 Database STIG, Version 2, Release 9
SQL6-D0-001800
Clarified that keys should be backed up to a secure location.

MS SQL Server 2016 Instance STIG, Version 2, Release 12
SQL6-D0-009600
Clarified that keys should be backed up to a secure location.

SQL6-D0-009700
Clarified that keys should be backed up to a secure location.

SQL6-D0-009900
Reworded logic for when IFI is not being used.

SQL6-D0-007900
Revised to ensure password settings are inherited from the OS.



SQL6-D0-003600
Corrected syntax error in script.

NetApp ONTAP 9.x STIG, Version 1, Release 4
NAOT-MA-000002
Updated Fix Text for correct command syntax.

NAOT-IA-000005
Updated Fix Text for correct command syntax.

NAOT-AU-000004
Updated Check Text for correct number of NTP servers.

NAOT-CM-000008
Updated Fix Text to include publickey for SSH accounts.

Oracle Linux 8 STIG, Version 1, Release 10
OL08-00-010070
Updated Check Text command syntax.

OL08-00-010424
Corrected typo in Check and Fix Text.

OL08-00-010423
Clarified finding statement.

OL08-00-010040
Updated Check Text command syntax for sshd configurations.

OL08-00-010200
Updated Check Text command syntax for sshd configurations.

OL08-00-010201
Updated Check Text command syntax for sshd configurations.

OL08-00-010500
Updated Check Text command syntax for sshd configurations.

OL08-00-010520
Updated Check Text command syntax for sshd configurations.

OL08-00-010521
Updated Check Text command syntax for sshd configurations.

OL08-00-010522
Updated Check Text command syntax for sshd configurations.



Updated search command syntax.

OL08-00-010550
Updated Check Text command syntax for sshd configurations.

OL08-00-010830
Updated Check Text command syntax for sshd configurations.

OL08-00-020330
Updated Check Text command syntax for sshd configurations.

OL08-00-020350
Updated Check Text command syntax for sshd configurations.

OL08-00-040161
Removed irrelevant phrase from the Discussion.
Updated Check Text command syntax for sshd configurations.

OL08-00-040340
Updated Check Text command syntax for sshd configurations.

OL08-00-040341
Updated Check Text command syntax for sshd configurations.

OL08-00-030610
Updated command syntax.

Rancher Government Solutions RKE2 STIG, Version 1, Release 5
CNTR-R2-001500
Upgraded the Severity of data at rest to CAT I.

Red Hat Ansible Automation Controller Web Server STIG, Version 1, Release 2
APWS-AT-000850	
Upgraded the Severity of data at rest to CAT I.

Red Hat Enterprise Linux 8 STIG, Version 1, Release 14
RHEL-08-010070
Revised Check Text command syntax.

RHEL-08-010423
Clarified finding statement.

RHEL-08-010040
Updated Check Text command syntax for sshd configurations.

RHEL-08-010200
Updated Check Text command syntax for sshd configurations.



RHEL-08-010500
Updated Check Text command syntax for sshd configurations.

RHEL-08-010520
Updated Check Text command syntax for sshd configurations.

RHEL-08-010521
Updated Check Text command syntax for sshd configurations.

RHEL-08-010550
Updated Check Text command syntax for sshd configurations.

RHEL-08-010830
Updated Check Text command syntax for sshd configurations.

RHEL-08-020330
Updated Check Text command syntax for sshd configurations.

RHEL-08-020350
Updated Check Text command syntax for sshd configurations.

RHEL-08-040161
Updated Check Text command syntax for sshd configurations.

RHEL-08-040340
Updated Check Text command syntax for sshd configurations.

RHEL-08-040341
Updated Check Text command syntax for sshd configurations.

RHEL-08-010201
Updated Check Text command syntax for sshd configurations.

RHEL-08-010522
Updated Check Text command syntax for sshd configurations.
Updated search command syntax.

Red Hat Enterprise Linux 9 STIG, Version 1, Release 3
RHEL-09-213075
Corrected Check Text parameter.

RHEL-09-255095
Updated Check Text command syntax for sshd configurations.

RHEL-09-255025
Updated Check Text command syntax for sshd configurations.



RHEL-09-255030
Updated Check Text command syntax for sshd configurations.

RHEL-09-255035
Updated Check Text command syntax for sshd configurations.

RHEL-09-255040
Updated Check Text command syntax for sshd configurations.

RHEL-09-255045
Updated Check Text command syntax for sshd configurations.

RHEL-09-255050
Updated Check Text command syntax for sshd configurations.

RHEL-09-255080
Updated Check Text command syntax for sshd configurations.

RHEL-09-255085
Updated Check Text command syntax for sshd configurations.

RHEL-09-255090
Updated Check Text command syntax for sshd configurations.

RHEL-09-255100
Updated Check Text command syntax for sshd configurations.

RHEL-09-255155
Updated Check Text command syntax for sshd configurations.

RHEL-09-255175
Updated Check Text command syntax for sshd configurations.

RHEL-09-213060
Corrected typo in Fix Text.

RHEL-09-212045
Clarified finding statement.

RHEL-09-255055
Updated Check Text command syntax for sshd configurations.

RHEL-09-255130
Updated Check Text command syntax for sshd configurations.

RHEL-09-255135



Updated Check Text command syntax for sshd configurations.

RHEL-09-255140
Updated Check Text command syntax for sshd configurations.

RHEL-09-255145
Updated Check Text command syntax for sshd configurations.

RHEL-09-255150
Updated Check Text command syntax for sshd configurations.

RHEL-09-255160
Updated Check Text command syntax for sshd configurations.

RHEL-09-255165
Updated Check Text command syntax for sshd configurations.

RHEL-09-255170
Updated Check Text command syntax for sshd configurations.

RHEL-09-215060
Corrected typo in Check and Fix Text.

RHEL-09-255070
Deleted requirement due to duplication of configuration.

RHEL-09-255075
Changed references of "client" to "server" in Check and Fix Text.

Router SRG, Version 4, Release 3
SRG-NET-000018-RTR-000006
Mapped to correct CCI.

SRG-NET-000018-RTR-000010
Mapped to correct CCI.

SRG-NET-000362-RTR-000123
Mapped to correct CCI.

SRG-NET-000364-RTR-000113
Mapped to correct CCI.

SRG-NET-000205-RTR-000014
Mapped to correct CCI.

SRG-NET-000205-RTR-000015
Mapped to correct CCI.



SRG-NET-000205-RTR-000016
Mapped to correct CCI.

SRG-NET-000230-RTR-000001
Mapped to correct CCI.

SRG-NET-000230-RTR-000002
Mapped to correct CCI.

SRG-NET-000230-RTR-000003
Mapped to correct CCI.

Samsung Android 14 STIG, Version 1, Release 2
NA
Updated Supplemental document.
Updated Configuration Tables document for KNOX-14-125010 and KNOX-14-225010.

Samsung Android OS 14 with Knox 3.x COBO STIG, Version 1, Release 2
KNOX-14-110240
Updated Discussion to clarify risk.

KNOX-14-125010
Updated Fix Text to clarify procedure.

Samsung Android OS 14 with Knox 3.x COPE STIG, Version 1, Release 2
KNOX-14-210240
Updated Discussion to clarify risk.

KNOX-14-225010
Updated Fix Text to clarify procedure.

Solaris 11 SPARC STIG, Version 2, Release 10
SOL-11.1-090140
Removed extraneous requirement.

SOL-11.1-060070
Updated Check and Fix Text.

SOL-11.1-060080
Updated Check and Fix Text.

Solaris 11 X86 STIG, Version 2, Release 10
SOL-11.1-090140
Removed extraneous requirement.

SOL-11.1-060070



Updated Check and Fix Text.

SOL-11.1-060080
Updated Check and Fix Text.

SUSE Linux Enterprise Server 15 STIG, Version 1, Release 13
SLES-15-010020
Changed banner source file.

SLES-15-010040
Updated Check Text command syntax for sshd configurations.

SLES-15-010150
Updated Check Text command syntax for sshd configurations.

SLES-15-010160
Updated Check Text command syntax for sshd configurations.

SLES-15-010270
Updated Check Text command syntax for sshd configurations.

SLES-15-010280
Updated Check Text command syntax for sshd configurations.

SLES-15-010320
Updated Check Text command syntax for sshd configurations.

SLES-15-020040
Updated Check Text command syntax for sshd configurations.

SLES-15-020120
Updated Check Text command syntax for sshd configurations.

SLES-15-040230
Updated Check Text command syntax for sshd configurations.

SLES-15-040260
Updated Check Text command syntax for sshd configurations.

SLES-15-040290
Updated Check Text command syntax for sshd configurations.

SLES-15-040440
Updated Check Text command syntax for sshd configurations.

SLES-15-040450
Updated Check Text command syntax for sshd configurations.



Trellix ENS 10.x STIG, Version 2, Release 14
ENS-CO-000100
Changed "All Enforce" to "Enforcing".

VMware Horizon 7.13 Connection Server STIG, Version 1, Release 2
HRZV-7X-000035
Revised requirement to sunset STIG.

z/OS CL/SuperSession for ACF2 STIG, Version 6, Release 13
ZCLS0041
Updated Check and Fix to accommodate parameter naming for new release.

ZCLSA042
Updated Check and Fix to accommodate parameter naming for new release.

z/OS CL/SuperSession for RACF STIG, Version 6, Release 13
ZCLS0041
Updated Check and Fix to accommodate parameter naming for new release.

ZCLSR042
Updated Check and Fix to accommodate parameter naming for new release.

ZCLSR038
Updated Check and Fix to accommodate parameter naming for new release.

z/OS CL/SuperSession for TSS STIG, Version 6, Release 13
ZCLS0041
Updated Check and Fix to accommodate parameter naming for new release.

ZCLST042
Updated Check and Fix to accommodate parameter naming for new release.
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