DoD Public Key Enablement (PKE) Quick Reference Guide (QRG)

Editing CRLAutoCache Source Locations

Contact: dodpke@mail.mil

URL: https://public.cyber.mil/pki-pke/ ik I'K::‘re ::‘; ﬂ'ﬁ‘s’

This Quick Reference Guide (QRG) describes how to edit source location and DNLookupTable
URLs used by CRLAutoCache for Windows to fetch and cache CRLs.

Launch CRLAutoCache and select the source to be W CRLAUtoCache Settings: Sources/Destinations ] - o
edited from the left pane. T, Source fomain
e Name: [DeD CRLs |

In the Location dialogue box in the right pane, Type: MUURL
specify the new desired |0Cati0n from Wthh to ...[;;s::::ilu::w source Location 'Hﬂps://cri.gds.d\sa mil/pke/config/dod_cridps.himl | £
retrieve updates for this source and click Save. < System CAPI et Lt ]

! - TEST o Update Interval Every |2 5 dayls)at __D43DAM 5
Repeat this step for each source to be updated. e cottremgors ] bl
Current DISA-hosted default update locations are: Falover
DoD PKI: e
https://crl.gds.disa.mil/pke/config/dod crldps.html
ECA PKI:
https://crl.gds.disa.mil/pke/config/eca crldps.html Aidrpiate)| [remeva| | Gem
JITC PKT:
https://crl.gds.disa.mil/pke/config/jitc _cridps.html T T
Federal PKI:
https://crl.gds.disa.mil/pke/config/federal crldps.html

Now locate the CRLAutoCache icon in the system | CRLAutoCache | Start
tray. Right click on the icon and select PE—— Sto
CRLAutoCache > Advanced. owmload How :
: Restart
Settings
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About ~ -~ - © ©)
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Select the top DN Lookup Table node and review the B st saige = 0

| Oy askn Tabie dcalestion

Update URLs list in the right pane. =] men
= g CA-1,0U = PK N Lookup Table is a mapping of a CA's Distinguished Name (DN)to a CRL Dmbwon

CN = DoD NPE Root CA 1,0U = PK. Pon CR[DPV URL T?nMCRLklolevnvoﬂDoDC Ls into Microsoft CAP!
CN = DOD SW CA-53, OU = PKI, OL regardiess of the location from which the CRL was downloaded.

Remove any iase.disa.mil and iasecontent.disa.mil URLs by CN-DOD SWCASS,0U- PRLOL | Udeebiomeir

. . . . s =00 0% Aoy - oL Last Update: Monday, March 18, 2019 3:03 AM

highlighting these URLs and clicking the Remove button. or-consrcesou-ra o [ et o
CN = US DoD CCEB interoperabity
E’rj-’ag(s)cs:?éc;v?gh OUSPKI Update URLs
CN=ADOCAD2, OU=CAs. OU=PKI. C add
CN=ADOCA03, OU=CAs, OU=PKI, -
Ch=A Defence URL
CNe=Australian Defence Public Devic
CNwAustrakan Defence Public idertt et/ Aase disa mil/pki-pke/data/cris/DNLook Up Table 11-DoD xml p 7m

CN=Australan Defence Public Root |

CN=Betrusted Production SSP CA A

Ch=Boeing PCA G2. OU=cedserven

CheBoeing Medum G

CN=Booz Alen Hamiton CA 02. OUs

CN=Booz Alen Hamiton PM CA 01, ,
< >

Add a URL for each PKI configured in CRLAutoCache by | Suadand Siras - 8 ox

entering the URL into the Update URLS field and clicking e e

CN = DMDN Signing CA-1.0U = PK.

the Add button. Once all URLs have been entered, click T = S ey e e e |
Save. (I Fi=00n swoxss ou- ol (s e

g:%g 2::2:? 8::::: g: Last Update Monday, March 18, 2019 309 AM |
Current DISA-hosted default update locations are: CH-00DSWCASE OU-PRLOL | Updte e Evmy 1031 do et

CN = US DoD CCEB Interoperabity
CN = US DoD CCEB interoperabity

CN=Al 16, OU=CAs, OU=PKI Update URLs
DOD/ECA PKIS- . . " cu: %:Eisgii: g?: ::: E I?"“" ‘el gds disa mil/pke /config/ DNLook Up Table 11-DoD xmi o 7m| Add
https://crl.gds.disa.mil/pke/config/DNLookUpTable11- e s =
DOD .Xm I . I 27m CN-?wx sz: z:: mn hitps://cd gds dsa mil/pke/config/DNLook Up Table 11-JITC xml o 7m

CNeBetrusted Production SSP CA A

Approved External PKIs: CHefoan PCA G2, Olmcteren

ChNeBosing SecureBadge Medum G

https://crl.gds.disa.mil/pke/config/DNLookUpTable11- St it A0 O S (e
FBPartners.xml.p7m I
https://crl.gds.disa.mil/pke/config/DNLookUpTable11-

JITC.xml.p7m
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Click the Update Now button to test DN Lookup Table :w:;w =83
retrieval from the new URLs and review the results DN Loakup Tabe e
. CHxDMDNS'q\r\in‘ OU =PK The DN Lookup Table is a mapping of a CA's Distnguished Name (DN) to a CRL Distribution
message for errors. Click Close to close out of the N ~00DWPE Rt CA1L0U-PK. | Port CRLDP UL T hows LAl ot oD s o ek AP
Advanced Settings when complete. N Do wons ou-ro (BT
CNfDOD S:’:C:% Oi:Pi: D: Last Update Tuesday, July 23, 2019 10:45 AM
Ex:%gi.-.éiégg.im g. Update interval:  Every | 10 12 dayle) e —
CN = DOD SW CA-60, OU = PKI, OL |
- U5 DoDCCER raperiy | Upde URLs
CN = US DoD CCEB interoperabity Add
CN=ADOCAD16, OU=CAs, OU=PKI, =
CN=ADOCAD2, OUCAs, OU=PKI, C URL
CN=ADOCAQ3, OU=CAs, OU=PKI, C N
CN=Australan Defence Interoperabll https //cd gds disa mil p\ecvvf;g DNLook Up Table 11-DoD eml p Tm

For questions or comments regarding Public Key Enablement (PKE), please contact

dodpke@mail.mil
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