Current Use Cases
* CCRI
» Network Traffic Analysis
» Legacy OS Detection
e Banned Port and Protocol Usage
e Misconfigured Perimeter Devices
e Misconfigured CDS
* CCORI
» Network Traffic Analysis
» Legacy OS Detection
e Port and Protocol Usage
e Misconfigured Perimeter Devices
* Misconfigured CDS
* Proper IP Reporting
* Insider Threat
 Big Data EXxfiltration
« Destination of Traffic IP
« Single IP Traffic Analysis
 ADHOC Analysis
« |P Utilization
* Proper IP Reporting
 Ports and Protocol Verification

Potential Use Cases
* CMRS validation
» Big Data exploitations and analysis
» OS & application identification
* Protocol Verification (non-web traffic using
port 80)
 Protocol Negotiation (SSHv1 vs SSHv2,
RC4 vs AES-256)
* Enclaves with open servers
» Open mail relays
» Open web proxies
 Peer to Peer activity between user enclaves
* RFC 1918 compliance/backside connections

Possible Future Capabilities
 Penetration testing (Limited)
* Threat hunting (Limited)
 Targeted compliance hunting

(301) 225-2902
(312) 225-2902
disa.meade.re.mbx.caoscans@mail.mil
disa.meade.ns.mbx.caoscans@mail.smil.mil

http://www.dtic.mil/whs/directives/corres/pdf/855101p.pdf

http://www.disa.mil/Network-Services/Enterprise-Connections/
Connection-Process-Guide

http://www.dtic.mil/ cjcs_directives/cdata/unlimit/6211_02a.pdf

http://www.dtic.mil/whs/directives/corres/pdf/851001_2014.pdf

http://www.disa.mil/network-services/ enterprise-connections

http://www.disa.mil/Cybersecurity/Analytics/Acropolis

Connection Approval Branch
Compliance Monitoring Team (CMT)




Perimeter Defense
(Network Perimeter Security
Devices, Ports and Protocols, .
restricting access) y

Current Toolset

Acropolis - Passive Tool

Currently collects, stores, and analyzes both enclave
and backbone network traffic on the Non-secure
Interpret Protocol Router Network (NIPRNet) at the
Aggregated Routers (AR) and the Internet Access Point
(IAP) on the Secret Internet Protocol Router Network
(SIPRNet) at the Perimeter Edge Routers (S-PE).

e SiLK (Netflow)

* Queries large historical data sets for
trend analysis

« |dentifies potential PPSM violations
for a specific time period

* Trickler (OS Fingerprinting)

* |dentifies hosts within an enclave for
situational awareness and to tailor other
scan activities

* Noesis (Packet Capture)

* Provides detailed analysis of
specific data session

« Can provide login credentials
passed in clear text (e.g., Telnet,

FTP)

System Maintenance

- (Patching, IAVM/STIG Compliance)

ACAS (Assured Compliance Assessment Solution)
NESSUS - Active Tool

« Enterprise DoD Tool

« Active Nessus and Passive Vulnerability Scanner
(YS)

« |dentifies Information Assurance Vulnerability
Management (IAVM) and Security Technical
Implementation Guide (STIG) compliance for
some host-based vulnerabilities




