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1 Intr oduction

Network AssogatesLaborabrieshascompletedaninitial portof theFlasksecuity
architecture[1] andothe comporentsof Securty EnharcedLinux (SELinux)[2] to
the FreeBSD[3]operating sydem. This project, called Securty Enhaned BSD
(SEBSD, staredwith the TrustedBSDMAC framevork andintegrated the Flask
accessvecta cacheandsecuity sener to make policy decsions. Then, support
wasaddeal to the kernel to managesecuity fieldsandenfore pemissionson files
andprocesses

To demongrate the resuting kerrel functiondlity, a policy compier andfile sys-
temlabd managenenttoolswereported. Also, modificatinsto login, Is, andthe
ps prog-am wereintegratedinto the correpondng FreeBSDprograms. This pa-
perdisausseshe Truste®SD MAC framework, labelmanagment,accescontrd

chedks, anddifferenceshetween SEBID and SELinux.

2 Background

The introduction of new access control secuity featuesinto operding sysems
is an expersive process,both from the perspective of development,andin terms
of long-term maintenace. A variety of apgroache for secuity extension exist,
but all have subgantid probems, rangirg from spedfic conernsover techncal
correctnes to high maintenacecods. Many opeiating systemsecurty extensons
rely on modificaions to the kerné to opeiate, prevening mandabry protectiors
from being bypassed However, this is often doneat the experse of flexibility . For
these reasms, boththe Linux andFreeBSDopensouice opemating Sysemprojects
beganthe developmentof geneic, extensble secuity frameworks to help redue
theslong-termcostsandto helpfosterresearchinto bette operding sysemacces
conrols.

2.1 TrustedBSD Mandatory AccessControl Framework

Network AssocatesLaborataies andthe TrustedSD Projecthave implemented
an extersible and modula kerrel access contrd framewvork permiting new ac-
cesscontrol policiesto beintroducedinto the FreeBSDkerrel[4, 5, 6, 7, 8]. The
Truste®BSD Mandatay AccessControl(MAC) Framavork addressesmary of the
chalenges asso@ted with introducing newv acces control senicesin operding



sysem kerrels by abstacting commoninfrastrucure servicesfrom the policies,
redwcing the costand compleity of policy authoring. This includes providing
policy-independentlabel storage in kemel objeds, andpersstentstarageof labek
using file sysem extended attributes. The TrustedBSD MAC Frameavork com-
possresuls from simultaneotsly loadad acesscontiol policiesin a predctable
andreliabde manne, permitting apprqoriatdy craftedpoliciesto beused in concet.

The MAC framewnork augmens the FreeBSDkerrel to provide commonlabding

infrastru¢ure alongwith a setof entrypointsto interceptoperationson labeled ob-
jects. Theframework supportslabelson file sysems,processesiPC, andnetwork
stak elemens. Eachregistered policy may resere spacefor secuity labek and
implemen policy-specific behaviorgoveminglabd content anduse.Labelsfollow
the kernd object life cycle andareinitialized, allocaed,anddestroyed along with
their object Accesscontmol entry pointsaccept informationabou the action being
performed,invoke eachregisteredpolicy, andcompcsetheresulsinto a sucessor
failure.

Thefoll owing table lists the FreeBSDkerrel objectsthatcontain MAC labek:

| Structue | Descrigion \
strud ucred Proces<redential
strud file File desciptor
strud vnode VFESnode
strud soclet BSD IPC soclet
strua pipe IPC pipe
strud mbuf In-flight datagam
strud mount File systen mount
strud ifnet Network interface
strud devfs_dirent | Devfs entry
strud ipq IP fragmentqueue
strud bpf.desc BPFpaclet sniff device

On-gdng work with the MAC framework is desgnedto increasethe scoge of the
accesscontrol entry points. Futureversionswill includesupgort for the Systemv
IPC kernd subgystemaswell asbette support for file sysemmountpoints; other
kerrel subystemswill be examinedand the access control entry points will be
refinedasnecesary Network AssocatesLaboratagieshasalsobegun work to port
the TrustedBSDMAC frameavork andthe SEBSD moduleto the Darwin kernd;

this will likely resut in additional changesto the MAC framawork to facilitate
cross-plaform development.



2.2 Linux Security Modules Framework

The Linux Securiy Modules(LSM) project was primaiily developedby WireX
and Network AssogatesLaborataies andseels to incorporae a gereral secuity
framework into the Linux kerrel. LSM is a joint developmenteffort by severd
projects,including Immunix, SELinux,andJants, andseveralindividuals includ-
ing Greg Kroah-Hartmanand JamesMorris, to develop a Linux kerrel patd that
implemers this frameawork.[9]

While LSM wasoriginally developedasa setof patthesthatmaybeappliedto the
Linux kemel distribution, much of the securty framework is now preset in the
currently distributed Linux developmentkerrel (2.5.x serieskernds). The LSM
framawork is primarily focusedon supporting accesscontrol modules, but maybe
extendedto suppat othe secuity needssuchasauditing. The LSM kerrel patch
moved most of the capailiti es logic into an optional secuity module,with the
sysemdefauting to thetradtional supeuserlogic.

Much like the TrustedBSDMAC framework, LSM addedseairity fieldsto kernd
datastructuresandinseted callsto hodk functions at critical points in the kernd
code to managethe secuity fields andto perfaom acces control. It alsoaddel
functions for registering and de-rayistering secuity modules and ongong work
will provide a gereric set of userspaceinterfacesto setand retrieve label on
kerrel objects.

Securty fields,thatmaybeusedto storelabek or any othe statinformation were
addedto thefoll owing kemel datastrucures:

| Structue | Descripton |
struct task Procesdabel
struct linux_binprm | Binary hander
struct supe_block File systen mountpoint
struct inode File node(alsosoclets)
struct file File handke
struct sk buff Network messagebuffer
struct net device Network interface
struct kernipc_perm| SystemV IPC object
struct msgmsg SystemV messge

By providing secuity fields for these structuresandby providing apprgriate op-
eraional hooks an LSM modulecanprovide accesscontrd over processespro-



grams file systans, pipes, files, soclets, paclets, network devices,and SystemV
IPC objects.

SELinuxwasoriginally developedasasetof patdhes,directly modifying the Linux
kerrel, while morerecent versionusethe LSM framework. BecawseLinux, LSM,
SELinuxareall still unde development,various versiors of SELinuxareslightly
different. The Linux kerrel is developed with two primary brarches,a stabk
brarch and a current developmentbrarch. As developmentcontinueswith the
Linux kerrel, the stalle and currert brandestendto diverge. While muchof the
LSM protatype hasbeenincludedin the current Linux kemel brarch, it is not
complete; the LSM project still maintans patdesto incorporae the remairing
feawures. Sincelittle of the framework is includedin the stalle kernd brarch, the
LSM project maintans a completeparth.

2.3 Framework Comparison

While theimplemenation details differ, boththe Linux andFreeBSDframewnorks
seekto solve the samebasicprobems. Both frameworks permit accesscontrd
modukesto be dynamically insetted into an othewise stardard systen, eithe at
boa time or after boat, possbly in respnseto an ervironmenal chang. By it-
self, neither framawvork increasesthe secuity of the sysgem;they merely provide
theinfragructure neassaryto suppat searrity modules. Both projectsconsideral
modularity and policy flexibility to be critical to the adopton of their resgective
secuity framevork by the kerrel developers;neither opeating systemwantedto
betiedto asingle secuity modelor implementation.

Furthemore, both LSM andthe TrustedBSDMAC framework opeate trangar
ently to existing usersandapplications. Theresuts of acesscontol decsionsare
only visible to applicatiors uponfailure,andin mostcase, thekemel seniceswill
return appr@riateerror codes thatapplcations shout expect from anunmodiied
kerrel. However, it is possilde that secuity modules will return an access fail-
urewherenot previously expeded; this may causeunexpectedside-effects in user
spae applicatiors thatarenot secuity-aware

While both frameworks had similar goak, the resuling framavorks were largely
shamdby therequremens of theuse commurity. In thecaseof LSM, ary desig
thatwastoo intrusive wasunlikely to be acceptedby the Linux kerrel developers,
so often sacifices hadto be madein orde for the framavork to be includedin
the kernd. On the other hand,the Truste®SD MAC was desgned with a goal
of integratingtightly with the kerrel locking andthreadng mechaismsto provide
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Figurel: High-level view of the Frameavorks

correctnes andhigh performanceon multi-cpu machires. While the LSM projed
attemptedto minimizethechangesto thebasekernd, the TrustedBSOMA C frame-
work wasnot developedunder this restriction, andwasableto restrictureexisting
kerrel codeat placeswhereacces conrol decsionsneede to bemade. The MAC
Frameavork guarantesthatsufiicientlockswill beheldin orderto accessimportart
elemens passd asargumentsto accesscontmol entrypoint functions. Likewise,the
MAC Frameavork pravideswell-definedlocking semanttsfor objectlabds, often
using existing objed locks. Often, the locking semants permit atomic checls
of both labds and existing objed propeties without incurring additonal locking
overhead.

Policy compodgtion is integral to the MAC Framavork, rather thanleaving com-
postion up to the module writers, asLSM does. LSM chos to allow maximum
flexibility by creatirg a truly gereric framework that providesall the necesary



hodks andlabel managemeet tools, but enfarcesno semanics on how they must
be used. So, while thereis no built-in support for module compgsition, all the
necessaryhooks arepreset to do so. Whenmultiple policies areloadedinto the
MAC Framaevork, their acces control decisons are usefdly compose in a way
thattheresuts arewell-defined.However, this compgsition is fully corntrolled and
enforcedby theframework, not by the policy developers.

To further support policy compogtion, the TrustedBSDMA C framework alsopro-
vides policy neutra interfacesanduse spa@tools. The MAC framework provides
a policy-agrostic label managenent API to provide acces to andmanagmentof

file andproceslabels SeveralFreeBSDCcommonutility progranshave beenmade
labd-aware(but policy-agnastic), suchasps,ls, andlogin. The TrustedBSDMAC

framewvork hasinvegigatedtechriquesto provide policy-independent suppat for
login andothe appicationswith morecomple labeling requirmentssud asla-
beltranstions at progjamexecttion time. However, notall of thesetechriquesare
sufficient for SEBSD The MAC framavork mustbe expandedto include bette

support for SEBID-spedfic featues,while maintining policy flexibility, easeof

manag@ment,andconfiguration.

Both frameworks allow file systen labelsto be bacled to persstert storagge. While
neither framewnork enforeesthe semantts of patticular persistert badking mech-
aniam, both Linux and FreeBSDcan supprt both extended attributesand cus-
tom labelbackng stores. TheLinux extended attributekernel suppat is relatively
new andunteged, with little userspa@ managmenttools. Historicdly, SELinux
usedit’s own persstert file labd store,ratherthanary providedby the file sys-
tem. It is expeded that supgport will improve as the extended attribute system
matures. FreeBSDSs UFS2file sysem provides robust suppat for extended at-
tributes,including certralized cache managemet for persitentfile labels, aswell
astransactionlike suppat for congsteng whenapplying labeing changsfrom
compaind operdionsacrassmultiple policies.

The TrusteSD MAC framevork provides both label managemet entry points
and acces control entry points The access contiol entry points always pas as
paranetersall information thatmaysafely beused by policy developers.Thesepa-
rametesincludetheextracteduse andprocesscredentials whenavailable.Having
the Framavork pass in explicit label pointersreduwcesbinary andsouice compat-
bility issuesassaiatedwith chargesto the basesygemstrudures.This maylower
developmentcods andimprove long term maintainablity. In addition, to support
high performancereliable operaion on multi-CPU systemghe explicit credettial
is alsousedby FreeBSDio permitdeferedactvity on behaf of asulject(i.e. NFS
write-behind ktrace to a disk file, etc.). The LSM framework typically assumes



that objectlabds may be extraded from the globd currert processcontext. This
hascaugd someprobdemswith the SELinux network labeing implemenation, as
the current processis not alwaysavailable or corred.

As an example,the TrustedBSDMAC framawvork entry point for perfarming ac-
cesscortrol checls for the swapa systen eventis strucuredasfoll ows:

i nt nmpo_check_system swapon(struct ucred *cred,
struct vnode *vp, struct |abel *Iabel);

Wherasthe LSM frameawvork providesthe following hook
int security_swapon(struct swap_info_struct * swap);

The Truste®BSD MAC framavork providesthe asso@ted usercrecentiak (and
correspormling processlabd), wherea the LSM hook relies upon the moduke de-
veloperto extractthis informaton from cur r ent (thecurrert processcontext).

3 SELinux

NSA Securiy-EnhartedLinux (SELinux) is animplemenation of a flexible and
fine-grainedmandatoy acces corntrol (MAC) architecture calledFlaskin theLinux

kerrel[10, 1]. SELinux can enforce an administatively-definedsecuity policy

over all processesandobjeds in the system basingdedsionson labelscontaining

avariety of securty-relevantinformation The architecture providesflexibility by

cleanly sepaating the policy decison-makng logic from the policy enforcement
logic. Thepolicy decison-making logic is encapulatel within asinge compaent
knownasthe secuity senerwith agereralsecuity interface. The policy enfarce-
mentlogic is implemened using the interfacesspedfied by the LSM frameawork.

A wide range of secuity modek canbe implementel assecuity senerswithout

requring chargesto arny othercompmentof the sygem.

3.1 Flask

SELinuxis basedon the Flasksecuity architecture for flexible non-dscreionaty
accesscontols. The Flask secuity archtecture specfies well definal interfaces
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to provide a cleansemratian betweenpolicy enforcementand policy interpreta
tion. The Flasksecuity architectuie alsoincludesanacces vector cache(AVC)
compaentto help minimize the perfoomanceoverhead from the acces contrd
compuation While policy enforcementcodeis largely sysem speciic, policy in-
terpretation andaccesscontrd decisbn makingcodeis platform independent. The
policy enforcemei codeis tightly integrated into the kerrel serviesit proteds,
and usesthe Flask secuity sener APIs (and the AVC) to obtan secuity policy
decsions

The Flask secuity architecture providestwo policy-independent datatypes: the
secuity coniext (cortext) andthe seairity idertifier (SID). The searity context is
astring repreentaton of apolicy-spedfic secuity label. TheSID is alocal integer
idertifier thatmaybeusedasarun-time hande to idertify specific secuity context.
The secuity sener will maintan a setof secuity clasesthatidenify thetype of
object being protected;eachsecuity classhasanasso@tedsetof permisionsfor
controlling acces to the object. This asseiatedsetof permissionsis representel
asabitmapcalled anaceessvecta.

A Flaskobjed manage binds SIDsto active kerrel objects, andusestheseSIDs
ascontext duringacces cortrol checls. Thepolicy enfarcementprovidesasoure
context, atamget context, a securty class andan accessrecta to the AVC to de-
termine accessto anobject. Likewise, whenanobjed managr wishesto labela
newly createdobject, it will consult the secuity senerto obtan alabel

3.2 Modified Programs

The SELinuxdistribution alsoincludessupport progransandmodifieduse spae
apgications. The suppat progamsinclude a policy compier, afile systen la-
beling tool, role managemeintools, andpolicy queying tools. Severaluse spa@
apgdications were modified to make them policy-aware. In particular, SELinux
distributes modified versons of GNU processandfile utiliti es, log rotation pro-
grams,the sysem login program, the opensh sener, the tar program, andvixie
cron. Thechargeswereprimarily madeto allow the programsto retrieve anddis-
play SELinux labeling information in somecasesallowing programsto maintan
existing labds asfiles are modified. Othersprograms (login, sshd cron) were
modifiedto suppat execuion time modification of processlabds.
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4 SEBSD

This section provides an overview of the SEB® searity module archtecture.
Much like the SELinux module TrustedSD MAC policies are built asloadable
kerrel moduks,relying on the FreeBSDmodulefacilities for linking andloadng.

4.1 Distribution

Thesoure code for SEBD is distributed asa standalonekernd modulke thatmay
be linked agairst FreeBSD5.x. Typically, it is desrable to include the SEBD
soucesdirecty in the kerrel soure tree, in the sys/ security/ sebsd di-
reciory. The SEBSD implementation conssts of the samemajor compmentsas
the LSM-basedSELinux implemenation the secuity serer, the acces vecta
cacle (AVC), new systanm call implemenations, andthe entry point function im-
plemenations. The exception is thefifth elementof the SELinux archtectue, the
SELinux-sgecific persigentlabd mappng, it wasnotportedto FreeBSDsincethe
UFSandUFS2file systenssuppatedthe useof native extenced attributesandthe
TrustedBSD MAC Framevork providesintegratedsuppat for handing extended
attributes Otherwise SEBSD literally reuse (almog verbdim) the Flask AVC,
the searity sener comporents,the policy compiler, andeven muchof the policy
itself.

The policy configuation usedby SEBSDis roughly the sameas that provided
by SELinux. For the mostpart, path nameswere changed to reflecta FreeBSD
installation. It wasnot thatdifficult to configuie the policy to supprt a base con-
figuraion of FreeBSD allow it to bootin enforcing mode,and permit userand
adminstrata login.

4.2 Porting Flask

The AVC andsecuity senerwereonly modifiedin waysnhecesaryto portthemto
the FreeBSDoperding sysem. Compatihlity with the SELinuxcomporentswas
maintdnedwhenpossble. Changesverenecesaryto:

e Replacememoryallocatiors anddealocationswith a geneic wrappe func-
tion thatimplemens FreeBSDkerrel-speific operdions.

e Allow thebinary policy file to be accessedfrom within the kemel. Theorig-
inal LSM-based SELinux distribution hardled policy initializaion in this
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manney but hassincemigrated toward a userspacepolicy loadng mecha-
nism. It is expectedthat SEBSD will foll ow theleadfrom SELinuxandwill
be modifiedto no longe diredly look up or readthe binary policy file from
inside the kernd; the policy will be opered andreadfrom userspae and
passedisa memorymappeddata pointer to the kernel.

Locking primitiveswerecorvertedto FreeBSDequivalents

The AVC and the Security Sener were sepaatedinto two correspondng
sub-drectaries(avc andss) within the SEBD sourcehierarcchy; thisfacil-
itateddevelopmentandredwcedinter-dependerties. Only FreeBSD-specific
coderesicesatthetop level of the souce hierarchy

Audit informaion wasupdaedto correctly repat detals of FreeBSDkernd
datastrudures. Sincefull or partal pathnamesarenot readly available in
the FreeBSDkernd, file sysemandfile identfiers (f si d andvnode) are
currertly repotedby avc_audit Theunavailablity of complketepathnamess
apropety of the VFS modelemployed by the FreeBSDkemel. While path
namesarefrequently available in the Linux kerrel, it is not alwayspossble
to recorstrud thecomplketepath name.

The use spae interfacesto the SEBSD modulewerere-implementd in a
genert mannerso thatthey could be madeavailable to all MAC modules.
Thisledto the developmentof interfacesthatusepolicy-independer textud
repregntaton for modde namesandlabek. This providedthe oppatunity
to avoid exposing SIDsoutside the kemel, instead passing contexts asstring
baseddentifiers. SELinux lateradogedthis appraach.

Otherthanthe changesabove, the major comporentsof the Flaskarchitecturere-
mainfunctionally equivalenton FreeBSDandLinux.

4.3 SEBSD Module Initialization

The FreeBSDmoduleinterfacesallow policy modules to be linked into the kernd
atbuild time, loadedprior to the kerrel startirg atboottime, or loaded at run-time.
Since SEBSDrequres ubiquitous acces to all systemobjects, it mustbe presemn
from sysemincegion; the SEB® modulemusteithe belinked directy into the
kerrel, or it may be built asa sepaate dynamickemel module and configured to
load prior to kemel execttion.
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The MAC Framavork is initialized early in the boot process, shortly after basc
kerrel primitivesareinitialized (memoryallocation, systen conle, andlocking
primitives),but prior to probing devicesandstating ary kemel or userprocesses.
Oncetheframework is initialized, it will allow policy registration. Policy modules
built directly into the kerrel will be registeredat this time. Likewise, modules
loaded by the bootloader prior to bootwill beregisteredatthistime.

Whenpoliciesregister with the MAC Frameavork, they provide anumberof prop-
ertiesthat areused by theframework to propely idertify andconfiguethemodule.
Shawvn belowarethe properties setby the SEBD module.

| Propery | Value \
ModuleName | sebsl

Full Name NSA/NAI LabsSecurityEnhance BSD
UsesLabels | yes

Flags MPC_LOADTIME FLAG_NOTLATE

In addiion to settihg the namefor the module,the propertiesrequeststorage for
kerrel objed labelk, andsetaflagto indicate thatthe policy module mustbeloaded
andinitialized early in the boat proces. The NOTLATE flag also meansthat at-
temptsto register the moduleafterthe sysembootwill fail.

4.4 UserInterfaces

SEBSDusesboth the systen cortrol (sysdl) and sysem call interfacesto allow
userspae processedo accesghe stak of the SEBIPD modue andto quey the
secuity sener. Library functions, located in | i bsebsd wrap the sysctk and

sysemcalls, providing an API thatis identical to that provided by SELinux. The
foll owing list of SELinux APls aresupported:

i nt sebsd_enabl ed(voi d);
i nt sebsd_enforcing(void);
i nt sebsd | oad _policy(const char *path);

int get _ordered context |ist(const char *user_nhane,
const char *fromcontext, char ***ordered |ist,
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size_t *length);

int get default_context(const char *usernane,
const char *fromcontext, char **default_context);

i nt query_user _context (pam handl e t *panh,
char **ordered_context _list, size_t length,
char **retcontext);

security class_t string_to _security class(const char *s);

int security _get _user_contexts(const char *frontontext,
const char *username, char ***retcontexts,
size_t *ncontexts);

int security_change _context(const char *donai n,
const char *ocontext, security class_t oclass,
char **newcontext);

int security_conmpute_av(struct security_query *query,
struct security _response *response);

SEBSDchos not to export SIDs from the kemel; userspace apgdications will
only have acces to coniext strings. The TrustedSD MAC framenork developed
gereric string-basa labelmanagmentfacilitiesthatarecompdible with all secu
rity policies. By requring textual label representdionsin userspae, TrustedBSD
wasfree to develop applications conforming to a singe standrd, and usertools
may be both labd-aware and policy-agnastic. The SELinux project seemdo be
moving in this direcion aswell, soultimatelythis desgn will allow the SELinux
andSEBSDinterfacesto corveme.

4.4.1 SystemControls

SEBSDusesfive systemcortrols (sysctls) to maintan modulke stateinformation
andto querythe securty sener. The sysctls arewrapped by library functionsin
| i bsebsd. Thesysctk for displaying module stak informationmay be queied
or updded with the normal FreeBSDadminstrative tools suchasthe sysct |
command

15



SystemControl Descrigion \

secuity.mac.sesd.enbrcing Display stateof the enfarcementof policy; allows
modificaion to enalde/disableenforcement

secuity.mac.sesd.sic List SIDSin active useby the secuity sener
secuity.mac.sesd.use sids Lists the SIDscurrently available for transition to
by a givencontext

secuity.mac.sbsd.chagesid | Reportthe SID to relabé to given input soure
context, target context, anda secuity class.
secuity.mac.sésd.compte av | Computeaccess vectoss given input source and
tamget contexts, secuity class andacces vector

4.4.2 SystemCalls

The TrustedBSDMAC framawork includesan entry point function for a multi-
plexed sygem call. SEBSD is currently using this interfaceto suppat the re-
loadng of secuity policy afterboottime. It is antidpatedthat this interfacewill
be corvertedto a sysadl andthatno SEBI-spedfic systen callswill berequired.
Therearethreesygemcallscurrently defined they arelistedin thefollowing table

| SystemCall | Descrption \
int sebsdenfordng() Boolean: is the policy beingenforced
int sebsdavc_toggle() Togglethe stateof the enforcing flag
int sebsdload policy(contchar*path) | Loadthe specfied policy file

4.5 Label ManagementTools

The TrustedBSDMAC Frameavork provides a numberof policy-agngstic inter-
faces for policy-aware appications; theseinterfacesare availablein the stardard
C library. The framewnork provides interfacesto get and setlabek on file sys-
tem objeds (vnodes), soclets, pipes, and network interfaces. Thesegereric la-
beling senicesare usedto make several bast systan binaries policy-aware. The
FreeBSDI s andps utilitiesweremodifiedto repot file andprocesslabels and
thei f conf i g tool wasmodifiedto supprt network device labds. In addtion,
severd new labelmanagmenttoadls areprovided:
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| Progran | Descrigtion

getimac | Retrievefile label

setfma | Setfile label

getpmac | Retriese processlabd

setpnac | Setprocesslabd

setfsnac| Setslabds onthespecified file sysemhierarchy

4.6 SEBSD User SpaceApplications

The SELinux policy compier andinitial file systemlabding tools wereported to
the FreeBSDoperaing systan for usewith SEBSD; thesetools wererenamedo
sebsd_checkpol i cy andsebsd set fi |l es respectively. The policy com-
piler is essentlly unchanged The file sysem labding tool was re-written to
usegereric file hierachy traversal (fts) routinesinstead of the Linux nftw rou-
tines. This tool wasalsousedasthe bask for a geneic file labeing tool, called
set f smac, which is ableto apgdy policy-agrostic labek basal on file specfica-
tions.

SinceSELinuxandSEB® only permitprocesslabd transtions at program execu-
tion time, the FreeBSDlogin proggamwasmaodifiedto usetheexecve_secur e
sysem call to permit new login shells to operae in the proper domain To show
how this maybe dore for othe applications, thecrondaemm wasalsomodifiedto
permitcronjobsto executewith thecorrect label. Thesechangeshave notyetbeen
adgtedby the TrustedBSDMAC framework, so they are SEBSD-spedic appi-
cations. In cortinuing work, the MAC framewvork will desgn a policy-agnastic
interfacefor login, providing compaible supyort.

5 SEBSDLabel Management

5.1 SEBSD Labels

SEBSDmaintans perobjectlabek on processespipes files, file desriptors, and
file systems. Thelabelscontininformationthat SEBI usesto make acces con-
trol decisons. Eachof theobjed-spedfic labd struduresaredefinedn sebsd.| abel s. h.
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5.1.1 Proces Labels

Thet ask_securi ty_struct, definedin sebsd ] abel s. h, contans secu
rity informaton for systen andkernd processesThe MAC framawork storesthese
labds in the processcredential strudure. Thestrudureis definedasfollows:

struct task_security_struct {
security_id_t osid;
security id_t sid;
avc_entry_ref _t avcr;

b

| Field | Descripton |

osid | SID prior to thelastexecwe
sid SID for theprocess
aver | AVC entryrefererce

5.1.2 Mount Labels

TheMAC framavork maintairs two sepratelabds for thekernel mourt strucure;
SEBSDuseshenount _securi ty st ruct tolabd thefile sysemmountpoint

itsdf; thislabel is intendedto be usedto authaize mount,unmoun, andstatcalls.
Thesecaod strudure,thenpunt f s_security_struct, is usedasthe defaut

labd for objectsin thefile systemwhenthefile systemdoesnot support persigent
file labds. As the TrustedSD MAC framavork matures this may be controlled
from userspacewith a mountoption. This would allow the sysem admiristrata
to spedfy aninitial labelatmounttime. Dueto locking concerns neithe labd can
bechangdatrun-time.

struct nmount_security struct {
security id_t sid;
unsi gned char uses_psi ds;
unsi gned char uses_t ask
unsi gned char uses_genfs;
unsi gned char proc;
unsi gned char uses_trans;
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struct nmount _fs_security_struct {
security id_t sid;

Hs

| Field Descrigiion

sid SID for the mount

usespsids | Flag:thisfile system supgportspersstentSIDs
usestask | Flag:usecreatng taskSID for vnodes

usesgerfs | Flag:usesecurity_genfs_si d for vnodes
usestrans | Flag:whethe tocallsecurity_transition_sid
proc Flag: whethe to call pr ocf s_set si d

5.1.3 File and Pipe Labels

Thevnode_security_struct, contans secuity informaton for vnodesand
represenbobjectswithin afile system.Thislabelstrucureis alsousedto labelpipe
objects.

struct vnode_security struct {
security id_t task_sid;
security id_t sid;
security_class_t sclass;
avc_entry ref _t avcr;

H

| Field | Descrigion \
sid SID for thefile (vnode)
tasksid | SID of thecreding process
sclas secuity classof thisfile
avcr AVC entry referaence

5.1.4 File Handle Labels

While it wasnot partof the original desgn, SELinux’s useof file desciptor labek
provided motivation for the TrustedBSDMA C framawvork to provide themaswell.
This recent addtion providesbasicsupport for labeling st ruct fil e objecs
within thekernel andallowsfor accescorntrol chedks. Thef i | e_securi ty_struct
cortainsonly asinglefield holding the SID for the objed.
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struct file_security_struct {
security id_t sid;

s

5.1.5 Network and SystemV IPC Labels

The SEBD moduke doesnotyetprovidelabek for network objects,andthe Trust-
edBSDMA C framevork doesnotcurrently providelabding or accesscontol entry
points for mostof the SystemV IPC subsytem.A prototypeimplemering acces
cortrol entry points for the SystemV IPC sulsysten is nealy complete,andwill
beintegratedinto FreeBSDafter sufficient testing.

5.2 Label Life-cycle

The TrustedBSDMAC frameavork manags all labds with a three state model
that closely matche the life-cycle of mostkernd objects; labek are initialized,
creaed or assodated, and destoyed. While all kernd objectswith MAC labek
have identical life-cycles, they will differ in the asso@tion and creaton phas,
since theseoften requre object-spesific context. For instarce, the assogation of
labds with vnodeswill often be determinedby the capalilitie s of the underlying
file sysem,whethe it is readonly or whetherit suppats extended attributes

Labelinitialization occus whenthe datastrudure for a kerrel objed is first ini-
tialized. At initialization time, SEBSD dynamically allocatesstorage spacefor
perobjed labelsandattactesthemin it’sresewedlabd slot.

At labd credion or assaiation, a label is bound to a spedfic kernel objectand
somelabelfields may be complketedbasedon context spedfic to the objed. Label
credion takes placewhenthe modulecreatesa new labd valuefor a new kernd
object. Thisis differentfrom assogtion, which occus whena previousy labeled
object, suchasafile with a persistert label, hasa label as®ciated with it. In the
caseof file objects,the assa@iation occus whena persstentobjed is readin from
disk; atthis time the persisten label mayalsoberetrieved andassocatedwith the
kerrel object.

Label destriction occuis whenthe kernd object is nolongerneedel by the kernd
senice; atthistime SEBSD freesary allocatedstoragefor the labek.

Thefoll owing table lists the various labellife-cycle entry points usedby SEBSD:
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Entry Point

Descripton

sebsd.l nit credl abel
sebsd.i nit nount | abel
sebsd. nit mount fs 1 abel
sebsd. nit .vhode ] abel
sebsd.init filelabel

Initialize the label for a newly instarti-
atedkemel objed; memoryfor the label
is allocated

sebsd_destr oyl abel

Destro the label on a kernd objed and
free ary asseiated memory; this com-
mon function is usedfor all entry points
in the MAC framenork that dedroy ob-
jectlabels

sebsd_createcred

Setthe labd of a newly creata@ prooess
credantial from the parent labd

sebsd_creat e pi pe

Setthelabel of a newly createl pipe, us-
ing the SID from thecredential of thecre-
atingproocess

sebsd_creat e_procO

Createtheprocesslabel for process0, the
paren of all kemel processesthe SID is
initialized to SECI NI TSI D_.KERNEL

sebsd_createprocl

Createtheprocesslabel for processl, the
pareri of all userproceses(init); the SID
isinitializedto SECI NI TSI DI NI T

sebsd_cr eat e _nount

Fill outthelabd onthemountpointbeing
createl

sebsd_cr eat er oot _-nount

Initialize the SEBD securty sener after
theroot pattition hasbeenmounted pol-
icy is located onroot partition

sebsdcreatefile

Setthe SID of thislabd to the SID of the
processcreatng thefile hardle

sebsd_cr eat e devf s device

sebsd_creat e devfs directory

sebsd_creat e devfs . symink

Complete the file label for the
devfs _dirent being creaed; these
entry points are called when the device
file systen is mountel, regereratel, or
a new device is made available; calls
security_genfs sidtogeneatethe
SID for thenew labd
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5.3 Internalize/Extemalize Operations

In orderto transhtebetwea kemel object labelsanduserspaceextud representa
tions, the TrustedSD MAC framework providesentty point functionsto intemal-
ize andextemalizeprocessandfile labels. SEBD gereratesastringrepresentdion
of labds by compodng the modulenamewith the context string, thesecomporents
aresepaatedwith a‘/’ chalacter Hence,a processlabd would be representedas
‘sebsd/ root : user r: user 1’. Theinterrmalize entry points corvertsstrings
in this formatto a SID.

TheTrustedSDMAC framework alsosuppatsintemalizaion andextemalizaion
of labds on network interfacesandsoclets,but sinceSEBSD doesnot yetaddess
the network layer, thes areunusel.

Thefile andprocessentry points areasfoll ows:

| Entry Point | Descrigion

sebsd_external i ze vnode |l abel | Produ@satext representéion for thefile

labd, alsoused to convert pipelabek

sebsd. nternal i ze vnode ] abel

Produe aninternal file labelbasdon ex-
terndized label datain text format, also
usedto corvert pipelabels

sebsd_external i ze credl] abel

Produesatext repregntatonfor thepro-
cesscreckntial

sebsd. nternal i zecredl abel

Produe an interral process label basa
on externalizedlabd datain text format

5.4 PersistentFile Labels

Within the MAC framework, mountel file systemsare either marked as single
labd or multi-label; this distinction is madeat mounttime. Singledabelfile sys-
temsderive the label for all files from the file sysem mount point. Labelson
singe-label file sysemsmaynot be modified For multi-labelfile systans,thefile
sysemis resmpnsilde for implemerting a perfile souce of labds. Typicaly this
is implemerned asfile sydem extendedattributes The FreeBSDUFS1andUFS2
file systemssuppaot extended attributes and SEBSD usesthe facilities to labd
objects.

The devfs file sydem, like the Linux implementation, maintairs labelsexplicitly
throughthe useof genfs; the SEBSD policy spedfies thelabelsto use.
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Thefoll owing tabledescibeseachof the SEBD entrypoint implemenations that

manag persigentlabek for files.

| Entry Point

Descrption

sebsd copy vnode | abel

Copy the label information alsousedto
copy pipelabds

sebsd_r el abel .vnode

Chang the vnode label to a
nev value; only called sub®-
quent to a sucessfu call to

sebsd_check_vnode.r el abel

sebsd_create.vnodeextattr

Complete the file label for the newly
creaed file and write out the label to
the appopriate extended attribute; calls
security_transition.sidtogen-
erae the SID for the new labd

sebsd_set| abel .vnode extattr

Write the file labd to an extended at-
tribute

sebsd_associ at e vnode devfs

This entrypoint is currently unused

sebsd_associ at e vhode si ngl el abel

Onnon-multilabel file systans,this entry
point setsthe file label basel on the file
sysemlabel

sebsd_associ at e vhode extattr

Attempt to retrieve the file Ilabel
from the apprriate extended at-
tribute; if an extended attribute can-
not be locaed, fallback to using
SECI NI TSI D_UNLABELED

6 SEBSDENtry Point Implementation

6.1 ProcessEntry Points

SEBSDprocessentty point functions managesecuity fields for usercrecdentiak
andperform acces contmol for processoperations. Thefoll owing entry points are

usedto enforce processacces contrd decisons.

SinceSELinux and SEBD only allow processlabelsto change at program exe-
cution time, the MAC Framevork relabé entry point is not used. Likewise, the
relabel acces contol entrypoint, sebsd_check_cr ed_r el abel is configured
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to alwaysdery requests.

The changng of processlabelsat execuion time hasprovento be suficiently dif-
ferent from the behaviorof otherMAC policies,thatthe TrustedSD MAC frame-
work neeadto be modifiedto suppat it.

This execution time label modificatin alsotends to be incompatible with large
sysems,suchasKDE, which usesa custompre-linding mecharsmthat may not
directly invoke execwe(). Likewise, relying on exec-aly relakeling may caus
issteswhenFlaskis portedto the Darwin kernd dueto behavior of someof the
Mac OSX windowcompaents it mayneed to sugporton-demandchangingof the
labd. Whenpoliciesdo permitproces relabeling, the MAC Frameavork doesoffer
addtional protectionsto preventattadks againstprocessmemoryand capdilities
following the subjectlabd change.

Thefoll owing table descibesthe permissonsenforcedby processenty points.

Hook Source Tamet Permissio

sebsd check cred.rel abel N/A N/A alwaysdery

sebsd _check proc debug credential | process | ptrace

sebsd check proc sched credential | process | setsted

sebsd_check _proc_si gnal credatial | process | sigral, sigstm,
sigkill, or sigcnld

6.2 Mount Entry Points

Thefollowing operation enfarcesaccesscontrol chedks whenperfarming a staton
mountstructures

Hook Source Tamet Permissio

sebsd_check _nount st at credantial | filesygem | getatr

6.3 File Entry Points

The SEBD file ently points perfarm acces on files. The FreeBSDkerrel rep-
resentation of files and directories are storal in vnodes; this is the strudure that
containsthefile label. The TrustedSD MAC framewvork addsentry points to the
VFSto contol vnode operations, andthuscontrol file acces.

File labds are protectedby the vnode meta-ata lock, which must be held for
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these cheds. This locking requrementled to the brealup of the relabel operdion
into two separée checls, from andto. It is not possble to hold all vnode locks
necessaryto perfam all acces control chedsin asingle entry point function.

Thefoll owing table descibesthe permissonschecledfor file opemations
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Hook | Source | Tamget | Permissio
sebsd_check vnode_access credential | file read,write, seach
sebsd check vnode open append, or execue
sebsd check vnode chdir credential | directory | seart
sebsd check vnode chr oot
sebsd_check vnode create credantial | directory | addnameseach
file creake
filesydem | ass@iate
sebsd_check vnode del ete credantial | directory | seart, remove_.name,
file rmdir or unlink
sebsd_check_vnode del et eacl credantial | file setatr
sebsd_check vnode set acl
sebsd_check_vnode setextattr
sebsd_check vnode setfl ags
sebsd_check_vnode set node
sebsd_check vnode set owner
sebsd check vnode set uti nmes
sebsd_check_vnode get acl credantial | file getatr
sebsd_check_vnode getextattr
sebsd check vnode st at
sebsd_check vnode exec credential | file execuk_no_trans
process | transtion
file entrypoint
sebsd_check_vnodeli nk credantial | dir seart, add name
file link
sebsd_check_vnode ] ookup credantial | dir sear®
sebsd_check_vnode _mrap credantial | file read,write, or execute
sebsd_check_vnode pol | credantial | file poll
sebsd_check vnode_r ead credential | file read
sebsd_check vnhode r eadl i nk
sebsd_check_vnode r eaddi r credantial | dir read
sebsd_check_vnode r el abel credantial | file relakelfrom, relabdto
filesydem | assaiate
sebsd_check vnode r enane f rom | credetial | dir seart), remove_name
file rename
sebsd_check vnode.renaneto credential | dir add.name seach,
remo/e_name
file rmdir or unlink
sebsd_check_vnodewite credantial | vnode write

TheSEB® moduk doesnotcurrerily implemen thesebsdcheck vnode revoke.
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6.4 PipeEntry Points

The SEBSDpipeentry points perform acces control for interproces communica
tion pipes. The permisionschededfor pipe objectsaresimilar to thosechedked
for file objeds. Thesepermisionsarelisted in the following table

| Hook | Source | Target | Permissio
sebsd check pi pe. oct | credential | fifo file ioctl
sebsd_check pi pe_pol | credantial | fifo file poll
sebsd_check pi peread credantial | fifo file read
sebsd_check pi perel abel credantial | fifo file relakelfrom, relabdto
filesygem | ass@iate
sebsd _check pi pe st at credential | fifo file getatr
sebsd check pipewite credential | fifo filey | write

6.5 File Handle Entry Points

The SEBSDfile hardle entrypoints perform accesscortrol for file desciptor oper-
ations.Eachst ruct fi | e structurecontainsstae suchasthefile offset andfile
flagsfor openfiles. Sincefile desriptors may be shaed amongs processeswith
differentsecuity attributes accessto themmustbe cortrolled.

Thefoll owing table descibesthe permissonsenforcedby file entry points

Hook Source Tamet | Permissio
sebsd check fil ecreate credential | fd creae
sebsd check fil e get flags credential | fd use

sebsd_check fil eget ofileflags
sebsd_check fil e get of fset

sebsd check fil e change fl ags
sebsd_check fil echange ofil efl ags
sebsd_check fi |l e.change of f set

6.6 SystemV IPC

The TrustedSD MAC framewvork doesnot currently support labding of System
V IPC objecs or provideaccesscontrd entry points. Whenthis kernel sulbsystem
is fully supportedby the TrustedBSDMAC framework, SEBD will beupdatd.
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6.7 Network Support

While the TrusteSD MAC framework provideslabeling andacces control for
network devices,soclets,and messagg, the SEBSDmodue does not yet imple-
mentary of theseentry point functions.

6.8 MiscellaneousModule and SystemEntry Points

Theseentry point functionsare called to register and de-register the the SEBD
modulk. Thefoll owing tablelists thes entry points, along with the genert system
call entry point.

Descrigiion |
This entry point is currently unused;the SEBD
moduleinitializesitself whentheroot file sydem
is mouned

This entry point is currently unused; when the
SEB® modde registas with the MAC frame-
work, corfiguration parameers specily that the
frameawork shauld not permitthe SEB® module
from being unloaded

This entry point provides a policy-multiplexed
systen call so that SEBSD may provide addi
tiond senicesto userprocessesvithout register-
ing specfic sygemcalls

| Entry Point
sebsd.init

sebsd_destr oy

sebsd syscal |

The following table lists the permisionsenforcedby miscelaneais sygem and
modulke acces contrd entry points.

| Hook | Source | Tamget | Permissi |
sebsd_check kI d_ oad credaential | capaliity | sysmodule
sebsd check kI d_unl oad
sebsd check kIl d st at
sebsd_check_sysar ch.i oper m| credetial | capallity | sysrawio
sebsd_check_syst emacct credential | capalility | syspacd
sebsd_check_syst emr eboot | credeitial | capaliity | sysboot
sebsd_check _systemsetti ne| credential | capallity | systime
sebsd check syst emswapon | credeitial | file swapa
sebsd._check_syst emswapof f
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Two systam entry points, setsd ched<systan_ sysdl andsebsdcheck sysem nfsd
arenot yet implementel; they control complex operations andrequire further re-
seach.

6.9 Entry Point Comparison

While Linux andFreeBSDboth provide a similar useroperding ervironmen, the
kerrel senices are ratherdifferent, and the kernd implementéons are dramai-
cally different. As aresut, there is no corveniernt way to comparethe LSM and
Truste®BSD MAC framenorks at the entry point (hooK) level. Both framewnorks
support labeing operdions andaccessontrd cheds on file andprocessobjeds,
but the organizaton of theindividualkerrel services(processandVFS) cause the
two secuity framewvorksto diverge.However, since the samebasicoperdionsare
being perfomed,the samesetof permissbnswasappicableto both SEBSD and
SELinux. Oncethe SEBD prototype is complde (including network and System
V IPC suppat), a full andysis canbe doneto verify that the permissons being
enforcedby SEBSD arecompagbleto those enforcedby SELinux.

7 Future Development

The SEBSDmoduleis still under development; labek are not maintaned on all
kerrel objeds suppated by the TrustedBSDMAC framework, andnot all acces
control entry points have beenimplemened. However, the current stateis suf-
ficient to prove that the Flask architecture is sourd andthat it transhteswell to
the FreeBSDplatform. Goingforward, SEBD will provide labeing support and
access contrd cheds for network objeds, pipe objeds, and SystemV IPC. In
addtion, the following list summariesthe itemsthatare currently schediled for
inclusionin the next majorreleaseof SEBI:

e Provide more complet pathinformaton in avc audit message. Currently
the FreeBSDVFS doesnot provide complee path information only file
systemandfile identifiers arerepated. Thereare several appoache that
may betaken to improve pathidentfication.

¢ Re-implemenpolicy loadng mechaisms. Takingtheleadfrom the SELinux
projed, SEBD will likely implemer a userspacepolicy loadng mecha-
nism.
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e Synchranizethe AVC andSecuriy Sener. SinceSEBSD originally branded
from the SELinux developmenttree, the SELinux projed hasmademary
changes and improvemerts; SEBD neals to make certan all importart
changsmadeto the secuity senerandthe AVC arere-integrated.

e Synchraize userspaceAPIs. Recentuserspae API chargesin SELinux
needto be examinad in greaer detail andan attempt will be madeto bring
thetwo APIs asclosetogeheraspossble.

e File system/mant point hooksareincomgete. Thereare someremairing
techntal issues with the ways the TrustedBSDMAC frameavork hardles
mountpoints andmountpoint accesscortrol checls.

8 RecentLinux Changes

Becaug SELinux andthe LSM framawvork are both still works in progess,the
code baseoriginally adgtedfor SEBI hasdiverged from the currert SELinux
developmentbrarch. Recentthangesto SELinuxinclude:

e All API callswerechargedto passcontexts rather than SIDs. As this was
alread/ the interfacethat SEB chos, there is littl e impad due to this
change —ratherit bringsthetwo userspa@ APIs closertogether By having
thetwo APlsalign, it will allow easie& porting of securty-awareapplicatiors
andUnix tools.

e Extendedsysten callsfor passngin asecuity contet atprogramexecuion
time andobjed credion time werereplaedwith aseqwenceof sygemscalls
thatfirst seta securty context foll owed by the opemtion. At this point the
MAC framavork (and SEB®) only makes useof the execve_secur e
extencedsysemecall; the MAC frameavork hasaddedhis sysemcall. Since
the TrustelBSD MAC framavork does not yet pemit atomic objed cre-
ation and labeling sysem calls, the new SELinux interfacewill be exam-
inedin greder detail to determire whethe this apprachwill work well on
FreeBSD.

e Theextendedstatsysem callswerereplacedwith sepaate,orthogonalsys-
temcallsthatonly obtan the searity context. Thisis alrealy the appraach
takenby the TrustedBSDMA C framework.
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e All calls thatreturncontexts or context arraysnow provide autanatic allo-
cationof context buffers and context array buffers of the prope size This
simplifiesthe interface,asuserapplicatiors no longe mustguessaninitial
sizeandretry with alarger buffer uponfailure. SEBSD implemens mary of
theseinterfacesassysctk, soit may not be appr@riateto allocae memory
on behalf of thecaller—thisissue will be examinedin further detal.

e The policy loading API takesa (dat a, si ze) pair ratherthana Unix
pathname.The SELinuxmodue no longerdiredly opers files from within
theLinux kerrel. With the new interface,a use space applicationwill open
the file, mmapit, andcall security_| oad_policy with a pointerto
the policy data Sinceit is preferableto avoid file accessrom within the
FreeBSDkernd, it is likely that SEBD will take this appraachaswell. It is
possile thatthe TrustedSD MAC frameavork will needto be modifiedto
suppat this behavior

For the mostpart, these changswill bring the userspae APIs for SEBD and
SELinux close togaher The otherchangesto SELinux arelikely to be adgted
by SEBD, andwith theuseof auserspae secuity library, remainng API differ-
ences maybe abstrated,allowing use applications to remainlargely compatble.

9 Getting the Software

TheTrustelBSDMAC Framavork, aswell asanumbe of samplepolicy modukes,
are presat in the FreeBSD5.0 distribution. This software may be downloaded
from:

http://ww. FreeBSD. or g/

TheMAC Framavork is distributed unde atwo-clauseBerkeley-style open soure
license,permiting unlimited non-profit or for-profit reusein bothopensourceand
closed soure products. Additional informaton on the TrustedBSDProjed and
SEBSDmaybe foundat:

http://ww. Trust edBSD. or g/

Much of the LSM Framavork is currently includedin the current Linux develop-
mentkernd releags. This software may be downloadedfrom:

http://ww. kernel . org/
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Additionalinformationabou the LSM Framevork is availableat:

http://1smimmunix. org/

The SELinuxsoftwareanddocumentaton is available at:

http://ww. nsa. gov/ sel i nux/
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