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Abstract:

This document contains approved errata pertaining to the OASIS Standard, Web Services
Security: SAML Token Profile 1.1 [WSS: SAML Token Profile 1.1] . The errata has been
approved by the OASIS Web Services Technical Committee.

Status:
This document is an OASIS Approved Errata for the OASIS Standard. The standard was
approved by the OASIS membership on 1 February 2006.

Technical Committee members should send comments on this specification to the Technical
Committee’s email list. Others should send comments to the Technical Committee by using the
“Send A Comment” button on the Technical Committee’s web page at www.oasis-
open.org/committees/wss.

For information on whether any patents have been disclosed that may be essential to
implementing this specification, and any offers of patent licensing terms, please refer to the
Intellectual Property Rights section of the Technical Committee web page (www.oasisopen.
org/committees/wss/ipr.php.
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Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that
might be claimed to pertain to the implementation or use of the technology described in this document or
the extent to which any license under such rights might or might not be available; neither does it represent
that it has made any effort to identify any such rights. Information on OASIS's procedures with respect to
rights in OASIS specifications can be found at the OASIS website. Copies of claims of rights made
available for publication and any assurances of licenses to be made available, or the result of an attempt
made to obtain a general license or permission for the use of such proprietary rights by implementors or
users of this specification, can be obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent applications, or
other proprietary rights which may cover technology that may be required to implement this specification.
Please address the information to the OASIS Executive Director.

Copyright (C) OASIS Open 2002-2006. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published and
distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and
this paragraph are included on all such copies and derivative works. However, this document itself may
not be modified in any way, such as by removing the copyright notice or references to OASIS, except as
needed for the purpose of developing OASIS specifications, in which case the procedures for copyrights
defined in the OASIS Intellectual Property Rights document must be followed, or as required to translate it
into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors
or assigns.

This document and the information contained herein is provided on an "AS IS" basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR
ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

OASIS has been notified of intellectual property rights claimed in regard to some or all of the contents of
this specification. For more information consult the online list of claimed rights.
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1 Issues Addressed

Corrections to the following issues, as they pertain to the OASIS Standard, Web Services Security: SAML
Token Profile 1.1 [WSS: SAML Token Profile 1.1], are defined in this document:

Issue Description
463 Errors in WSS-Security specification and profile. (sent to Kelvin)
464 Assertion substitution and holder-of-key

The issues are described in detail in the Issues List [WSS-Issues] of the OASIS Web Services Security
Technical Committee.

wss-v1.1-errata-0s-SAMLTokenProfile 1 November 2006
Copyright © OASIS Open 2002-2006. All Rights Reserved. Page 4 of 11



69

70

71
72

2 Editorial/Typographical Corrections
Issue 463

In “Table-1 Namespace Prefixes” of section 2.2 “Namespaces”, corrected URI for xenc by adding missing

“#” to the end of the URI.
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3 Corrections to Non-Normative Content
Issue 464

In section 3.5.1.1, Attesting Entity”, inserted the following paragraph (with footnote) following line 695:

The attesting entity MAY protect against substitution of a different but equivalently confirmed!
assertion by including, as described in section 3.4.3 "SAML Assertion Referenced from SignedInfo”,
the SAML assertion (or an unambiguous reference to it) in the content signed to demonstrate
knowledge of the confirmation key.

Added the parenthetical phrase “(including any SAML statements)” to the second paragraph of section
3.5.1.2. “Receiver”, such that it reads as follows:

If the receiver determines that the attesting entity has demonstrated knowledge of a subject
confirmation key, then the subjects and claims of the SAML statements confirmed by the key MAY be
attributed to the attesting entity and any content of the message (including any SAML statements)
whose integrity is protected by the key MAY be considered to have been provided by the attesting
entity.

Added the following paragraph to the end of section 4.5 “Message Modification”.
To ensure that message receivers can have confidence that an assertion with an equivalent
confirmation key has not been substituted for the assertion used by the attesting entity, the attesting

entity MAY include the assertion (or an unambiguous reference to it) in the attested for (i.e., signed)
message content.

"Two holder-of-key confirmed assertions are equivalently confirmed if they may be confirmed using the
same confirmation key.
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» 4 Corrections to Normative Content

93  None
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