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1 Introduction

In this document, we consider a distributed computing environment consisting of WS-Resources.
The definition of WS-Resource, in terms of its relationship with a Web service, is detailed in the
WS-Resource specification [WS-Resource].

The lifetime of a WS-Resource is defined as the period between its instantiation and its
destruction. The WS-ResourceLifetime specification standardizes the means by which a WS-
Resource can be destroyed. The specification also defines the means by which the lifetime of a
WS-Resource can be monitored. However, this specification does not prescribe (nor proscribe)
the means by which a WS-Resource is created.

Normally, a service requestor’s interest in a WS-Resource is for some period of time - rarely is it
indefinite. In many scenarios, it is appropriate for clients of a WS-Resource to cause its
immediate destruction. The immediate destruction of a WS-Resource may be accomplished using
the message exchanges defined in this specification.

In addition, this specification defines the means by which a resource may be destroyed after a
period of time. In a distributed computing environment, a client may become disconnected from
the service provider's endpoint and therefore may be unable to, or unwilling to, cause the
immediate destruction of the WS-Resource. This specification defines the means by which any
client of a WS-Resource may establish and extend the scheduled termination time of a WS-
Resource. If that time expires, the WS-Resource may self-destruct without the need for an explicit
destroy request message from a client. Periodically extending the termination time of a WS-
Resource can serve to extend its lifetime. WS-ResourceLifetime defines a standard message
exchange by which a service requestor can establish and renew a scheduled termination time for
the WS-Resource, and defines the circumstances under which a service requestor can determine
that this termination time has elapsed.

A service requestor may want to determine the current time and the termination time of a WS-
Resource. WS-ResourceLifetime defines resource properties, as defined in [WS-
ResourceProperties], for accessing this information.

WS-ResourcelLifetime is inspired by a portion of the Global Grid Forum’s “Open Grid Services
Infrastructure (OGSI) Version 1.0” specification [OGSI].

1.1 Goals and Requirements

The goal of WS-ResourceLifetime is to standardize the terminology, concepts, message
exchanges, WSDL and XML needed to monitor the lifetime of, and destroy, WS-Resources as
defined in [WS-Resource].

1.1.1 Requirements
This specification intends to meet the following requirements:

o Define the standard message exchange by which a requestor can request the immediate
destruction of a WS-Resource.

o Define the means by which a service requestor can set an initial termination time for the
scheduled termination of a WS-Resource.

o Define the means by which a service requestor can update the termination time
associated with a WS-Resource that is scheduled for termination.
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o Define the means by which a service requestor can determine the current termination
time as known by a WS-Resource.

This specification MUST NOT require entities in the system to share synchronized clocks.

1.1.2 Non-Goals

The following topics are outside the scope of this specification:

e Itis not an objective of this specification to define the message exchanges representing
the function of a WS-Resource factory. Factory requirements are too varied to allow a
general-purpose factory message exchange to be usefully defined.

1.2 Terminology

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in RFC 2119.

When describing abstract data models, this specification uses the notational convention used by
the [XML Infoset]. Specifically, abstract property names always appear in square brackets (e.g.,
[some property]).

This specification uses a notational convention, refered to as “Pseudo-schemas” in a fashion
similar to the WSDL 2.0 Part 1 specification. A Pseudo-schema uses a BNF-style convention to
describe attributes and elements:

e ?'denotes optionality (i.e. zero or one occurrences),
e * denotes zero or more occurrences,

e “+'one or more occurrences,

e ['and ] are used to form groups,

e |'represents choice.

e Attributes are conventionally assigned a value which corresponds to their type, as
defined in the normative schema.

<!-- sample pseudo-schema -->
<element
required_attribute_of type QName="xs:QName"
optional_attribute_of type_string="xs:string"? >
<required_element />
<optional_element />?
<one_or_more_of these_elements />+
[ <choice_1 /> | <choice_2 /> ]*
</element>

Where there is disagreement between the separate xml schema and wsd Ifiles describing the
messages defined by this specification and the normative descriptive text (excluding any pseudo-
schema) in this document, the normative descriptive text will take precedence over the separate
files. The separate files take precedence over any pseudo-schema and over any schema and
wsdl included in the appendices.
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146 1.3 Namespaces

147  The following namespaces are used in this document:

Prefix Namespace

sl1 http://schemas.xmlsoap.org/soap/envelope/
wsa http://www.w3.0rg/2005/08/addressing
wsrf-rp http://docs.oasis-open.org/wsrf/rp-2

wsrf-rpw | http://docs.oasis-open.org/wsrf/rpw-2

wsrf-bf http://docs.oasis-open.org/wsrf/bf-2

wsrf-bfw | http://docs.oasis-open.org/wsrf/bfw-2

wsrf-rl http://docs.oasis-open.org/wsrf/rl-2

wsrf-riw http://docs.oasis-open.org/wsrf/riw-2

wstop http://docs.oasis-open.org/wsn/t-1
xsd http://www.w3.0rg/2001/XMLSchema
XSi http://www.w3.0rg/2001/XMLSchema-instance
148
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1.4 Fault Definitions

All faults generated by a WS-Resource SHOULD be compliant with the WS-BaseFaults [WS-

BaseFaults] specification.

All faults defined by this specification MUST use the following wsa:Action
URI:
http://docs.oasis-open.org/wsrf/fault

wsrf-WS-ResourceLifetime-1.2-spec-0s
Copyright © OASIS Open 2006. All Rights Reserved.

1 April 2006
Page 6 of 30



157

158
159

160
161

162

163
164
165

166

2 Terminology and Concepts

This section specifies the notations, namespaces, and terminology used in this specification.

For definitions of the terms WS-Resource and WS-Resource Reference please refer to the WS-
Resource [WS-Resource] specification.

For definitions of the terms Resource Property, Resource Properties Document, Resource
Property Element and Resource Property Value, please refer to the WS-Resource Properties
[WS-ResourceProperties] specification.
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3 Example

Consider the case of a subscription entity within a notification system such as WS-
BaseNotification [WS-BaseNatification]. This situation is depicted in the following figure:

—2
Subscribe(.

ubscriber

o
SO <Z@§>;@

Subscription

Figure 1 - Example WS-Resource Creation

A service requestor (1), playing the role of a subscriber, sends a subscribe message (2) to a
NotificationProducer (3) because it wishes to receive notifications related to a particular situation
such as a failure of a component. A subscription WS-Resource (4) is created as a result of the
subscribe message, and a WS-Resource Reference (5) [WS-Resource] is returned to the
requestor. As part of the application-specific understanding of the subscribe message exchange,
both the requestor and provider understand that part of the semantics of processing a subscribe
message is the creation (usually for a limited period of time) of a subscription WS-Resource. The
subscribe request message contains the initial scheduled termination time of the subscription
WS-Resource.

The reference that is returned as a result of the subscribe message is a WS-Resource Reference
as described in [WS-Resource]. It contains a reference that refers to the newly-created
subscription state represented by the WS-Resource. The endpoint reference (as enumerated by
the WS-Addressing embodiment) also contains the address of the Web service component of the
WS-Resource that implements the message exchanges defined by WS-BaseNotification’s
SubscriptionManager interface.

Subsequent to the creation of the subscription WS-Resource, the application-specific behavior of
delivering notifications continues. Occasionally, the subscriber may examine the subscription WS-
Resource using standard WS-ResourceLifetime resource properties to inquire about the
remaining time before the subscription WS-Resource may be destroyed. If the subscriber wishes
to extend the lifetime of the subscription WS-Resource beyond its scheduled termination time, it
sends a specific WS-ResourceLifetime message to the subscription WS-Resource referenced by
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its WS-Resource Reference, prior to the expiration of its current scheduled termination time. The
response to this message contains the (potentially unchanged) termination time associated with
the subscription WS-Resource.

When the subscriber no longer wishes to receive notifications, it may cause the immediate
destruction of the subscription WS-Resource by sending another WS-ResourceLifetime message
to the WS-Resource through use of its WS-Resource Reference. As another option, it may simply
allow the termination time of the subscription WS-Resource to expire, at which time the
subscription WS-Resource may be destroyed.
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4 Immediate Destruction

A WS-Resource MAY support a message exchange pattern that allows a service requestor to
request its immediate destruction.

The format of the destroy request message is:

<wsrf-rl:Destroy/>

The wsa:Action MUST contain the URI: “http://docs.oasis-open.org/wsrf/riw-2
/ImmediateResourceTermination/DestroyRequest”.

If the WS-Resource accepts the DestroyRequest message, upon receipt of this message the WS-
Resource MUST either return the following DestroyResponse message to acknowledge
successful destruction, or return a fault message indicating failure.

<wsrf-rl:DestroyResponse />

The receipt of the DestroyResponse message serves as a confirmation of the destruction of the
WS-Resource. Once it has sent a DestroyResponse message, any further message exchanges
directed at the subject WS-Resource MUST respond with a fault. In the absence of any other fault
conditions that may take precedence this MUST be the “ResourceUnknownFault” fault message
enumerated in the WS-Resource [WS-Resource] specification.

If the WS-Resource does not respond to the Destroy request with the DestroyResponse message
then it MUST send a fault. This specification defines the following faults associated with failure to
process the Destroy request message, in addition to those faults defined for all WS-Resources in
[WS-Resource]

e ResourceNotDestroyedFault
0 The WS-Resource could not be destroyed for some reason.

One of these faults, or a specialization thereof, SHOULD be sent upon failure although other fault
messages MAY be returned instead.

The wsa:Action MUST contain the URI: “http://docs.oasis-open.org/wsrf/riw-
2/ImmediateResourceTermination/DestroyResponse”.

4.1 Example SOAP Encoding of the Destroy Message Exchange

The following is a non-normative example of a DestroyRequest message using SOAP 1.1 [SOAP
1.1]:
<sll:Envelope . . .>
<sll:Header>
<wsa:Action>
http://docs.oasis-open.org/wsrf/riw-

2/ ImmediateResourceTermination/DestroyRequest

</wsa:Action>
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</sll:Header>
<sll:Body>
<wsrf-rl:Destroy/>
</sl11:Body>
</sll:Envelope>

The following is an example DestroyResponse message using SOAP 1.1 [SOAP 1.1]:

<sll:Envelope . . .>
<sll:Header>

<wsa:Action>
http://docs.oasis-open.org/wsrf/riw-
2/ ImmediateResourceTermination/DestroyResponse
</wsa:Action>

</sll:Header>
<s11:Body>
<wsrf-rl:DestroyResponse />
</sl11:Body>
</slil:Envelope>

wsrf-WS-ResourceLifetime-1.2-spec-0s
Copyright © OASIS Open 2006. All Rights Reserved.

1 April 2006
Page 11 of 30



263

264
265
266
267
268
269

270
271
272

273
274
275
276

277
278

279

280
281
282
283
284

285
286
287
288

289
290
201
292
293
294
295
296
297
298

299

300
301
302
303
304
305

306

5 Scheduled Destruction

A time-based approach MAY be used for managing the destruction of a WS-Resource. In this
case, the WS-Resource has an associated termination time that defines the time after which the
WS-Resource is expected to be destroyed and thus before which the WS-Resource can
reasonably be expected to be available. As defined in the following subsections, a WS-
Resource’s termination time may be inspected through the TerminationTime resource property,
and may be changed using the SetTerminationTime request message.

Typical use of scheduled destruction is to allow a service requestor to keep a WS-Resource
active by adjusting the WS-Resource’s termination time to some appropriate point in time using
the SetTerminationTime request message.

Note that termination time is not required to monotonically increase, nor is a service required to
accept a requested termination time. An implementation MAY refuse a request to adjust
termination time for various reasons, including, for example, to enforce a policy that allows
termination time to only change monotonically.

If a WS-Resource wishes to provide support for scheduled WS-Resource destruction, it MUST
support all of the message exchanges and resource properties specified in this section.

5.1 Regarding Time

This specification assumes that services and clients use the UTC global time standard,
expressed as type dateTime from XML Schema. Note that xsd:dateTime includes an optional
designation of a time zone. The use of the time zone designation is RECOMMENDED. In the
absence of the time zone designation, the xsd:dateTime value MUST be interpreted as universal
time (UTC).

The approach allows operations and resource properties to refer unambiguously to absolute
times. However, assuming the UTC time standard to represent time does not imply any particular
level of clock synchronization between clients and services. No specific accuracy of
synchronization is specified or expected by this specification, as this is a service-quality issue.

The scheduled destruction operations and resource properties have been designed to allow for
tolerance of lack of clock synchronization between clients and services. The CurrentTime
resource property may be used by a client to determine the clock skew between the client and the
service, within a margin of error determined by the round-trip latency of the message exchange to
retrieve that value. This clock skew and margin of error can then be factored into subsequent
decisions of when to send subsequent requests to change the termination time, and what
termination times to request. The skew can also be monitored and adjusted with each
SetTerminationTime message exchange, based on the CurrentTime that is returned from this
request. This approach can also be used, to a limited extent, to accommodate clocks that “jump”
either forward or backward in time.

5.2 Querying Current Time

In order to assist the service requestor in inspecting and setting a WS-Resource’s termination
time without requiring a specific accuracy of clock synchronization between the service requestor
and the service provider, the WS-Resource must provide information about its local time. If the
SetTerminationTime request is supported, the resource properties document MUST include a
resource property element that provides the current time as it is known by the WS-Resource. The
form of this resource property element is:
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<wsrf-rl:CurrentTime>xsd:dateTime</wsrf-rl:CurrentTime>

The resource properties definition of the WS-Resource MUST contain exactly one element of
QName wsrf-rl;:CurrentTime. The constraints on this element are as follows:

Jwsrf-rl:CurrentTime

A WS-Resource MUST NOT allow the CurrentTime resource property to be modified by a
SetResourceProperties request message as defined in [WS-ResourceProperties].

If the element does not include the time zone designation, the value of the element MUST be
interpreted as universal time (UTC).

5.3 Determining Current Termination Time

If the SetTerminationTime request is supported, the WS-Resource MUST provide a resource
property element that indicates the current termination time of the WS-Resource. The form of this
resource property element is:

<wsrf-rl:TerminationTime xsi:nil="xsd:boolean”?>xsd:dateTime</wsrf-
rl:TerminationTime>

The resource properties definition of the WS-Resource MUST contain exactly one element of
QName wsrf-rl: TerminationTime. The constraints on this element are as follows:

/wsrf-rl: TerminationTime

The time, relative to the time source used by the WS-Resource, after which the WS-
Resource MAY be destroyed.

If the value of this resource property element contains the xsi:nil attribute with value “true”
then the lifetime of the WS-Resource is considered to be indefinite; that is, there is no
scheduled destruction time.

A WS-Resource MUST NOT allow the TerminationTime resource property to be modified
by a SetResourceProperties request message as defined in [WS-ResourceProperties].

If the element does not include the time zone designation, the value of the element MUST
be interpreted as universal time (UTC).

5.4 Requesting Change to Termination Time

The SetTerminationTime request message MUST be implemented by a WS-Resource supporting
scheduled destruction in order to allow a requestor to change its scheduled termination time.
There are two forms of the SetTerminationTime message described by the ‘choice’ in the
following pseudo-schema:

<wsrf-rl:SetTerminationTime>
[<wsrf-rl:RequestedTerminationTime xsi:nil="xsd:boolean?>
xsd:dateTime
</wsrf-rl:RequestedTerminationTime>]

[<wsrf-rl:RequestedLifetimeDuration>
xsd:duration
</wsrf-rl:RequestedLifetimeDuration>]
</wsrf-rl:SetTerminationTime>

The wsa:Action MUST contain the following URI: “http://docs.oasis-open.org/wsrf/rlw-
2/ScheduledResourceTermination/SetTerminationTimeRequest”.
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Further constraints on the processing of the SetTerminationTimeRequest message are as
follows:

/wsrf-rl:SetTerminationTime/wsrf-rl:RequestedTerminationTime

This is the new WS-Resource termination time that is being requested by the client. This
value is interpreted relative to the time source known to the WS-Resource. If the element
does not include the time zone designation, the value of the element MUST be interpreted
as universal time (UTC).

If the value is “in the past” relative to the current time as known by the WS-Resource, then
the WS-Resource MAY be destroyed immediately. This facility provides the ability to support
an asynchronous form of immediate destruction.

If the value is xsi:nil, then the intent of the service requestor is to specify there is no
scheduled termination time for the WS-Resource. In such situations it is RECOMMENDED
that the WS-Resource support the immediate WS-Resource destruction operations
described in Section 4.

Iwsrf-rl:SetTerminationTime/wsrf-rl:RequestedLifetimeDuration

The new TerminationTime requested by the client is to be calculated by adding the duration
of time specified in the message to the CurrentTime known to the WS-Resource.

If a zero or negative duration is specified then the WS-Resource MAY be destroyed
immediately. This facility provides the ability to support an asynchronous form of immediate
destruction.

A WS-Resource that receives this message MAY reject the request to change the WS-
Resource’s termination time for any reason (e.g. policy). In this case, a fault message MUST be
returned to the service requestor.

If a WS-Resource accepts the request to set the WS-Resource’s termination time, it MUST
update the TerminationTime resource property of the WS-Resource to the value specified in the
message or to a value “in the future” relative to the requested time. If the SetTerminationTime
request message is accepted, the WS-Resource MUST respond with the following message:

<wsrf-rl:SetTerminationTimeResponse>
<wsrf-rl:NewTerminationTime xsi:nil="xsd:boolean”?>
xsd:dateTime
</wsrf-rl:NewTerminationTime>
<wsrf-rl:CurrentTime>
xsd:dateTime
</wsrf-rl:CurrentTime>
<wsrf-rl:SetTerminationTimeResponse>

Further constraints on the SetTerminationTimeResponse message are as follows:
/wsrf-rl:SetTerminationTimeResponse/wsrf-rl:NewTerminationTime

This value MAY be “in the future” relative to the xsd:dateTime requested by the service
requestor in the SetTerminationTime request message.

This value reflects the new date and time at which the WS-Resource is scheduled to be
destroyed. If the value is xsi:nil, it implies that the resource will not be destroyed for an
indefinite period of time. In such situations, it is RECOMMENDED that the WS-Resource
support the immediate WS-Resource destruction operations outlined in Section 4.
This value MUST also be reflected through the value of the TerminationTime resource
property.

/wsrf-rl:SetTerminationTimeResponse/wsrf-rl:CurrentTime
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This value MUST be the time, as it is known by the WS-Resource, at which the WS-
Resource processed this SetTerminationTimeRequest.

If the WS-Resource does not respond to the SetTerminationTime request with the
SetTerminationTimeResponse message then it MUST send a fault. This specification defines the
following faults associated with failure to process the SetTerminationTimeResponse request
message, in addition to those faults defined for all WS-Resources in [WS-Resource]

e UnableToSetTerminationTimeFault
0 The request for termination time could not be changed for some reason.
¢ TerminationTimeChangeRejectedFault

0 Inthe case where a WS-Resource is willing to update its TerminationTime, but only
with a value “in the past” relative to the requested termination time, then the WS-
Resource MAY include a “hint” in the TerminationTimeRejectedFault message
indicating the time to which it is willing to extend its TerminationTime.

One of these faults, or a specialization thereof, SHOULD be sent upon failure although other fault
messages MAY be returned instead.

The wsa:Action MUST contain the following URI: “http://docs.oasis-open.org/wsrf/rlw-
2/ScheduledResourceTermination/SetTerminationTimeResponse”.

5.5 Example SOAP Encoding of the SetTerminationTime
Message Exchange

The following is a non-normative example of a SetTerminationTime request message using
SOAP 1.1 [SOAP 1.1]:

<sll:Envelope . . .>
<sll:Header>
<wsa:Action>
http://docs.oasis-open.org/wsrf/riw-
2/ScheduledResourceTermination/SetTerminationTimeRequest
</wsa:Action>

</sll:Header>
<sl1ll1:Body>
<wsrf-rl:SetTerminationTime>
<wsrf-rl:RequestedTerminationTime>
2001-12-31T12:00:00Z
</wsrf-rl:RequestedTerminationTime>
</wsrf-rl:SetTerminationTime>
</sll:Body>
</sll:Envelope>

The following is an example SetTerminationTimeResponse message using SOAP 1.1 [SOAP
1.1]:
<sll:Envelope . . . >

<sll:Header>

<wsa:Action>
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446 http://docs.oasis-open.org/wsrf/riw-
447 2/ScheduledResourceTermination/SetTerminationTimeResponse
448 </wsa:Action>

449 - - -

450 </sll:Header>

451 <s11:Body>

452 <wsrf-rl:SetTerminationTimeResponse>
453 <wsrf-rl:NewTerminationTime>

454 2001-12-31T12:00:00Z

455 </wsrf-rl:NewTerminationTime>

456 <wsrf-rl:CurrentTime>

457 2001-12-31T11:00:00Z

458 </wsrf-rl:CurrentTime>

459 </wsrf-rl:SetTerminationTimeResponse>
460 </sl11:Body>

461 </sll:Envelope>

462 5.6 Termination Time Expiration

463 If the service requestor fails to successfully update the termination time of a WS-Resource before
464  the termination time expires, the WS-Resource MAY be destroyed and therefore no longer be
465 accessible. Termination time has expired when the termination time of the WS-Resource (as

466 reflected by the value of the WS-Resource’s TerminationTime resource property element) is “in
467  the past” relative to the current time as expressed in the value of the WS-Resource’s CurrentTime
468 resource property element.

469  The specific mechanisms employed to destroy the WS-Resource after termination time has

470 expired is implementation dependent. An implementation MAY delay destruction of the WS-

471  Resource at its own discretion. The requestor MUST NOT depend on the destruction of the WS-
472  Resource occurring at termination time expiration but SHOULD assume that the WS-Resource is
473 no longer accessible after termination time has expired.

474
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6 Notification of Resource Destruction

A WS-Resource MAY choose to support the pattern of notifying interested parties when it is
destroyed. If a WS-Resource chooses to support this pattern and if the WS-Resource uses WS-
BaseNotification [WS-BaseNotification] to implement this pattern, then it MUST follow the
approach described in this section. An implementation MAY choose to not support this pattern, or
it MAY choose to do so using some means other than WS-BaseNotification; in such
circumstances, the implementation MAY ignore the approach described in this section.

If the WS-Resource is also a NotificationProducer, according to the WS-BaseNoatification
specification [WS-BaseNotification], then it SHOULD provide a topic [WS-Topics] to allow
requestors to subscribe for notification of its destruction. The notification applies to both
immediate and scheduled destruction. The form of the topic is:

<wstop:TopicNamespace name="‘ResourcelLifetime"
targetNamespace=
“http://docs.oasis-open.org/wsrf/ril-2"
., >
<wstop:Topic name="ResourceTermination”™ ..>
<wstop:MessagePattern>
<wsrf-rp:QueryExpression
dialect="http://www.w3.0rg/TR/1999/REC-xpath-19991116™ >
boolean(/*/TerminationNotification)
</wsrf-rp:QueryExpression>
</wstop:MessagePattern>
</wstop:Topic>
</wstop:TopicNamespace>

The value of /wstop:Topic/@MessageTypes is implementation-dependent; this specification does
not define the exact content of the notification messages produced on this topic. However, the
notification message associated with this topic MUST contain the following element:
<wsrf-rl:TerminationNotification>

<wsrf-rl:TerminationTime xsi:nil="xsd:boolean”?>xsd:dateTime</wsrf-
rl:TerminationTime>

<wsrf-rl:TerminationReason>xsd:any</wsrf-rl:TerminationReason>?
</wsrf-rl:TerminationNotification>

This constraint is specified in the /wstop:Topic/wstop:MessagePattern element. The
TerminationNotification element is further constrained as follows:

/wsrf-rl; TerminationTime
This element contains the date and time when the WS-Resource was destroyed.
/wsrf-rl; TerminationReason

This OPTIONAL element contains an explanation of the situation surrounding the
destruction of the WS-Resource. This element is specific to the type of the WS-Resource
that was destroyed.

A requestor would send a subscribe request message, following the WS-BaseNotification
specification, specifying the “ResourceTermination” topic and referencing a chosen WS-Resource
using a WS-Resource Reference [WS-Resource].
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7 Security Considerations

This specification defines the message exchanges used to request the destruction of a WS-
Resource, or to obtain information about the termination time of the WS-Resource. In this context,
there are two categories of security aspects that need to be considered: (a) securing the
message exchanges and (b) securing the operations that perform the WS-Resource destruction.

7.1 Securing the Message Exchanges

When messages are exchanged between a requestor and a WS-Resource in order to access or
act upon one or more resource properties, it is RECOMMENDED that the communication
between the services be secured using the mechanisms described in WS-Security.

7.2 Securing Resource Destruction

Given that WS-ResourceLifetime defines a mechanism to destroy WS-Resources, security
policies should be established to ensure that only authorized requestors can destroy a WS-
Resource. Authorization policies should be defined so that the implications of destroying a WS-
Resource either through immediate requests or by setting termination time, are considered. The
two approaches for destruction may be considered equivalent for authorization reasons. In other
words, an authorization policy that describes the ability to perform a Destroy operation on a WS-
Resource, conforming to the ImmediateResourceTermination portType, may also need to be
applied when the SetTerminationTime operation is performed on the same resource.

It should be noted that this specification does not allow modifications to the CurrentTime and
TerminationTime resource properties through the SetResourceProperty request message of WS-
ResourceProperties. Therefore, there should be no authorization enforcement performed when
these resource properties are accessed using the Set request message; however, it should be
left to the runtime to enforce the requirement as specified. Given a requestor can subscribe for
notification of the destruction of the resource using “ResourceLifetime” topic, the security
considerations specified in WS-BaseNotification specification are applicable to this topic.
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Appendix B. XML Schema

The XML types and elements used in this specification are included here for convenience. The
authoritative version of this schema document is available at

http://docs.oasis-open.org/wsrf/rl-2.xsd

<?xml version="1.0" encoding="UTF-8"?>
<l--

OASIS takes no position regarding the validity or scope of any
intellectual property or other rights that might be claimed to pertain
to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or
might not be available; neither does It represent that It has made any
effort to identify any such rights. Information on OASIS"s procedures
with respect to rights in OASIS specifications can be found at the
OASIS website. Copies of claims of rights made available for
publication and any assurances of licenses to be made available, or the
result of an attempt made to obtain a general license or permission for
the use of such proprietary rights by implementors or users of this
specification, can be obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary rights
which may cover technology that may be required to implement this
specification. Please address the information to the OASIS Executive
Director.

Copyright (C) OASIS Open (2005). All Rights Reserved.

This document and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explain it or
assist in its implementation may be prepared, copied, published and
distributed, in whole or in part, without restriction of any kind,
provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
document itself may not be modified in any way, such as by removing the
copyright notice or references to OASIS, except as needed for the
purpose of developing OASIS specifications, In which case the
procedures for copyrights defined in the OASIS Intellectual Property
Rights document must be followed, or as required to translate it into
languages other than English.

The limited permissions granted above are perpetual and will not be
revoked by OASIS or its successors or assigns.

This document and the information contained herein is provided on an
"AS IS" basis and OASIS DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE
INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

==

<xsd:schema

xmIns="http://www.w3.0rg/2001/XMLSchema"
xmIns:xsd="http://www.w3.0rg/2001/XMLSchema*
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance""
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xmIns:wsrf-rl="http://docs.oasis-open.org/wsrf/rl-2"
xmIns:wsrf-bf="http://docs.oasis-open.org/wsrf/bf-2"
elementFormDefault="qualified" attributeFormDefault=""unqualified"
targetNamespace=""http://docs.oasis-open.org/wsrf/ri-2">

<xsd: import namespace="http://docs.oasis-open.org/wsrf/bf-2"
schemalLocation="http://docs.oasis-open.org/wsrf/bf-2_xsd" />
<l--

Resource Property Related
-—>
<Il--

==== Resource Properties for ScheduledResourceTermination ====
==

<xsd:element name="CurrentTime" >
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="'xsd:dateTime"™ >
<xsd:anyAttribute namespace="##other"
processContents="l1ax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>

<xsd:element name=""TerminationTime" nillable="true">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base=""xsd:dateTime" >
<xsd:anyAttribute namespace="##other"
processContents="l1ax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>

<xsd:element name="'ScheduledResourceTerminationRP">
<xsd:complexType>
<xsd:sequence>

ref="wsrf-rl:TerminationTime" />
</xsd:sequence>
</xsd:complexType>
</xsd:element>

<l-- ====== Message Types for ImmediateResourceTermination ======= -
<xsd:element name="Destroy'">
<xsd:complexType />
</xsd:element>
<xsd:element name="'DestroyResponse''>
<xsd:complexType />
</xsd:element>

<xsd:complexType name='"ResourceNotDestroyedFaultType">
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<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType" />
</xsd:complexContent>
</xsd:complexType>
<xsd:element name="ResourceNotDestroyedFault" type="wsrf-
rl:ResourceNotDestroyedFaul tType™ />

<l-- ====== Message Types for ScheduledResourceTermination ======= -

<xsd:element name="SetTerminationTime">
<xsd:complexType>
<xsd:choice>
<xsd:element name="RequestedTerminationTime"
nillable="true" type="'xsd:dateTime" />
<xsd:element name="RequestedLifetimeDuration®
type=""xsd:duration” />
</xsd:choice>
</xsd:complexType>
</xsd:element>

<xsd:element name="SetTerminationTimeResponse">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="NewTerminationTime"
nillable="true" type="xsd:dateTime" />
<xsd:element name="CurrentTime"
type=""xsd:dateTime" />
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:complexType name="UnableToSetTerminationTimeFaultType">
<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType" />
</xsd:complexContent>
</xsd:complexType>

<xsd:element name="UnableToSetTerminationTimeFault"” type="wsrf-
rl:UnableToSetTerminationTimeFaultType" />
<xsd:complexType name="TerminationTimeChangeRejectedFaultType'>
<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType" />
</xsd:complexContent>
</xsd:complexType>

<xsd:element name="TerminationTimeChangeRejectedFault” type="wsrf-

rl:TerminationTimeChangeRejectedFaultType" />

============= Notification Message Related

<xsd:element name="TerminationNotification">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="TerminationTime"
type=""xsd:dateTime"” minOccurs="1" maxOccurs="1" nillable="true" />
<xsd:element name="TerminationReason"
type=""xsd:anyType'" minOccurs="0" maxOccurs="1" />
</xsd:sequence>

</xsd:complexType>
</xsd:element>
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Appendix C.wsbDL 1.1

The WSDL 1.1 for the Web service methods described in this specification is compliant
with WS-I Basic Profile 1.1 [WS-I Basic Profile 1.1] and is included here for convenience.
The authoritative version of this WSDL is available at:

http://docs.oasis-open.org/wsrf/riw-2.wsdl

<?xml version="1.0" encoding="UTF-8"?>
<l__

OASIS takes no position regarding the validity or scope of any
intellectual property or other rights that might be claimed to pertain
to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or
might not be available; neither does It represent that it has made any
effort to identify any such rights. Information on OASIS®s procedures
with respect to rights in OASIS specifications can be found at the
OASIS website. Copies of claims of rights made available for
publication and any assurances of licenses to be made available, or the
result of an attempt made to obtain a general license or permission for
the use of such proprietary rights by implementors or users of this
specification, can be obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary rights
which may cover technology that may be required to implement this
specification. Please address the information to the OASIS Executive
Director.

Copyright (C) OASIS Open (2005). All Rights Reserved.

This document and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explain It or
assist in its implementation may be prepared, copied, published and
distributed, in whole or in part, without restriction of any kind,
provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
document itself may not be modified in any way, such as by removing the
copyright notice or references to OASIS, except as needed for the
purpose of developing OASIS specifications, in which case the
procedures for copyrights defined in the OASIS Intellectual Property
Rights document must be followed, or as required to translate it into
languages other than English.

The limited permissions granted above are perpetual and will not be
revoked by OASIS or its successors or assigns.

This document and the information contained herein is provided on an
"AS 1S" basis and OASIS DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE
INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

-——>
<wsdl :definitions name="WS-ResourceLifetime"
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targetNamespace=""http://docs.oasis-open.org/wsrf/riw-2"
xmIns="http://schemas.xmlsoap.org/wsdl/*
xmIns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmIns:wsrf-bf="http://docs.oasis-open.org/wsrf/bf-2"
xmIns:wsrf-rl="http://docs.oasis-open.org/wsrf/ril-2"
xmIns:wsrf-rlw="http://docs.oasis-open.org/wsrf/riw-2"
xmIns:wsrf-rp="http://docs.oasis-open.org/wsrf/rp-2"
xmIns:wsrf-rw="http://docs.oasis-open.org/wsrf/rw-2"
xmlIns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmIns:soap="http://schemas.xmlsoap.org/wsdl/soap/"*>

<wsdl : import namespace="http://docs.oasis-open.org/wsrf/rw-2""
location="http://docs.oasis-open.org/wsrf/rw-2_wsdl"/>
<wsdl :types>
<xsd:schema attributeFormDefault="unqualified"
elementFormDefault="qualified"”
xmlns="http://www.w3.0rg/2001/XMLSchema’">
<xsd:import namespace="http://docs.oasis-
open.org/wsrf/ril-2"
schemalLocation="http://docs.oasis-
open.org/wsrf/rl-2._xsd" />
</xsd:schema>
</wsdl :types>

<wsdl :message name="SetTerminationTimeRequest>
<wsdl:part element="wsrf-rl:SetTerminationTime""
name=""SetTerminationTimeRequest" />
</wsdl :message>
<wsdl :message name="‘DestroyResponse''>
<wsdl:part element="wsrf-rl:DestroyResponse"
name=""DestroyResponse™ />
</wsdl :message>
<wsdl :message name="'SetTerminationTimeResponse'>
<wsdl:part element="wsrf-rl:SetTerminationTimeResponse"
name=""SetTerminationTimeResponse" />
</wsdl :message>

<wsdl :message name="‘DestroyRequest''>
<wsdl:part element="wsrf-rl:Destroy' name="DestroyRequest™ />
</wsdl :message>
<wsdl :message name="ResourceNotDestroyedFault>
<wsdl :part element="wsrf-rl:ResourceNotDestroyedFault"
name=""ResourceNotDestroyedFault” />
</wsdl :message>

<wsdl :message name="UnableToSetTerminationTimeFault'>
<wsdl:part element="wsrf-rl:UnableToSetTerminationTimeFault"
name=""UnableToSetTerminationTimeFault" />
</wsdl :message>
<wsdl :message name="TerminationTimeChangeRejectedFault'>
<wsdl :part element="wsrf-
rl:TerminationTimeChangeRejectedFault"
name=""TerminationTimeChangeRejectedFault" />
</wsdl :message>
<wsdl :portType name="'ImmediateResourceTermination>
<wsdl :operation name="Destroy'>
<wsdl : input name=""DestroyRequest" message="‘wsrf-
rlw:DestroyRequest™ />

<wsdl zoutput name="DestroyResponse’” message="‘wsrf-
rlw:DestroyResponse™ />

wsrf-WS-ResourceLifetime-1.2-Spec-0S
Copyright © OASIS Open 2006. All Rights Reserved.

T April 2006
Page 26 of 30



<wsdl :fault message="'wsrf-
rlw:ResourceNotDestroyedFault™ name="ResourceNotDestroyedFault' />
<wsdl : fault name=""ResourceUnknownFault" message="'wsrf-
rw:ResourceUnknownFault"™ />
<wsdl :fault name="ResourceUnavailableFault"
message=""wsrf-rw:ResourceUnavailableFault'/>
</wsdl :operation>
</wsdl :portType>
<wsdl :portType name="'ScheduledResourceTermination™
wsrf-rp:ResourceProperties="wsrf-
rl:ScheduledResourceTerminationRP'>
<wsdl zoperation name="SetTerminationTime">
<wsdl:input name="SetTerminationTimeRequest"
message="‘wsrf-rlw:SetTerminationTimeRequest"™ />
<wsdl :output name="SetTerminationTimeResponse"
message="‘wsrf-rlw:SetTerminationTimeResponse™ />

<wsdl :fault message="'wsrf-
rlw:UnableToSetTerminationTimeFault"
name=""UnableToSetTerminationTimeFault” />
<wsdl : fault name=""ResourceUnknownFault" message="'wsrf-
rw:ResourceUnknownFault™ />
<wsdl : fault name="ResourceUnavailableFault"
message=""wsrf-rw:ResourceUnavailableFault'/>
<wsdl :fault message="wsrf-
rlw:TerminationTimeChangeRejectedFault"
name="TerminationTimeChangeRejectedFault" />
</wsdl :operation>
</wsdl :portType>
</wsdl :definitions>
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Appendix E. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available;
neither does it represent that it has made any effort to identify any such rights. Information on
OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses
to be made available, or the result of an attempt made to obtain a general license or permission
for the use of such proprietary rights by implementors or users of this specification, can be
obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights which may cover technology that may be required to
implement this specification. Please address the information to the OASIS Executive Director.

Copyright (C) OASIS Open (2005). All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself may not be modified in any way, such as by removing the copyright
notice or references to OASIS, except as needed for the purpose of developing OASIS
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
Property Rights document must be followed, or as required to translate it into languages other
than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its
SUCCEeSSOrs or assigns.

This document and the information contained herein is provided on an "AS IS" basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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