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w0s 1 Introduction

109  This specification defines a profile of the SAML V2.0 metadata specification [SAML2Meta] for use in
110  describing SAML V1.0 and V1.1 entities and profiles.

111 Unless specifically noted, nothing in this document should be taken to conflict with the SAML V2.0
112 metadata specification. Readers are advised to familiarize themselves with that specification first.

113 1.1 Notation

114  This specification uses normative text to describe the use of SAML V2.0 metadata with SAML V1.0 and
115 V1.1 profiles.

116 The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
117 NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as
118  described in [RFC 2119]:

119 ...they MUST only be used where it is actually required for interoperation or to limit behavior
120 which has potential for causing harm (e.g., limiting retransmissions)...

121 These keywords are thus capitalized when used to unambiguously specify requirements over protocol and
122 application features and behavior that affect the interoperability and security of implementations. When
123 these words are not capitalized, they are meant in their natural-language sense.

124 Listings of XML schemas appear like this.

125 Example code listings appear like this.

126 Conventional XML namespace prefixes are used throughout the listings in this specification to stand for
127 their respective namespaces as follows, whether or not a namespace declaration is present in the
128 example:

Prefix XML Namespace Comments

saml: urn:oasis:names:tc:SAML:1.0:assertion This is the SAML V1.0 and V1.1 assertion
namespace [SAML11Core].

samlp: urn:oasis:names:tc:SAML:1.0:protocol This is the SAML V1.0 and V1.1 protocol
namespace [SAML11Core].

saml2: urn:oasis:names:tc:SAML:2.0:assertion This is the SAML V2.0 assertion namespace
defined in the SAML V2.0 core specification
[SAML2Core].

md : urn:oasis:names:tc:SAML:2.0:metadata This is the SAML V2.0 metadata namespace
defined in the SAML V2.0 metadata specification
[SAML2Metal.

samllmd: urn:oasis:names:tc:SAML:profiles:vimetadata | This is the namespace defined by this document

and its accompanying schema [SAML1MD-xsd].

XSt http://www.w3.0rg/2001/XMLSchema This namespace is. defined in the W3C XML
Schema specification [Schema1]. In schema

listings, this is the default namespace and no
prefix is shown.

129  This specification uses the following typographical conventions in text: <SAMIL.Element>,
130 <ns:ForeignElement>, Attribute, Datatype, OtherKeyword.

sstc-saml1x-metadata-os 1 November 2007
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1.2 Normative References

[RFC 2119]

[SAML11Bind]

[SAML11Core]

[SAML1MD-xsd]

[SAML2Core]

[SAML2Meta]

[Schema1]

S. Bradner. Key words for use in RFCs to Indicate Requirement Levels. IETF
RFC 2119, March 1997. See http://lwww.ietf.org/rfc/rfc2119.txt.

E. Maler et al. Bindings and Profiles for the OASIS Security Assertion Markup
Language (SAML) V1.1. OASIS, September 2003. Document ID oasis-sstc-saml-
bindings-1.1. See http://www.oasis-
open.org/committees/download.php/3405/0asis-sstc-saml-bindings-1.1.pdf.

E. Maler et al. Assertions and Protocols for the OASIS Security Assertion Markup
Language (SAML) V1.1. OASIS, September 2003. Document ID oasis-sstc-saml-
core-1.1. See http://www.oasis-open.org/committees/download.php/3406/oasis-
sstc-saml-core-1.1.pdf.

S.Cantor et al. SAML V1.x metadata schema. OASIS SSTC, July 2006.
Document ID sstc-saml1x-metadata. See http://www.oasis-
open.org/committees/security/.

S. Cantor et al. Assertions and Protocols for the OASIS Security Assertion
Markup Language (SAML) V2.0. OASIS Standard, March 2005. Document ID
saml-core-2.0-0s. See http://docs.oasis-open.org/security/saml/v2.0/saml-
core-2.0-o0s.pdf.

S. Cantor et al. Metadata for the OASIS Security Assertion Markup Language
(SAML) V2.0. OASIS Standard, March 2005. Document ID saml-metadata-2.0-
os. See http://docs.oasis-open.org/security/saml/v2.0/saml-metadata-2.0-os.pdf.

H. S. Thompson et al. XML Schema Part 1: Structures. World Wide Web
Consortium Recommendation, May 2001. See http://www.w3.0rg/TR/2001/REC-
xmlschema-1-20010502/.

1.3 Non-Normative References

[SAML2GIloss]

sstc-saml1x-metadata-os

J. Hodges et al. Glossary for the OASIS Security Assertion Markup Language
(SAML) V2.0. OASIS Standard, March 2005. Document ID saml-glossary-2.0-0s.
See http://docs.oasis-open.org/security/saml/v2.0/saml-glossary-2.0-o0s.pdf.
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2 SAML V1.x Metadata Profile

SAML profiles require agreements between system entities regarding identifiers, binding/profile support
and endpoints, certificates and keys, and so forth. A metadata specification is useful for describing this
information in a standardized way.

Although SAML V1.0 and V1.1 did not include such a specification, SAML V2.0 includes one in
[SAML2Meta]. This specification profiles the SAML V2.0 metadata specification for use with the
SAML V1.0 and V1.1-based profiles and exchanges expected between system entities.

2.1 Required Information

Identification: urn:oasis:names:tc:SAML:profiles:vimetadata
Contact information: security-services-comment@lists.oasis-open.org
Description: Given below.

Updates: None

2.2 Profile Overview

SAML V2.0 metadata describes a system entity by means of the <md:EntityDescriptor> element
and a set of "roles" supported by the entity. Role elements profiled for use with SAML V1.0 and V1.1
include <md: IDPSSODescriptor>, <md:SPSSODescriptor>,
<md:AttributeAuthorityDescriptor>, <md:AuthnAuthorityDescriptor>, and
<md:PDPDescriptor>. Specific use of these elements MUST adhere to the profile outlined in the
following sections.

The SAML V2.0 roles of identity provider (IdP) and service provider (SP) correspond to the roles
described in the SAML V1.0 and V1.1 specifications as "source site" and "destination site". This
specification adopts the SAML V2.0 terminology [SAML2GIoss].

SAML V2.0 metadata uses a protocolSupportEnumeration attribute on each role element, the value
of which is a list of protocol URIs, to indicate which protocols are supported by an entity in a role.

SAML V2.0 metadata specifies the use of the SAML V2.0 protocol namespace URI to indicate support for
SAML V2.0. Since SAML V1.0 and V1.1 both use the same XML protocol namespace URI,
urn:oasis:names:tc:SAML:1.0:protocol, this convention is not adequate to distinguish between
support for SAML V1.0 and V1.1.

For this reason, we define distinct values for use in identifying SAML V1.0 or V1.1 protocol support: the
original value of urn:oasis:names:tc:SAML:1.0:protocol and a new value of
urn:oasis:names:tc:SAML:1.1:protocol respectively.

2.3 Element <md:EntitiesDescriptor>

This element is used as described in [SAML2Meta]. Multiple entities can be collected into groups using
this element.

2.4 Element <md:EntityDescriptor>

A SAML V1.x identity or service provider SHOULD be represented by exactly one
<md:EntityDescriptor>. Its unique identifier MUST be placed in the entityID XML attribute. It is

sstc-saml1x-metadata-os 1 November 2007
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RECOMMENDED that this identifier follow the rules for SAML V2.0 “entity” identifiers, as described in
section 8.3.6 of [SAML2Core].

In the case of an identity provider, the entityID MUST match the Issuer attribute that the identity
provider includes in the assertions that it generates. In the case of a service provider, the entityID
MUST be the <saml : Audience> value that the service provider associates with itself (such as would be
used in assertions that contain a <saml :AudienceRestrictionCondition>).

The schema definition for the entityID XML attribute requires that the value be a URI of no more than
1024 characters in length. Therefore, only SAML V1.x entities able to identify themselves in this fashion
are able to use this profile.

For the purposes of SAML V1.x, only use of the <md: IDPSSODescriptor>, <md:SPSSODescriptor>,
<md:AttributeAuthorityDescriptor>, <md:AuthnAuthorityDescriptor>, and
<md:PDPDescriptor> elements is defined by this profile.

Use of the <md:RoleDescriptor> abstract element with an xs1i : type derived from
md:RoleDescriptorType is undefined by this profile, but MAY be defined elsewhere as appropriate;
usage of the protocolSupportEnumeration attribute SHOULD be consistent with this profile when
used with SAML V1.x entities.

The use of the <md:AffiliationDescriptor> elementis also undefined by this profile, as the
affiliation concept was introduced with SAML V2.0.

In other respects, this element is used as described in [SAML2Metal].

2.5 Element <md:IDPSSODescriptor>

A SAML V1.x identity provider MUST include this element in its metadata. The
protocolSupportEnumeration XML attribute MUST include at least one of the following values:

urn:oasis:names:tc:SAML:1.0:protocol urn:ocasis:names:tc:SAML:
l.1l:protocol

For identity providers that support the SAML V1.x Browser/Artifact profile and the mandatory type 0x0001
artifact format [SAML11Bind], it is RECOMMENDED that the SHA-1 hash of their entityID be used as
their SourceID when constructing artifacts.

SAML V1.x identity providers that do not use the SHA-1 hash of their entityID as their SourceID
MUST include a <samllmd: SourceID> element containing the hex-encoded value of their 20-byte
SourcelID in the <Extensions> element of their <md: IDPSSODescriptor>.

The schema [SAML1MD-xsd] for the <saml1md: SourceID> element is as follows:

<schema
targetNamespace="urn:oasis:names:tc:SAML:profiles:vimetadata"
xmlns:samllmd="urn:oasis:names:tc:SAML:profiles:vimetadata"
xmlns="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="unqualified"
attributeFormDefault="unqualified"
blockDefault="substitution"
version="1.0">
<annotation>
<documentation>
Document identifier: sstc-samllx-metadata
Location: http://www.oasis-open.org/committees/documents.php?
wg abbrev=security
Revision history:
V1.0 (March 2005):
Initial version.
</documentation>
</annotation>
<element name="SourceID">

sstc-saml1x-metadata-os 1 November 2007
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<simpleType>
<restriction base="string">
<pattern value="[a-f0-9]{40}"/>
</restriction>
</simpleType>
</element>
</schema>

Neither SAML V1.0 nor SAML V1.1 defines a protocol for initiating single sign-on at a service provider.
Accordingly, this specification does not define any Binding URIs for use with the
<md:SingleSignOnService> element. SAML V1.x identity providers MAY include a
<md:SingleSignOnService> element with a Binding attribute that refers to a single sign-on request
profile defined elsewhere. The WantAuthnRequestsSigned XML attribute MAY be used if it is
applicable to the request profile in question.

Likewise, neither SAML V1.0 nor 1.1 defines a protocol for single logout. Accordingly, this specification
does not define any Binding URIs for use with the <md:SingleLogoutService> element.

SAML V1.x identity providers MAY include a <md: SingleLogoutService> element with a Binding
attribute that refers to a single logout profile defined elsewhere.

The <md:ArtifactResolutionService> endpoint element is defined for use specifically in support of
the SAML V1.x Browser/Artifact profile [SAML11Bind]. This is analogous but not identical to its purpose in
[SAML2Meta]. In particular, SAML V2.0 artifacts are NOT the same as or interchangeable with SAML V1.x
artifacts and CANNOT be used in the SAML V1.x Browser/Artifact profile.

Related to this, the index XML attribute on these elements, while required by the schema, cannot be
used within the SAML V1.x Browser/Artifact profile and its use is undefined. That is, artifacts in SAML V1.x
are not indexed by endpoint. All endpoints are assumed to be equivalent and MUST share state so as to
have the ability to resolve any artifact issued by the identity provider.

The SAML V2.0 <saml2:Attribute> element (which can appear in this element) MAY be used to
document support for particular SAML V1.x attributes and values. By convention, the NameFormat and
Name XML attributes MUST be used to represent the SAML V1.x AttributeNamespace and
AttributeName XML attributes, respectively. Any other XML attributes, such as FriendlyName, MAY
be present but are ignored for the purposes of identifying the corresponding SAML V1.x attribute.

Use of the <md:ManageNameIDService> and <md:NameIDMappingService> endpoint elements is
undefined.

In other respects, this element is used as described in [SAML2Meta].

2.6 Element <md:SPSSODescriptor>

A SAML V1.x service provider MUST include this element in its metadata. The
protocolSupportEnumeration XML attribute MUST include at least one of the following values:

urn:oasis:names:tc:SAML:1.0:protocol urn:ocasis:names:tc:SAML:
l.1l:protocol

The <md:AssertionConsumerService> element's Binding XML attribute MUST contain the value
urn:oasis:names:tc:SAML:1.0:profiles:browser-post to indicate support for the SAML V1.x
Browser/POST profile, or urn:ocasis:names:tc:SAML:1.0:profiles:artifact-01 toindicate
support for the SAML V1.x Browser/Artifact profile [SAML11Bind].

Related to this, the use of the index XML attribute on these elements, while required by the schema,
cannot be referenced within the SAML V1.x Browser/Artifact or Browser/POST profiles and its use is
undefined.

The AuthnRequestsSigned XML attribute MAY be used if it is applicable to a request profile outside the
scope of the SAML V1.x specifications but supported by the service provider.

The <md:RequestedAttribute> element (which can appear within the optional

sstc-saml1x-metadata-os 1 November 2007
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<md:AttributeConsumingService> child element) MAY be used to document requirements for
particular SAML V1.x attributes and values. By convention, the NameFormat and Name XML attributes
MUST be used to represent the SAML V1.x AttributeNamespace and AttributeName XML
attributes, respectively. Any other XML attributes, such as FriendlyName, MAY be present but are
ignored for the purposes of identifying the corresponding SAML V1.x attribute.

As with the <md:AssertionConsumerService> element, the use of the index XML attribute on the
<md:AttributeConsumingService> element is required by the schema, but it cannot be referenced
within the SAML V1.x Browser profiles and its use is undefined. As a consequence, the use of multiple
<md:AttributeConsumingService> elements within a single parent element is also undefined.

Neither SAML V1.0 nor V1.1 defines a protocol for single logout. Accordingly, this specification does not
define any Binding URIs for use with the <md: SingleLogoutService> element. SAML V1.x service
providers MAY include a <md: SingleLogoutService> element with a Binding attribute that refers to
a single logout profile defined elsewhere.

Use of the <md:ManageNameIDService> and <md:ArtifactResolutionService> endpoint
elements are undefined.

In other respects, this element is used as described in [SAML2Meta].

2.7 Element <md:AttributeAuthorityDescriptor>

A SAML V1.x attribute authority MUST include this element in its metadata. The
protocolSupportEnumeration XML attribute MUST include at least one of the following values:

urn:oasis:names:tc:SAML:1.0:protocol urn:ocasis:names:tc:SAML:
l.1l:protocol

The SAML V2.0 <saml2:Attribute> element (which can appear in this element) MAY be used to
document support for particular SAML V1.x attributes and values. By convention, the NameFormat and
Name XML attributes MUST be used to represent the SAML V1.x AttributeNamespace and
AttributeName XML attributes, respectively.

In other respects, this element is used as described in [SAML2Metal].

Note that in most cases, the Binding attribute of the endpoints published within this element will have the
value urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding.

2.8 Element <md:AuthnAuthorityDescriptor>

A SAML V1.x authentication authority MUST include this element in its metadata. The
protocolSupportEnumeration XML attribute MUST include at least one of the following values:

urn:oasis:names:tc:SAML:1.0:protocol
urn:oasis:names:tc:SAML:1.1l:protocol

In other respects, this element is used as described in [SAML2Metal].

Note that in most cases, the Binding attribute of the endpoints published within this element will have the
value urn:ocasis:names:tc:SAML:1.0:bindings:SOAP-binding.

2.9 Element <md:PDPDescriptor>

A SAML V1.x policy decision point MUST include this element in its metadata. The
protocolSupportEnumeration XML attribute MUST include at least one of the following values:

urn:oasis:names:tc:SAML:1.0:protocol urn:ocasis:names:tc:SAML:
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l.1l:protocol
In other respects, this element is used as described in [SAML2Metal].

Note that in most cases, the Binding attribute of the endpoints published within this element will have the
value urn:ocasis:names:tc:SAML:1.0:bindings:SOAP-binding.

2.10 Element <md:KeyDescriptor>

The <md:KeyDescriptor> element is supported by this profile for the purpose of documenting the
public key(s) used by an entity to secure SAML V1.x profiles and bindings. Because the use of encryption
is not defined by SAML V1.x, use of the <md :EncryptionMethod> element and the use XML attribute

value of encryption are also undefined.

In other respects, this element is used as described in [SAML2Metal].
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