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Abstract:
This document is intended for developers and architects who wish to design systems and
applications that conform to the Key Management Interoperability Protocol specification.

KMIP V1.1 enhances the KMIP V1.0 standard (established in October 2010) by

1) defining new functionality in the protocol to improve interoperability, such as a Discover
Versions operation and a Group object;

2) defining additional Test Cases for verifying and validating the new functionality;
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3) providing additional information in the KMIP Usage Guide to assist in effective
implementation of KMIP in key management clients and servers; and

4) defining new profiles for establishing KMIP-compliant implementations.

The Key Management Interoperability Protocol (KMIP) is a single, comprehensive protocol for
communication between clients that request any of a wide range of encryption keys and servers
that store and manage those keys. By replacing redundant, incompatible key management
protocols, KMIP provides better data security while at the same time reducing expenditures on
multiple products.

Status:
This document was last revised or approved by the membership of OASIS on the above date.
The level of approval is also listed above. Check the “Latest version” location noted above for
possible later revisions of this document.

Technical Committee members should send comments on this specification to the Technical
Committee’s email list. Others should send comments to the Technical Committee by using the
“Send A Comment” button on the Technical Committee’s web page at http://www.oasis-
open.org/committees/kmip/.

For information on whether any patents have been disclosed that may be essential to
implementing this specification, and any offers of patent licensing terms, please refer to the
Intellectual Property Rights section of the Technical Committee web page (http://www.oasis-
open.org/committees/kmip/ipr.php).

Citation format:
When referencing this specification the following citation format should be used:

[KMIP-Profiles]

Key Management Interoperability Protocol Profiles Version 1.1. 24 January 2013. OASIS
Standard. http://docs.oasis-open.org/kmip/profiles/v1.1/os/kmip-profiles-v1.1-o0s.html.
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found on the OASIS website. Copies of claims of rights made available for publication and any
assurances of licenses to be made available, or the result of an attempt made to obtain a general license
or permission for the use of such proprietary rights by implementers or users of this OASIS Committee
Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no
representation that any information or list of intellectual property rights will at any time be complete, or
that any claims in such list are, in fact, Essential Claims.

The name "OASIS" is a trademark of OASIS, the owner and developer of this specification, and should be
used only to refer to the organization and its official outputs. OASIS welcomes reference to, and
implementation and use of, specifications, while reserving the right to enforce its marks against
misleading uses. Please see http://www.oasis-open.org/policies-guidelines/trademark for above
guidance.

kmip-profiles-v1.1-0s 24 January 2013
Standards Track Work Product Copyright © OASIS Open 2013. All Rights Reserved. Page 3 of 39


http://www.oasis-open.org/policies-guidelines/ipr
http://www.oasis-open.org/
http://www.oasis-open.org/policies-guidelines/trademark

Table of Contents

1 T Lo o [1 o 1o T o PP RRRRTT 7
1= g T oo V2SR 7
1.2 NOrMALIVE RETEIENCES .....eeeiiiiei ittt et e e e s e et et e e e e e e s e s nanbaeeeeaeeesaansneeees 7
1.3 NON-NOrMative REFEIENCES ...t e e e e e e e e e e e eneeees 7

2 L 0] 111 PR OPPPRO 9
2.1 Guidelines for Specifying Conformance CIAUSES ..........coocuiiiiiiiiieei ettt 9
2.2 Guidelines for Specifying AUthentiCation SUILES .........ccciiiiiiiiiiie e e e e e e e 9
2.3 Guidelines for Specifying KMIP Profiles ...t 9
2.4 Guidelines for Validating Conformance to KMIP ProfileS .........ccccoviiiiiiiiiii e 9

3 AUTNENTICALION SUILES .....iiiiiiiie ittt e e sttt e e st e e e sbb e e e e s bbeeeesbbeeeeanbbeeeeans 11
3.1 BasiC AULNENLICALION SUILE .....eiiiie ittt e e e e e e s s ee e e e e e snntebaeeeeaeeeeanns 11

O I A o o) (o oo ] = T TSP TP TR PPPPPPPI 11
N A O] o] 1= S 1 (PP PO PU PP PPPPRON 11
3.1.3 ClIeNt AUINENTICITY ... ——— 11
KN N @ o] [=Tod @ LY = S PP PO OUPUPPPPPRON 11
3.1.5 KIMIP POt NUMDET ...ttt ettt e e e et e e e e e e s e st e e e e e e e e e nnntrseeeeeens 12
3.2 TLS 1.2 AUTNENLICALION SUILE ...ocei ittt e et e e e e e e s b e e e e e e e e eaes 12
B T R o o) (o o7 ] LS USSP 12
G T O o] 1= T 11 = 12
3.2.3 ClIENt AULNENTICILY .....eeeiiieee ettt e et e e e snb e e e e st et e e e anbne e e e neee 12
I @ o] [=Tod @Y T S RO PO PP UP PP PPPPRON 12
3.2.5 KMIP POIt NUMDET ...ttt e e e e e st e e e e e e e e e sanbrreeeaeeas 12

4 LY.L o) 1SR 13
4.1 Basic Discover Versions Server Profile ... 13
4.2 Basic Baseline Server KMIP Profile ...........oooii it e e a e 13
4.3 Basic Secret Data Server KMIP Profile ..........oo e 13
4.4 Basic Symmetric Key Store and Server KMIP Profile ... 13
4.5 Basic Symmetric Key Foundry and Server KMIP Profile.........cocii e 13
4.6 Basic Asymmetric Key Store Server KMIP Profile.........cccccciviii 13
4.7 Basic Asymmetric Key and Certificate Store Server KMIP Profile ........ccccoiiniiee 13
4.8 Basic Asymmetric Key Foundry and Server KMIP Profile.........ccccccviii 13
4.9 Basic Certificate Server KMIP Profil@ ..........oouoi et eeeee e e 13
4.10 Basic Asymmetric Key Foundry and Certificate Server KMIP Profile.........cccccoviieiiiiinieee 13
4.11 Discover Versions TLS 1.2 Authentication Server Profile ..., 14
4.12 Baseline Server TLS 1.2 Authentication KMIP Profile..........cccvveiiiiiciiiiie e 14
4.13 Secret Data Server TLS 1.2 Authentication KMIP Profile ..........cccooiiiiieeeeen 14
4.14 Symmetric Key Store and Server TLS 1.2 Authentication KMIP Profile ..........cccccoviiiiiiniiiennn 14
4.15 Symmetric Key Foundry and Server TLS 1.2 Authentication KMIP Profile............cccccciiinnn. 14
4.16 Asymmetric Key Store Server TLS 1.2 Authentication KMIP Profile...........ccoooiiiiniiiin, 14
4.17 Asymmetric Key and Certificate Store Server TLS 1.2 Authentication KMIP Profile ..................... 14
4.18 Asymmetric Key Foundry and Server TLS 1.2 Authentication KMIP Profile ...........ccccccoiiiiiinnn. 14
4.19 Certificate Server TLS 1.2 Authentication KMIP Profile ........ccccceeviiiiiiiiiiee e 14
4.20 Asymmetric Key Foundry and Certificate Server TLS 1.2 Authentication KMIP Profile................. 14

kmip-profiles-v1.1-0s 24 January 2013

Standards Track Work Product Copyright © OASIS Open 2013. All Rights Reserved. Page 4 of 39



4.21 Basic Discover Versions Client KMIP Profil€.........oouiiieeioie e eeaaaaas 15

4.22 Basic Baseline Client KMIP Profile ...ttt 15
4.23 Basic Secret Data Client KMIP Profil€...........coiiiiiiiiii s 15
4.24 Basic Symmetric Key Store Client KMIP Profil€..........ccoi i 15
4.25 Basic Symmetric Key Foundry Client KMIP Profile ... 15
4.26 Basic Asymmetric Key Store Client KMIP Profil€ ... 15
4.27 Basic Asymmetric Key and Certificate Store Client KMIP Profile...........ccoccoiiiiiiie 15
4.28 Basic Asymmetric Key Foundry Client KMIP Profile ... 15
4.29 Basic Certificate Client KMIP Profile ...t 15
4.30 Basic Asymmetric Key Foundry and Certificate Client KMIP Profile ..........cccccooiiiiiiiiiieee 15
4.31 Discover Versions Client TLS 1.2 Authentication KMIP Profile ..........cccccviiiiiii e 15
4.32 Baseline Client TLS 1.2 Authentication KMIP Profile .........c..ueeiiiiiiiiii e 15
4.33 Secret Data Client TLS 1.2 Authentication KMIP Profile...........ccocoviiiiiiiii e 16
4.34 Symmetric Key Store Client TLS 1.2 Authentication KMIP Profile .........ccccccoviiiii e, 16
4.35 Symmetric Key Foundry Client TLS 1.2 Authentication KMIP Profile .........cccccciii 16
4.36 Asymmetric Key Store Client TLS 1.2 Authentication KMIP Profile ..........ccccccccoviviii 16
4.37 Asymmetric Key and Certificate Store Client TLS 1.2 Authentication KMIP Profile....................... 16
4.38 Asymmetric Key Foundry Client TLS 1.2 Authentication KMIP Profile .........cccccccovvivin 16
4.39 Certificate Client TLS 1.2 Authentication KMIP Profile..........cccceiiiiiii e 16
4.40 Asymmetric Key Foundry and Certificate Client TLS 1.2 Authentication KMIP Profile .................. 16
4.41 Storage Client KMIP Profile ... 16
4.42 Storage Client TLS 1.2 Authentication KMIP Profile ... 16
5 CONTOIMANCE ClAUSES .....coiiiiiiiee ettt e e e e e e e st e e et e e e s e s nabe e e e e e e e e e e e snnbreeeeaaeas 17
5.1 DiSCOVEr VErSIONS SEIVEE ClAUSE ... .uvvviiiiieeiiieiiiiietteeeeesetiteeeae e e s e st beeeeeeeeesastnteeeeeaesssannssraeeeeeessaanns 17
5.1.1. Implementation ConNformManCe.............coovvviiiiii i 17
5.1.2 Conformance of @ DiSCOVEN VEISIONS SEIVEN ......cccciiiiiiiiiiiiiee e e e eiiieeeeeaeeseasnieeeeeeeeesssnnneeeeeeeeens 17
5.2 BASEIINE SEIVEI ClAUSE .. ..uuveeiiieeeiiiiiiieite e e e e ettt et e e e s s st e e ee e e s e aasteaeeeaeeesaasntaneaeaeeesaasneneeeeaeseaanns 17
5.2.1 Implementation CONfOIMANCE .......cccoo oo 17
5.2.2 Conformance of @ KMIP BaSElINE SEIVET .........eeiiiiiiiiiiiiiiieee et e e ee e e e e nnnaeeeeeeee s 17
5.3 Secret Data SErVEr ClIAUSE .......ccooi ittt e e e e e e e e e s b e baeeeeeeeeaaes 18
5.3.1 Implementation CONFOIMMANCE ..........oiiiiiiieiiiiie e e 19
5.3.2 Conformance Of @ SECret DAt SEIVET .......ccuuuiiiiiieeee ittt e e 19
5.4 Symmetric Key Store and Server Conformance ClausSe ..., 19
5.4.1 Implementation CONFOIMMANCE ..........oiiiiiiieiiiiiee e e 19
5.4.2 Conformance as a Symmetric Key Store and SEIVEr .......cccoovevvii i, 19
5.5 Symmetric Key Foundry and Server Conformance ClauSe...........ccuuveeieeeeiiiiiiiiiieee e ceiieee e e e 20
5.5.1 Implementation CONfOIMANCE .......cccooiiii i 20
5.5.2 Conformance as a KMIP Symmetric Key Foundry and Server..........ccococcevviieeiniieeeiniieeee, 20
5.6 Asymmetric Key Store Server Conformance ClaUSES..........ccooiuiiiiiiiiieiiiiiee e 21
5.6.1 Implementation CONfOIMANCE ...........uiiiiiiiiiiiii et e e e e eeeeae s 21
5.6.2 Conformance as an ASymmetric KeY StOre SEIVEN ......c..coeiiiiiiiiiiiiee e 21
5.7 Asymmetric Key and Certificate Store Server Conformance ClauSES ..........ccuveeeieieiiiiiiiiieeieeeeeeas 22
5.7.1 Implementation CONFOIMMANCE ..........oiiiiiiiiiiiie et et e e e 22
5.7.2 Conformance as a Asymmetric Key and Certificate Store Server ........cccccovoveeeniieeiniieeeee, 22
5.8 Asymmetric Key Foundry and Server Conformance ClauSesS .............ccieeeiiiiiiiiiiiiiiiiiiiiiieeee e 23
kmip-profiles-v1.1-0s 24 January 2013

Standards Track Work Product Copyright © OASIS Open 2013. All Rights Reserved. Page 5 of 39



5.8.1 Implementation CONfOIMANCE ..........uuiiiiiiiiiiiiiiie e e e e e e s e e e e e e s e s nnrreeeeaees 23

5.8.2 Conformance as a Asymmetric Key Foundry and SErVer..........ccoccceeiiiiieeiiiiee e 23
5.9 Certificate Server ConformancCe CIAUSES .........c.uuiiiiiiiiiiiiiiiee et sbaee e snenee s 24
5.9.1 Implementation CONfOIMEANCE ..........uuiiiiiiiiiciiie e e e e e e s s r e e e e e s e sanrrreeeeees 24
5.9.2 Conformance as @ CertifiCate SEIVET .......ooi i 24
5.10 Asymmetric Key Foundry and Certificate Server Conformance Clauses..........cccccccovvcivvvieereeennnnnns 25
5.10.1 Implementation CONTOIMMANCE ..........coiiiiiiiiiiie et e e 25
5.10.2 Conformance as a Asymmetric Key Foundry and Certificate Server..........cccocceveeevivicvvnnnnnnnn. 25
5.11 Discover Versions CHENE CIAUSE ........uiiiii ittt ettt e e e e e s st e ea e e e e e s snbereeeaaeeaeaanns 26
5.11.1 Implementation CONTOIMMANCE ..........coiiuiiiiiiiiie et 26
5.11.2 Conformance of a Discover VEersions CHENE ..........coooiiiiiiiiiiie e 26
5.12 BASEIINE ClENE CIAUSE......uueeiiiieei ittt e e ettt e e e e e s e s bttt e e e e e s e s nbabaeeeaaeeesaannnbaeeeeaeseaann 26
5.12.1 Implementation CONfOMMANCE .........ccviiiiiiiiiiieiie e e e e s e s e e e e e e s e s anrreeeeeaes 26
5.12.2 Conformance of a KMIP Baseline ClENt...........couuiiiiiiiiiiiiee i nieee e 26
5.13 Secret Data ClIENT ClAUSE .......ccoi ittt e e e e e s b e e e e e e e s anbsbreeeeaeeeanes 28
5.13.1 Implementation CONfOMMANCE .......cccooii i 28
5.13.2 Conformance of a Secret Data CHENt ..........vuiiiiiiiei e 28
5.14 Symmetric Key Store Client Conformance ClauSe...........coooeieiiii e 28
5.14.1 Implementation CONTOIMMANCE ..........coiiiiiiiiiiee et 28
5.14.2 Conformance as a Symmetric Key Store Client...........cooooeiiii e, 29
5.15 Symmetric Key Foundry Client Conformance ClaUSE ...........occueeiiiiiiieiiiiiee e 29
5.15.1 Implementation CONTOIMMANCE ..........coiiiiiiiiiiee e e 29
5.15.2 Conformance as a KMIP Symmetric Key Foundry Client ..., 29
5.16 Asymmetric Key Store Client Conformance ClaUSES ...........coiuiiiiiiiiiieiiiiiee i 30
5.16.1 Implementation CONfOMMANCE ........ccoiii i 30
5.16.2 Conformance as a Asymmetric Key Store ClIeNt........ccoeeiiiieiiiiiiee e 30
5.17 Asymmetric Key and Certificate Store Client Conformance Clauses..........ccccvceveeeeiiicciiieeeeeennennns 31
5.17.1 Implementation CONfOMMANCE .......cccoiii i 31
5.17.2 Conformance as an Asymmetric Key and Certificate Store Client...........cccocveevniieeiiiieeenn 31
5.18 Asymmetric Key Foundry Client Conformance ClauSes ..., 32
5.18.1 Implementation CONTOMMANCE ..........coiuiiiiiiiiie e 32
5.18.2 Conformance as an Asymmetric Key Foundry Client ..., 32
5.19 Certificate Client ConfOrmanCe CIAUSES...........uuiiiiiiiiiiiiiie et ee e e e 33
5.19.1 Implementation CONFOMMANCE ..........coiiiiiiiiiii e e 33
5.19.2 Conformance as a Basic Certificate CleNt...........oooi i 33
5.20 Asymmetric Key Foundry and Certificate Client Conformance Clauses .........cccccccvvviiciviienieeennnnns 34
5.20.1 Implementation CONfOMMANCE .......cccooii i 34
5.20.2 Conformance as a Basic Asymmetric Key Foundry and Certificate Client ................cccceeenee. 34
5.21 Storage Client ConfOrManCe CIAUSES ........ccoiiuiiiiiiiiiiee ittt e e e e s nneneeas 35
5.21.1 Implementation CONFOMMANCE ..........coiiiiiiiiiii et a e e eeae s 35
5.21.2 Conformance as a Storage CHENT..........oiii it 35
AL ACKNOWIEAGEMENTS. ...ttt ettt e e e e oo s b ettt e e e e e e s aa bbb e e ee e e e s e annbbbeeeeaeeaeannbnneeaaaeas 37
B. REVISION HISTOMY ...ciiiitiiiee ittt e bt e e e bttt e e aa ettt e s e bt e e e ansbe e e s annbe e e e ennbeeeeeneee 39
kmip-profiles-v1.1-0s 24 January 2013

Standards Track Work Product Copyright © OASIS Open 2013. All Rights Reserved. Page 6 of 39



O Noohr~ WON BB

18

19
20
21

22

23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

41

42
43
44

1 Introduction

OASIS requires a conformance section in an approved committee specification ([KMIP-Spec] [TCProc],
section 2.18 Work Product Quality, paragraph 8a):

A specification that is approved by the TC at the Public Review Draft, Committee Specification or
OASIS Standard level must include a separate section, listing a set of numbered conformance
clauses, to which any implementation of the specification must adhere in order to claim conformance
to the specification (or any optional portion thereof).

This document intends to meet this OASIS requirement on conformance clauses for a KMIP Server or
KMIP Client ([KMIP-Spec] 12.1, 12.2) through profiles that define the use of KMIP objects, attributes,
operations, message elements and authentication methods within specific contexts of KMIP server and
client interaction. These profiles define a set of normative constraints for employing KMIP within a
particular environment or context of use. They may, optionally, require the use of specific KMIP
functionality or in other respects define the processing rules to be followed by profile actors.

For normative definition of the elements of KMIP specified in these profiles, see the KMIP Specification
([KMIP-Spec]). lllustrative guidance for the implementation of KMIP clients and servers is provided in the
KMIP Usage Guide ([KMIP-UG]) and KMIP Test Cases ([KMIP_TC]).

1.1 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described
in .

1.2 Normative References

[KMIP-Spec] Key Management Interoperability Protocol Specification Version 1.1. 21
September 2012. Candidate OASIS Standard 01.
http://docs.oasis-open.org/kmip/spec/vl.1/cos01/kmip-spec-v1.1-cos01.html.

[RFC2119] S. Bradner, Key words for use in RFCs to Indicate Requirement Levels,
http://www.ietf.org/rfc/rfc2119.1xt, IETF RFC 2119, March 1997.

[RFC 2246] T. Dierks & C.Allen, The TLS Protocol, Version 1.0,
http://www.ietf.org/rfc/rfc2246.txt, IETF RFC 2246, January 1999

[RFC 3268] P. Chown, Advanced Encryption Standard (AES) Ciphersuites for Transport
Layer Security (TLS), http://www.ietf.org/rfc/rfc3268.txt, IETF RFC 3268, June
2002

[RFC 4346] T. Dierks & E. Rescorla, The Transport Layer Security (TLS) Protocol, Version
1.1, http://www.ietf.org/rfc/rfc4346.txt, IETF RFC 4346, April 2006

[RFC 5246] T. Dierks & E. Rescorla, The Transport Layer Security (TLS) Protocol, Version

1.2, http:/lwww.ietf.org/rfc/rfc5246.txt, IETF RFC 5246, August 2008

[NIST 800-57 Part 3] Barker, Burr, et.al, Recommendation for Key Management Part 3: Application-
Specific Key Management Guidance,
http://csrc.nist.gov/publications/nistpubs/800-57/sp800-57_PART3_key-
management_Dec2009.pdf, December 2009

1.3 Non-Normative References

[KMIP-G] Key Management Interoperability Protocol Usage Guide Version 1.1. 27 July
2012. OASIS Committee Note 01.
http://docs.oasis-open.org/kmip/ug/vl.1/cn01/kmip-ug-v1.1-cn01.html.
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http://csrc.nist.gov/publications/nistpubs/800-57/sp800-57_PART3_key-management_Dec2009.pdf
http://csrc.nist.gov/publications/nistpubs/800-57/sp800-57_PART3_key-management_Dec2009.pdf
http://docs.oasis-open.org/kmip/ug/v1.1/cn01/kmip-ug-v1.1-cn01.html
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[KMTC] Key Management Interoperability Protocol Test Cases Version 1.1. 27 July 2012.
OASIS Committee Note 01. http://docs.oasis-

open.org/kmip/testcases/vl.1/cn01/kmip-testcases-v1.1-cn01.html.
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2 Profiles

This document defines a selected set of conformance clauses and authentication suites which when
“paired together” form KMIP Profiles. The KMIP TC also welcomes proposals for new profiles. KMIP TC
members are encouraged to submit these proposals to the KMIP TC for consideration for inclusion in a
future version of this TC-approved document. However, some OASIS members may simply wish to inform
the committee of profiles or other work related to KMIP.

2.1 Guidelines for Specifying Conformance Clauses
This section provides a checklist of issues that SHALL be addressed by each clause.

1. Implement functionality as mandated by [KMIP-Spec] Section 12 (Conformance clauses for a
KMIP server or a KMIP client)

2. Specify the list of additional objects that SHALL be supported

3. Specify the list of additional attributes that SHALL be supported

4. Specify the list of additional operations that SHALL be supported
5. Specify any additional message content that SHALL be supported

2.2 Guidelines for Specifying Authentication Suites

1. Channel Security — For all operations, communication between Client and Server SHALL
establish and maintain channel confidentiality and integrity,.

2. Channel Options — Options like protocol version and cipher suite

3. Server and Client Authenticity — For all operations, communication between Client and Server
SHALL provide assurance of server authenticity and client authenticity

2.3 Guidelines for Specifying KMIP Profiles

A KMIP profile is a tuple of {Conformance Clause, Authentication Suite}.

Any vendor or organization, such as other standards bodies, MAY create a KMIP Profile and publish it.
e The profile SHALL be publicly available.

e The KMIP Technical Committee SHALL be formally advised of the availability of the profile and
the location of the published profile.

e The profile SHALL be defined as a tuple of {Conformance Clause, Authentication Suite}.

2.4 Guidelines for Validating Conformance to KMIP Profiles

A KMIP server implementation SHALL claim conformance to a specific server profile only if it
instruments all required objects, operations, messaging and attributes of that profile

» All objects specified as required in that profile

» All operations specified as required in that profile

« All attributes specified as required in that profile

* The defined wire protocols (TLS, SSL, IPSec, etc...) for that profile
* The defined methods of authentication for that profile

A KMIP client implementation SHALL claim conformance to a specific client profile only if it
instruments all required objects, operations, messaging and attributes of that profile
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» All objects specified as required in that profile

» All operations specified as required in that profile

» All attributes specified as required in that profile

* The defined wire protocols (TLS, SSL, IPSec, etc...) for that profile

* The defined methods of authentication for that profile
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3 Authentication Suites

This section contains the list of protocol versions and cipher suites that are to be used by profiles
contained within this document.

3.1 Basic Authentication Suite

This authentication set stipulates that a KMIP client and server SHALL use TLS to negotiate a mutually-
authenticated connection.

3.1.1 Protocols

Conformant KMIP servers SHALL support TLSv1.0. They MAY support TLS v1.1 [RFC 4346], TLS v1.2
[RFC 5246] bearing in mind that they are not compatible with each other and SHALL NOT support
SSLv3.0, SSLv2.0 and SSLv1.0.

3.1.2 Cipher Suites

Conformant KMIP servers SHALL support the following cipher suites:
e TLS RSA WITH AES 128 CBC_ SHA

Basic Authentication Suite Conformant KMIP servers MAY support the cipher suites listed in tables 4-1
through 4-4 of NIST 800-57 Part 3 with the exception of NULL ciphers (at the time this document was
created, the only NULL cipher in 800-57 Part 3 was: TLS RSA WITH NONE SHA)

Basic Authentication Suite Conformant KMIP servers SHALL NOT support any other cipher suites.

NOTE: TLS 1.0 has some security issues as described in http://www.openssl.org/~bodo/tls-cbc.txt.
Implementations that need protections against this attack should considering using the “TLS 1.2
Authentication Suite”

At the time this document was published, NIST 800-57 Part 3 Table 4-1, for cipher suites that have both
SHA1 and SHA256 variants, erroneously categorizes SHA256 based ciphers under TLS versions 1.0, 1.1
and 1.2 and SHA1 based ciphers under TLS 1.2. The correct value for SHA256 based ciphers should 1.2
and for SHA1 based ciphers it should be 1.0, 1.1 and 1.2.

3.1.3 Client Authenticity

For authenticated services KMIP servers SHALL require the use of channel (TLS) mutual authentication
to provide assurance of client authenticity.

In the absence of Credential information in the request header, KMIP servers SHALL use the identity
derived from the channel authentication as the client identity.

In the presence of Credential information in the request header, KMIP servers SHALL consider such
Credential information into their evaluation of client authenticity and identity, along with the authenticity
and identity derived from the channel. The exact mechanisms for such evaluation are outside the scope
of this specification.

3.1.4 Object Owner

KMIP objects have an_owner. For those KMIP requests that result in new managed objects the client
identity SHALL be used as the owner of the managed object. For those operations that only access pre-
existent managed objects, the client identity SHALL be checked against the owner and access SHALL be
controlled as detailed in section 3.18 of [KMIP-SPEC].
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3.1.5 KMIP Port Number

KMIP servers using the Basic Authentication Suite SHOULD use TCP port number 5696, as assigned by
IANA, to receive and send KMIP messages. KMIP clients using the Basic Authentication Suite MAY use
the same 5696 TCP port number.

3.2 TLS 1.2 Authentication Suite

This authentication set stipulates that a KMIP client and server SHALL use TLS to negotiate a mutually-
authenticated connection.

3.2.1 Protocols

Conformant KMIP servers SHALL support TLSv1.2

3.2.2 Cipher Suites

Conformant KMIP servers SHALL support the following cipher suites:
e TLS RSA WITH AES 256 CBC SHA256

e TLS RSA WITH AES 128 CBC_SHA256

TLS 1.2 Authentication Suite Conformant KMIP servers MAY support the cipher suites listed in tables 4-1
through 4-4 of NIST 800-57 Part 3 with the exception of NULL ciphers (at the time this document was
created, the only NULL cipher in 800-57 Part 3 was: TLS RSA WITH NONE SHA)

TLS 1.2 Authentication Suite Conformant KMIP servers SHALL NOT support any other cipher suites

NIST 800-57 Part 3 Table 4-1, for cipher suites that have both SHA1 and SHA256 variants, erroneously
categorizes SHA256 based ciphers under TLS versions 1.0, 1.1 and 1.2 and SHA1 based ciphers under
TLS 1.2. The correct value for SHA256 based ciphers should 1.2 and for SHA1 based ciphers it should
be 1.0,1.1and 1.2.

3.2.3 Client Authenticity

Same as the basic authentication suite Section 3.1.3.

3.2.4 Object Owner

Same as the basic authentication suite Section 3.1.4.

3.2.5 KMIP Port Number

Same as the basic authentication suite Section 3.1.5.
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4 KMIP Profiles

This section lists the KMIP profiles that are defined in this specification. More than one profile may be
supported at the same time provided there are no conflicting requirements.

4.1 Basic Discover Versions Server Profile

A profile that consists of the tuple {Discover Versions Server Conformance Clause, Basic Authentication
Suite}

4.2 Basic Baseline Server KMIP Profile

A profile that consists of the tuple {Baseline Server Conformance Clause, Basic Authentication Suite}

4.3 Basic Secret Data Server KMIP Profile

A profile that consists of the tuple {Secret Data Server Conformance Clause, Basic Authentication Suite}

4.4 Basic Symmetric Key Store and Server KMIP Profile

A profile that consists of the tuple {Basic Symmetric Key Store and Server Conformance Clause, Basic
Authentication Suite}

4.5 Basic Symmetric Key Foundry and Server KMIP Profile

A profile that consists of the tuple {Basic Symmetric Key Foundry and Server Conformance Clause, Basic
Authentication Suite}

4.6 Basic Asymmetric Key Store Server KMIP Profile

A profile that consists of the tuple {Basic Asymmetric Key Store Server Conformance Clause, Basic
Authentication Suite}.

4.7 Basic Asymmetric Key and Certificate Store Server KMIP Profile
A profile that consists of the tuple {Basic Asymmetric Key and Certificate Store Server Conformance
Clause, Basic Authentication Suite}.

4.8 Basic Asymmetric Key Foundry and Server KMIP Profile

A profile that consists of the tuple {Basic Asymmetric Key Foundry and Server Conformance Clause,
Basic Authentication Suite}.

4.9 Basic Certificate Server KMIP Profile

A profile that consists of the tuple {Basic Certificate Server Conformance Clause, Basic Authentication

Suite}.

4.10 Basic Asymmetric Key Foundry and Certificate Server KMIP
Profile

A profile that consists of the tuple {Basic Asymmetric Key Foundry and Certificate Server Conformance
Clause, Basic Authentication Suite}.
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4.11 Discover Versions TLS 1.2 Authentication Server Profile
A profile that consists of the tuple {Discover Versions Server Conformance Clause, TLS 1.2
Authentication Suite}

4.12 Baseline Server TLS 1.2 Authentication KMIP Profile

A profile that consists of the tuple {Baseline Server Conformance Clause, TLS 1.2 Authentication Suite}

4.13 Secret Data Server TLS 1.2 Authentication KMIP Profile

A profile that consists of the tuple {Secret Data Server Conformance Clause, TLS 1.2 Authentication
Suite}

4.14 Symmetric Key Store and Server TLS 1.2 Authentication KMIP
Profile

A profile that consists of the tuple {Basic Symmetric Key Store and Server Conformance Clause, TLS 1.2

Authentication Suite}

4.15 Symmetric Key Foundry and Server TLS 1.2 Authentication KMIP
Profile

A profile that consists of the tuple {Basic Symmetric Key Foundry and Server Conformance Clause, TLS

4.16 Asymmetric Key Store Server TLS 1.2 Authentication KMIP
Profile

A profile that consists of the tuple {Asymmetric Key Store Server Conformance Clause, TLS 1.2

Authentication Suite)

4.17 Asymmetric Key and Certificate Store Server TLS 1.2
Authentication KMIP Profile

A profile that consists of the tuple {Asymmetric Key Foundry and Certificate Store Server Conformance

Clause, TLS 1.2 Authentication Suite)

4.18 Asymmetric Key Foundry and Server TLS 1.2 Authentication
KMIP Profile

A profile that consists of the tuple {Asymmetric Key Foundry and Server Conformance Clause, TLS 1.2
Authentication Suite)

4.19 Certificate Server TLS 1.2 Authentication KMIP Profile

A profile that consists of the tuple {Certificate Server Conformance Clause, TLS 1.2 Authentication Suite}

4.20 Asymmetric Key Foundry and Certificate Server TLS 1.2
Authentication KMIP Profile

A profile that consists of the tuple {Asymmetric Key Foundry and Certificate Store Server Conformance
Clause, TLS 1.2 Authentication Suite)
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4.21 Basic Discover Versions Client KMIP Profile

A profile that consists of the tuple {Discover Versions Client Conformance Clause, Basic Authentication
Suite}

4.22 Basic Baseline Client KMIP Profile

A profile that consists of the tuple {Baseline Client Conformance Clause, Basic Authentication Suite}

4.23 Basic Secret Data Client KMIP Profile

A profile that consists of the tuple {Secret Data Client Conformance Clause, Basic Authentication Suite}

4.24 Basic Symmetric Key Store Client KMIP Profile

A profile that consists of the tuple {Basic Symmetric Key Store Client Conformance Clause, Basic
Authentication Suite}

4.25 Basic Symmetric Key Foundry Client KMIP Profile

A profile that consists of the tuple {Basic Symmetric Key Foundry Client Conformance Clause, Basic
Authentication Suite}

4.26 Basic Asymmetric Key Store Client KMIP Profile

A profile that consists of the tuple {Basic Asymmetric Key Store Client Conformance Clause, Basic
Authentication Suite}

4.27 Basic Asymmetric Key and Certificate Store Client KMIP Profile
A profile that consists of the tuple {Basic Asymmetric Key and Certificate Store Client Conformance
Clause, Basic Authentication Suite}

4.28 Basic Asymmetric Key Foundry Client KMIP Profile

A profile that consists of the tuple {Basic Asymmetric Key Foundry Client Conformance Clause, Basic
Authentication Suite}

4.29 Basic Certificate Client KMIP Profile
A profile that consists of the tuple {Basic Certificate Client Conformance Clause, Basic Authentication
Suite}

4.30 Basic Asymmetric Key Foundry and Certificate Client KMIP
Profile

A profile that consists of the tuple {Basic Asymmetric Key Foundry and Certificate Client Conformance
Clause, Basic Authentication Suite}

4.31 Discover Versions Client TLS 1.2 Authentication KMIP Profile

A profile that consists of the tuple {Discover Versions Client Conformance Clause, Basic Authentication
Suite}

4.32 Baseline Client TLS 1.2 Authentication KMIP Profile

A profile that consists of the tuple {Baseline Client Conformance Clause, Basic Authentication Suite}
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4.33 Secret Data Client TLS 1.2 Authentication KMIP Profile

A profile that consists of the tuple {Secret Data Client Conformance Clause, TLS 1.2 Authentication Suite}

4.34 Symmetric Key Store Client TLS 1.2 Authentication KMIP Profile

A profile that consists of the tuple {Basic Symmetric Key Store Client Conformance Clause, TLS 1.2
Authentication Suite}

4.35 Symmetric Key Foundry Client TLS 1.2 Authentication KMIP
Profile

A profile that consists of the tuple {Basic Symmetric Key Foundry and Server Conformance Clause, TLS

1.2 Authentication Suite}

4.36 Asymmetric Key Store Client TLS 1.2 Authentication KMIP Profile

A profile that consists of the tuple {Basic Asymmetric Key Store Client Conformance Clause, TLS 1.2

Authentication Suite}

4.37 Asymmetric Key and Certificate Store Client TLS 1.2
Authentication KMIP Profile

A profile that consists of the tuple {Basic Asymmetric Key and Certificate Store Client Conformance
Clause, TLS 1.2 Authentication Suite}

4.38 Asymmetric Key Foundry Client TLS 1.2 Authentication KMIP
Profile

A profile that consists of the tuple {Basic Asymmetric Key Foundry Client Conformance Clause, TLS 1.2
Authentication Suite}

4.39 Certificate Client TLS 1.2 Authentication KMIP Profile

A profile that consists of the tuple {Basic Certificate Client Conformance Clause, TLS 1.2 Authentication
Suite}

4.40 Asymmetric Key Foundry and Certificate Client TLS 1.2
Authentication KMIP Profile

A profile that consists of the tuple {Basic Asymmetric Key Foundry and Certificate Client Conformance
Clause, TLS 1.2 Authentication Suite}

4.41 Storage Client KMIP Profile

A profile that consists of the tuple {Storage Client Conformance Clause, Basic Authentication Suite}

4.42 Storage Client TLS 1.2 Authentication KMIP Profile

A profile that consists of the tuple {Storage Client Conformance Clause, TLS 1.2 Authentication Suite}
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5 Conformance Clauses

The following subsections describe currently-defined profiles related to the use of KMIP.

5.1 Discover Versions Server Clause

This proposal builds on the KMIP server conformance clauses to provide the most basic functionality that
would be expected of a conformant KMIP server — the ability to provide the server version.

5.1.1. Implementation Conformance

An implementation is a conforming Discover Versions Server Clause if it meets the conditions as outlined
in the following section.

5.1.2 Conformance of a Discover Versions Server

An implementation conforms to this specification as a Discover Versions Server if it meets the following
conditions:

1. Supports the conditions required by the KMIP Server conformance clauses ([KMIP-Spec] 12.1)
2. Supports the Discover Versions client-to-server operation ([KMIP-Spec] 4.26)
3. Supports the Query client-to-server operation ([KMIP-Spec] 4.25)

5.2 Baseline Server Clause

This proposal builds on the KMIP server conformance clauses to provide some of the most basic
functionality that would be expected of a conformant KMIP server — the ability to provide information
about the server.

5.2.1 Implementation Conformance

An implementation is a conforming Baseline Server Clause if it meets the conditions as outlined in the
following section.

5.2.2 Conformance of a KMIP Baseline Server

An implementation conforms to this specification as a Baseline Server if it meets the following conditions:
1. Supports the conditions required by the KMIP Server conformance clauses ([KMIP-Spec] 12.1)
2. Supports the following objects:

a. Attribute ((KMIP-Spec] 2.1.1)

b. Credential ((KMIP-Spec] 2.1.2)

c. Key Block ([KMIP-Spec] 2.1.3)

d. Key Value ([KMIP-Spec] 2.1.4)

e. Template-Attribute Structure ([KMIP-Spec] 2.1.8)

3. Supports the following subsets of attributes:

Unique ldentifier ((KMIP-Spec] 3.1)

Name ([KMIP-Spec] 3.2)

Object Type ([KMIP-Spec] 3.3)
Cryptographic Algorithm ([KMIP-Spec] 3.4)
Cryptographic Length ([KMIP-Spec] 3.5)
Cryptographic Parameters ([KMIP-Spec] 3.6)
Digest ([KMIP-Spec] 3.17)

Default Operation Policy ([KMIP-Spec] 3.18.2)

Se@roa0 o
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2T Oo33TARTT

Cryptographic Usage Mask ([KMIP-Spec] 3.19)
State ([KMIP-Spec] 3.22)

Initial Date ([KMIP-Spec] 3.23)

Activation Date ([KMIP-Spec] 3.24)

. Deactivation Date ([KMIP-Spec] 3.27)

Compromise Occurrence Date ([KMIP-Spec] 3.29)
Compromise Date ([KMIP-Spec] 3.30)
Revocation Reason ([KMIP-Spec] 3.31)

Last Change Date ([KMIP-Spec] 3.38)

4. Supports the ID Placeholder ([KMIP-Spec] 4)
5. Supports the following client-to-server operations:

—RT T S@moa0 T

3

Locate ([KMIP-Spec] 4.9)

Check ([KMIP-Spec] 4.10)

Get ([KMIP-Spec] 4.11)

Get Attributes ([KMIP-Spec] 4.12)
Get Attribute List ([KMIP-Spec] 4.13)
Add Attribute ([KMIP-Spec] 4.14)
Modify Attribute ([KMIP-Spec] 4.15)
Delete Attribute ([KMIP-Spec] 4.16)
Activate ([KMIP-Spec] 4.19)
Revoke ([KMIP-Spec] 4.20)
Destroy ([KMIP-Spec] 4.21)

Query ([KMIP-Spec] 4.25)

. Discover Versions ([KMIP-Spec] 4.26)

6. Supports the following message contents:

T TS@moa0oTe

k.
l.

Protocol Version ([KMIP-Spec] 6.1)
Operation ([KMIP-Spec] 6.2)

Maximum Response Size ([KMIP-Spec] 6.3)
Unique Batch Item ID ([KMIP-Spec] 6.4)
Time Stamp ([KMIP-Spec] 6.5)
Asynchronous Indicator ([KMIP-Spec] 6.7)
Result Status ([KMIP-Spec] 6.9)

Result Reason ([KMIP-Spec] 6.10)

Batch Order Option ([KMIP-Spec] 6.12)

Batch Error Continuation Option ([KMIP-Spec] 6.13)

Batch Count ([KMIP-Spec] 6.14)
Batch Item ([KMIP-Spec] 6.15)

7. Supports Message Format ([KMIP-Spec] 7)

8. Supports Authentication ([KMIP-Spec] 8)

9. Supports the TTLV encoding ([KMIP-Spec] 9.1)

10. Supports the transport requirements ([KMIP-Spec] 10)
11. Supports Error Handling ([KMIP-Spec] 11) for any supported object, attribute, or operation

12. Optionally supports any clause within [KMIP-Spec] that is not listed above

13. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,

conformance clauses) that do not contradict any KMIP requirements

5.3 Secret Data Server Clause

This proposal builds on the KMIP server conformance clauses to provide some of the most basic
functionality that would be expected of a conformant KMIP server — the ability to create, register and get
secret data in an interoperable fashion.
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5.3.1 Implementation Conformance

An implementation is a conforming Secret Data Server Clause if it meets the conditions as outlined in the
following section.

5.3.2 Conformance of a Secret Data Server

An implementation conforms to this specification as a Secret Data Server if it meets the following
conditions:

1. Supports the conditions required by the KMIP Server conformance clauses ([KMIP-Spec] 12.1
and Baseline Server conformance clause ([KMIP-Prof] 5.2)

2. Supports the following additional objects:
a. Secret Data ([KMIP-Spec] 2.2.7)
3. Supports the following client-to-server operations:
a. Register ([KMIP-Spec] 4.3)
4. Supports the following subsets of enumerated attributes:
a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
i. Secret Data
b. Secret Data Type ([KMIP-Spec] 2.2.7 and 9.1.3.2.9)
i. Password
5. Supports the following subsets of enumerated objects ([KMIP-Spec] clauses 3 and 9):
a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
i. Opaque
6. Optionally supports any clause within [KMIP-Spec] that is not listed above

7. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
conformance clauses) that do not contradict any KMIP requirements

5.4 Symmetric Key Store and Server Conformance Clause

This proposal builds on the KMIP server conformance clauses to provide support for symmetric key store
and foundry use cases.

5.4.1 Implementation Conformance

An implementation is a conforming KMIP Symmetric Key Store and Server if the implementation meets
the conditions as outlined in the following section.

5.4.2 Conformance as a Symmetric Key Store and Server

An implementation conforms to this specification as a Symmetric Key Store and Server if it meets the
following conditions:

1. Supports the conditions required by the KMIP Server conformance clauses. ([KMIP-Spec] 12.1)
and Baseline Server conformance clause ([KMIP-Prof] 5.2)

2. Supports the following additional objects:
a. Symmetric Key ([KMIP-Spec] 2.2.2)
3. Supports the following client-to-server operations:
a. Register ([KMIP-Spec] 4.3)
4. Supports the following attributes:
a. Process Start Date ([KMIP-Spec] 3.25)
b. Protect Stop Date ([KMIP-Spec] 3.26)
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5. Supports the following subsets of enumerated attributes:
a. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
i. 3DES
i. AES
b. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
i. Symmetric Key
6. Supports the following subsets of enumerated objects:
a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
i. Raw
ii. Transparent Symmetric Key
7. Optionally supports any clause within [KMIP-Spec] that is not listed above

8. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
conformance clauses) that do not contradict any KMIP requirements

5.5 Symmetric Key Foundry and Server Conformance Clause

This proposal intends to meet this OASIS requirement by building on the KMIP Server Conformance
Clause to provide basic symmetric key services. The intent is to simply allow key creation and serving
with very limited key types.

5.5.1 Implementation Conformance

An implementation is a conforming KMIP Symmetric Key Store and Server if the implementation meets
the conditions as outlined in the following section.

5.5.2 Conformance as a KMIP Symmetric Key Foundry and Server

An implementation conforms to this specification as a KMIP Symmetric Key Foundry and Server if it
meets the following conditions:

1. Supports the conditions required by the KMIP Server conformance clauses. ([KMIP-Spec] 12.1)
and Baseline Server conformance clause ([KMIP-Prof] 5.2)

2. Supports the following additional objects
a. Symmetric Key ([KMIP-Spec] 2.2.2)
3. Supports the following client-to-server operations:
a. Create ([KMIP-Spec] 4.1)
4. Supports the following attributes:
a. Process Start Date ([KMIP-Spec] 3.25)
b. Protect Stop Date ([KMIP-Spec] 3.26)
5. Supports the following subsets of enumerated attributes:
a. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
i. 3DES
i. AES
b. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
i. Symmetric Key
6. Supports the following subsets of enumerated objects:
a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
i. Raw
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469 ii. Transparent Symmetric Key

470 7. Optionally supports any clause within [KMIP-Spec] that is not listed above

471 8. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
472 conformance clauses) that do not contradict any KMIP requirements

473

474 5.6 Asymmetric Key Store Server Conformance Clauses

475  This proposal intends to meet this OASIS requirement by building on the KMIP Server Conformance
476 Clauses to allow asymmetric key pairs generated external to the key server to be vaulted by a key server.
477  The intent is to simply support key registration for a very limited number of key types.

478 5.6.1 Implementation Conformance

479  Animplementation is a conforming KMIP Asymmetric Key Store Server if the implementation meets the
480 conditions as outlined in the following section.

481 5.6.2 Conformance as an Asymmetric Key Store Server

482 An implementation conforms to this specification as a KMIP Asymmetric Key Store Server if it meets the
483 following conditions:

484 1. Supports the conditions required by the KMIP Server conformance clauses ([KMIP-Spec] 12.1
485 and Baseline Server conformance clause ([KMIP-Prof] 5.2))
486 2. Supports the following additional objects:
487 a. Public Key ([KMIP-Spec] 2.2.3)
488 b. Private Key ([KMIP-Spec] 2.2.4)
489 3. Supports the following client-to-server operations:
490 a. Register ([KMIP-Spec] 4.3)
491 4. Supports the following subset of enumerated attributes:
492 a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
493 i. Public Key
494 ii. Private Key
495 b. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
496 i. RSA
497 c. Link ([KMIP-Spec] 3.35 and 9.1.3.2.20)
498 i. Public Key Link
499 ii. Private Key Link
500 5. Supports the following subset of enumerated objects:
501 a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
502 i. PKCS#1
503 6. Optionally supports any clause within [KMIP-Spec] that is not listed above
504 7. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
505 Conformance Clauses) that do not contradict any requirements within this standard
506
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5.7 Asymmetric Key and Certificate Store Server Conformance
Clauses

This proposal intends to meet this OASIS requirement by building on the KMIP Server Conformance

Clauses to allow asymmetric key pairs and certificates generated external to the key server to be vaulted

by a key server. The intent is to simply support key and certificate registration for a very limited number
of key types.

5.7.1 Implementation Conformance

An implementation is a conforming KMIP Asymmetric Key and Certificate Store Server if the
implementation meets the conditions as outlined in the following section.

5.7.2 Conformance as a Asymmetric Key and Certificate Store Server

An implementation conforms to this specification as a KMIP Asymmetric Key and Certificate Store Server
if it meets the following conditions:

1. Supports the conditions required by the KMIP Server conformance clauses ([KMIP-Spec] 12.1)
and Baseline Server conformance clause ([KMIP-Prof] 5.2)

2. Supports the following subsets of additional objects:
a. Certificate ((KMIP-Spec] 2.2.1)
b. Public Key ([KMIP-Spec] 2.2.3)
c. Private Key ([KMIP-Spec] 2.2.4)
3. Supports the following client-to-server operations:
a. Register ((KMIP-Spec] 4.3)
4. Supports the following subset of enumerated attributes:
a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
i. Certificate
ii. Public Key
iii. Private Key
b. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
i. RSA
c. Certificate Type ([KMIP-Spec] 3.8 and 9.1.3.2.6)
i. X.509
X.509 Certificate Identifier ([KMIP-Spec] 3.10)
X.509 Certificate Subject ([KMIP-Spec] 3.11)
X.509 Certificate Issuer ([KMIP-Spec] 3.12)
Link ([KMIP-Spec] 3.35 and 9.1.3.2.20)
a. Certificate Link
b. Public Key Link
c. Private Key Link

@ - o o

5. Supports the following subset of enumerated objects:
d. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
i. PKCS#1
ii. X.509
6. Optionally supports any clause within [KMIP-Spec] that is not listed above
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7. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
Conformance Clauses) that do not contradict any requirements within this standard

5.8 Asymmetric Key Foundry and Server Conformance Clauses

This proposal intends to meet this OASIS requirement by building on the KMIP Server Conformance
Clauses to provide basic asymmetric key services for central key generation (by the key server). The
intent is to simply allow key creation and serving with very limited key types.

5.8.1 Implementation Conformance

An implementation is a conforming KMIP Asymmetric Key Foundry and Server if the implementation
meets the conditions as outlined in the following section.

5.8.2 Conformance as a Asymmetric Key Foundry and Server

An implementation conforms to this specification as a KMIP Asymmetric Key Foundry and Server if it
meets the following conditions:

1. Supports the conditions required by the KMIP Server conformance clauses ([KMIP-Spec] 12.1)
and Baseline Server conformance clause ([KMIP-Prof] 5.2)

2. Supports the following additional objects:
a. Public Key ([KMIP-Spec] 2.2.3)
b. Private Key ([KMIP-Spec] 2.2.4)
3. Supports the following client-to-server operations:
a. Create Key Pair ([KMIP-Spec] 4.2)
b. Re-key Key Pair ([KMIP-Spec] 4.5)
4. Supports the following subset of enumerated attributes:
a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
i. Public Key
ii. Private Key
b. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
i. RSA
c. Link ([KMIP-Spec] 3.35 and 9.1.3.2.20)
i. Public Key Link
ii. Private Key Link
iii. Replacement Object Link
iv. Replaced Object Link
5. Supports the following subset of enumerated objects:
c. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
i. PKCS#1
ii. Transparent RSA private key ([KMIP-Spec] 2.1.7.4)
iii. Transparent RSA public key ([KMIP-Spec] 2.1.7.5)
6. Optionally supports any clause within [KMIP-Spec] that is not listed above

7. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
Conformance Clauses) that do not contradict any requirements within this standard
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5.9 Certificate Server Conformance Clauses

This proposal intends to meet this OASIS requirement by building on the KMIP Server Conformance
Clauses to provide basic asymmetric key services for local key generation (external to the key server) and
certification via a key server.

5.9.1 Implementation Conformance

An implementation is a conforming KMIP Certificate Server if the implementation meets the conditions as
outlined in the following section.

5.9.2 Conformance as a Certificate Server

An implementation conforms to this specification as a KMIP Certificate Server if it meets the following
conditions:

1. Supports the conditions required by the KMIP Server conformance clauses ([KMIP-Spec] 12.1)
and Baseline Server conformance clause ([KMIP-Prof] 5.2)

2. Supports the following additional objects:

a. Certificate ((KMIP-Spec] 2.2.1)

b. Public Key ([KMIP-Spec] 2.2.3)

c. Private Key ([KMIP-Spec] 2.2.4)
3. Supports the following client-to-server operations:

a. Certify (([KMIP-Spec] 4.7)

b. Re-Certify ([KMIP-Spec] 4.8)
4. Supports the following subset of enumerated attributes:

a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)

i. Certificate
ii. Public Key
iii. Private Key
b. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
i. RSA
c. Certificate Type ([KMIP-Spec] 3.8 and 9.1.3.2.6)
i. X.509
X.509 Certificate Identifier ([KMIP-Spec] 3.10)
X.509 Certificate Subject ([KMIP-Spec] 3.11)
X.509 Certificate Issuer ([KMIP-Spec] 3.12)
Link ([KMIP-Spec] 3.35 and 9.1.3.2.20)
i. Certificate Link
ii. Public Key Link
iii. Private Key Link

@ "o o

iv. Replacement Object Link
V. Replaced Object Link
h. Certificate Request Type ([KMIP-Spec] 4.7, 4.8 and 9.1.3.2.22)
i. PKCS#10
. PEM
5. Supports the following subsets of enumerated objects:
a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
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629 i. PKCS#1

630 i.  X.509

631 6. Optionally supports any clause within [KMIP-Spec] that is not listed above

632 7. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
633 Conformance Clauses) that do not contradict any requirements within this standard

634 5.10 Asymmetric Key Foundry and Certificate Server Conformance
635 Clauses

636  This proposal intends to meet this OASIS requirement by building on the KMIP Server Conformance
637  Clauses to provide basic asymmetric key services for central key generation (by the key server). The
638 intent is to simply allow key and certificate creation and serving with very limited key types.

639 5.10.1 Implementation Conformance

640  Animplementation is a conforming KMIP Asymmetric Key Foundry and Server if the implementation
641 meets the conditions as outlined in the following section.

642 5.10.2 Conformance as a Asymmetric Key Foundry and Certificate Server

643 An implementation conforms to this specification as a KMIP Asymmetric Key Foundry and Certificate
644  Server (Central Generation) if it meets the following conditions:

645 1. Supports the conditions required by the KMIP Server conformance clauses ([KMIP-Spec] 12.1)
646 and Baseline Server conformance clause ([KMIP-Prof] 5.2)
647 2. Supports the following additional objects:

648 a. Certificate ([KMIP-Spec] 2.2.1)

649 b. Public Key ([KMIP-Spec] 2.2.3)

650 c. Private Key ([KMIP-Spec] 2.2.4)

651 3. Supports the following client-to-server operations:

652 a. Create Key Pair ([KMIP-Spec] 4.2)

653 b. Re-key Key Pair ([KMIP-Spec] 4.5)

654 c. Certify (([KMIP-Spec] 4.7)

655 d. Re-Certify ([KMIP-Spec] 4.8)

656 4. Supports the following subset of enumerated attributes:
657 a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)

658 i. Certificate

659 ii. Public Key

660 iii. Private Key

661 b. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
662 i. RSA

663 c. Certificate Type ([KMIP-Spec] 3.8 and 9.1.3.2.6)
664 i. X.509

665 d. X.509 Certificate Identifier ([KMIP-Spec] 3.10)

666 e. X.509 Certificate Subject ([KMIP-Spec] 3.11)

667 f.  X.509 Certificate Issuer ([KMIP-Spec] 3.12)

668 g. Link ([KMIP-Spec] 3.35 and 9.1.3.2.20)

669 i. Certificate Link
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ii. Public Key Link
iii. Private Key Link
iv. Replacement Object Link
V. Replaced Object Link
h. Certificate Request Type ([KMIP-Spec] 4.7, 4.8 and 9.1.3.2.22)
i. PKCS#10
il. PEM
5. Supports the following subset of enumerated objects:
d. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
i. PKCS#1
i. X.509
iii. Transparent RSA private key ([KMIP-Spec] 2.1.7.4)
iv. Transparent RSA public key ([KMIP-Spec] 2.1.7.4)
6. Optionally supports any clause within [KMIP-Spec] that is not listed above

7. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
Conformance Clauses) that do not contradict any requirements within this standard

5.11 Discover Versions Client Clause

This proposal builds on the KMIP client conformance clauses to provide the most basic functionality that
would be expected of a conformant KMIP client — the ability to request the server version.

5.11.1 Implementation Conformance

An implementation is a conforming Discover Versions Client Clause if it meets the conditions as outlined
in the following section.

5.11.2 Conformance of a Discover Versions Client

An implementation conforms to this specification as a Discover Versions Server if it meets the following
conditions:

1. Supports the conditions required by the KMIP Client conformance clauses ([KMIP-Spec] 12.2)
2. Supports the Discover Versions client-to-server operation ([KMIP-Spec] 4.26)
3. Supports the Query client-to-server operation ([KMIP-Spec] 4.25)

5.12 Baseline Client Clause

This proposal builds on the KMIP client conformance clauses to provide some of the most basic
functionality that would be expected of a conformant KMIP client — the ability to request information about
the server.

5.12.1 Implementation Conformance
An implementation is a conforming Baseline Client Clause if it meets the conditions as outlined in the
following section.

5.12.2 Conformance of a KMIP Baseline Client

An implementation conforms to this specification as a Baseline Client if it meets the following conditions:
1. Supports the conditions required by the KMIP Client conformance clauses ([KMIP-Spec] 12.2)
2. Supports the following objects:
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e.

Attribute ([KMIP-Spec] 2.1.1)

Credential ([KMIP-Spec] 2.1.2)

Key Block ([KMIP-Spec] 2.1.3)

Key Value ([KMIP-Spec] 2.1.4)
Template-Attribute Structure ([KMIP-Spec] 2.1.8)

3. Supports the following subsets of attributes:

LTOS3ITXTTITQ@TDOA0T

Unique ldentifier ((KMIP-Spec] 3.1)

Name ([KMIP-Spec] 3.2)

Object Type ([KMIP-Spec] 3.3)
Cryptographic Algorithm ([KMIP-Spec] 3.4)
Cryptographic Length ([KMIP-Spec] 3.5)
Cryptographic Parameters ([KMIP-Spec] 3.6)
Digest ([KMIP-Spec] 3.17)

Default Operation Policy ([KMIP-Spec] 3.18.2)
Cryptographic Usage Mask ([KMIP-Spec] 3.19)
State ([KMIP-Spec] 3.22)

Initial Date ([KMIP-Spec] 3.23)

Activation Date ([KMIP-Spec] 3.24)

. Deactivation Date ([KMIP-Spec] 3.27)

Compromise Occurrence Date ([KMIP-Spec] 3.29)
Compromise Date ([KMIP-Spec] 3.30)
Revocation Reason ([KMIP-Spec] 3.31)

Last Change Date ([KMIP-Spec] 3.38)

4. Supports the ID Placeholder ([KMIP-Spec] 4)
5. Supports the following client-to-server operations:

—ART T S@Too0oTy

3

Locate ([KMIP-Spec] 4.9)

Check ([KMIP-Spec] 4.10)

Get ([KMIP-Spec] 4.11)

Get Attributes ([KMIP-Spec] 4.12)
Get Attribute List ([KMIP-Spec] 4.13)
Add Attribute ([KMIP-Spec] 4.14)
Modify Attribute ([KMIP-Spec] 4.15)
Delete Attribute ([KMIP-Spec] 4.16)
Activate ([KMIP-Spec] 4.19)

Revoke ([KMIP-Spec] 4.20)

Destroy ([KMIP-Spec] 4.21)

Query ([KMIP-Spec] 4.25)

Discover Versions ([KMIP-Spec] 4.26)

6. Supports the following message contents:

T TS@moa0Ty

k.
I

Protocol Version ([KMIP-Spec] 6.1)
Operation ([KMIP-Spec] 6.2)

Maximum Response Size ([KMIP-Spec] 6.3)
Unigue Batch Item ID ([KMIP-Spec] 6.4)
Time Stamp ([KMIP-Spec] 6.5)
Asynchronous Indicator ([KMIP-Spec] 6.7)
Result Status ([KMIP-Spec] 6.9)

Result Reason ([KMIP-Spec] 6.10)

Batch Order Option ([KMIP-Spec] 6.12)
Batch Error Continuation Option ([KMIP-Spec] 6.13)
Batch Count ([KMIP-Spec] 6.14)

Batch Item ([KMIP-Spec] 6.15)

7. Supports Message Format ([KMIP-Spec] 7)
8. Supports Authentication ([KMIP-Spec] 8)
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765 9. Supports the TTLV encoding ([KMIP-Spec] 9.1)

766 10. Supports the transport requirements ([KMIP-Spec] 10)

767 11. Supports Error Handling ([KMIP-Spec] 11) for any supported object, attribute, or operation
768 12. Optionally supports any clause within [KMIP-Spec] that is not listed above.

769 13. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
770 conformance clauses) that do not contradict any KMIP requirements

771 5.13 Secret Data Client Clause

772  This proposal builds on the KMIP client conformance clauses to provide some of the most basic

773  functionality that would be expected of a conformant KMIP client — the ability to create, register and get
774  secret data in an interoperable fashion.

775  5.13.1 Implementation Conformance

776 An implementation is a conforming Secret Data Client Clause if it meets the conditions as outlined in the
777  following section.

778 5.13.2 Conformance of a Secret Data Client

779 An implementation conforms to this specification as a Secret Data Client if it meets the following
780 conditions:

781 1. Supports the conditions required by the KMIP Client conformance clauses ([KMIP-Spec] 12.2)
782 and Baseline Client conformance clause ([KMIP-Prof] 5.12)

783 2. Supports the KMIP Baseline Client conformance clauses.

784 3. Supports the following additional objects:

785 a. Secret Data ([KMIP-Spec] 2.2.7)

786 4. Supports the following client-to-server operations:

787 a. Register ([KMIP-Spec] 4.3)

788 5. Supports the following subsets of enumerated attributes:

789 a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)

790 i. Secret Data

791 b. Secret Data Type ([KMIP-Spec] 2.2.7 and 9.1.3.2.9)

792 i. Password

793 6. Supports the following subsets of enumerated objects ([KMIP-Spec] clauses 3 and 9):

794 a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)

795 i. Opaque

796 7. Optionally supports any clause within [KMIP-Spec] specification that is not listed above
797 8. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
798 conformance clauses) that do not contradict any KMIP requirements

799 5.14 Symmetric Key Store Client Conformance Clause

800  This proposal builds on the KMIP client conformance clauses to provide support for symmetric key store
801 and foundry use cases.

802 5.14.1 Implementation Conformance

803  An implementation is a conforming KMIP Symmetric Key Store Client if the implementation meets the
804  conditions as outlined in the following section.
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5.14.2 Conformance as a Symmetric Key Store Client
An implementation conforms to this specification as a Basic Symmetric Key Store Client if it meets the
following conditions:

1. Supports the conditions required by the KMIP Client conformance clauses. ([KMIP-Spec] 12.2)
and Baseline Client conformance clause ([KMIP-Prof] 5.12)

2. Supports the following additional objects:
a. Symmetric Key ([KMIP-Spec] 2.2.2)
3. Supports the following client-to-server operations:
a. Register ([KMIP-Spec] 4.3)
4. Supports the following attributes:
a. Process Start Date ([KMIP-Spec] 3.25)
b. Protect Stop Date ([KMIP-Spec] 3.26)
5. Supports the following subsets of enumerated attributes:
a. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
i. 3DES
i. AES
b. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
i. Symmetric Key
6. Supports the following subsets of enumerated objects:
a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
i. Raw
ii. Transparent Symmetric Key
7. Optionally supports any clause within [KMIP-Spec] that is not listed above

8. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
conformance clauses) that do not contradict any KMIP requirements

5.15 Symmetric Key Foundry Client Conformance Clause

This proposal intends to meet this OASIS requirement by building on the KMIP Client Conformance
Clause to provide basic symmetric key services. The intent is to simply allow key creation and serving
with very limited key types.

5.15.1 Implementation Conformance

An implementation is a conforming KMIP Symmetric Key Foundry Client if the implementation meets the
conditions as outlined in the following section.

5.15.2 Conformance as a KMIP Symmetric Key Foundry Client

An implementation conforms to this specification as a KMIP Symmetric Key Foundry Client if it meets the
following conditions:

1. Supports the conditions required by the KMIP Client conformance clauses. ([KMIP-Spec] 12.2)
and Baseline Client conformance clause ([KMIP-Prof] 5.12)

2. Supports the following additional objects
a. Symmetric Key ([KMIP-Spec] 2.2.2)

3. Supports the following client-to-server operations:
a. Create ([KMIP-Spec] 4.1)
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4. Supports the following attributes:
a. Process Start Date ([KMIP-Spec] 3.25)
b. Protect Stop Date ([KMIP-Spec] 3.26)
5. Supports the following subsets of enumerated attributes:
a. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
i. 3DES
i. AES
b. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
i. Symmetric Key
6. Supports the following subsets of enumerated objects:
a. Key Format Type ([KMIP-Spec] 2,1,3 and 9.1.3.2.3)
i. Raw
ii. Transparent Symmetric Key
7. Optionally supports any clause within [KMIP-Spec] that is not listed above

8. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
conformance clauses) that do not contradict any KMIP requirements

5.16 Asymmetric Key Store Client Conformance Clauses

This proposal intends to meet this OASIS requirement by building on the KMIP Client Conformance
Clauses to allow asymmetric key pairs generated external to the key server to be vaulted by a key server.
The intent is to simply support key registration for a very limited number of key types.

5.16.1 Implementation Conformance

An implementation is a conforming KMIP Asymmetric Key Store Client if the implementation meets the
conditions as outlined in the following section.

5.16.2 Conformance as a Asymmetric Key Store Client

An implementation conforms to this specification as a KMIP Asymmetric Key Store Client if it meets the
following conditions:

1. Supports the conditions required by the KMIP Client conformance clauses ([KMIP-Spec] 12.2)
and Baseline Client conformance clause ([KMIP-Prof] 5.12)

2. Supports the following additional objects:
a. Public Key ([KMIP-Spec] 2.2.3)
b. Private Key ([KMIP-Spec] 2.2.4)
3. Supports the following client-to-server operations:
a. Register ([KMIP-Spec] 4.3)
4. Supports the following subset of enumerated attributes:
a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
i. Public Key
ii. Private Key
b. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
i. RSA
c. Link ([KMIP-Spec] 3.35 and 9.1.3.2.20)
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i. Public Key Link
ii. Private Key Link
5. Supports the following subset of enumerated objects:
a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
i. Raw
ii. PKCS#1
6. Optionally supports any clause within [KMIP-Spec] that is not listed above

7. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
Conformance Clauses) that do not contradict any requirements within this standard

5.17 Asymmetric Key and Certificate Store Client Conformance
Clauses

This proposal intends to meet this OASIS requirement by building on the KMIP Client Conformance

Clauses to allow asymmetric key pairs and certificates generated external to the key server to be vaulted

by a key server. The intent is to simply support key and certificate registration for a very limited number
of key types.

5.17.1 Implementation Conformance

An implementation is a conforming KMIP Asymmetric Key and Certificate Store Client if the
implementation meets the conditions as outlined in the following section.

5.17.2 Conformance as an Asymmetric Key and Certificate Store Client

An implementation conforms to this specification as a KMIP Asymmetric Key and Certificate Store Client if
it meets the following conditions:

1. Supports the conditions required by the KMIP Client conformance clauses ([KMIP-Spec] 12.2)
and Baseline Client conformance clause ([KMIP-Prof] 5.12)

2. Supports the following subsets of additional objects:
a. Certificate ((KMIP-Spec] 2.2.1)
b. Public Key ([KMIP-Spec] 2.2.3)
c. Private Key ([KMIP-Spec] 2.2.4)
3. Supports the following client-to-server operations:
a. Register ([KMIP-Spec] 4.3)
4. Supports the following subset of enumerated attributes:
a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
i. Certificate
ii. Public Key
iii. Private Key
b. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
i. RSA
c. Certificate Type ([KMIP-Spec] 3.8 and 9.1.3.2.6)
i. X.509
d. X.509 Certificate Identifier ([KMIP-Spec] 3.10)
e. X.509 Certificate Subject ((KMIP-Spec] 3.11)

f.  X.509 Certificate Issuer ([KMIP-Spec] 3.12)
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929
930
931
932
933
934
935
936
937

938
939

940

941
942
943

944

945
946

947
948
949

950
951

952
953
954
955
956
957
958
959
960
961
962
963
964
965
966
967
968
969

g. Link ([KMIP-Spec] 3.35 and 9.1.3.2.20)
a. Certificate Link
b. Public Key Link
c. Private Key Link
5. Supports the following subset of enumerated objects:
a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
i. PKCS#1
ii. X.509
6. Optionally supports any clause within [KMIP-Spec] that is not listed above

7. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
Conformance Clauses) that do not contradict any requirements within this standard

5.18 Asymmetric Key Foundry Client Conformance Clauses

This proposal intends to meet this OASIS requirement by building on the KMIP Client Conformance
Clauses to provide basic asymmetric key services for central key generation (by the key server). The
intent is to simply allow key creation and serving with very limited key types.

5.18.1 Implementation Conformance

An implementation is a conforming KMIP Asymmetric Key Foundry Client if the implementation meets the
conditions as outlined in the following section.

5.18.2 Conformance as an Asymmetric Key Foundry Client

An implementation conforms to this specification as a KMIP Asymmetric Key Foundry Client if it meets the
following conditions:

1. Supports the conditions required by the KMIP Server conformance clauses ([KMIP-Spec] 12.2)
and Baseline Client conformance clause ([KMIP-Prof] 5.12)

2. Supports the following additional objects:
a. Public Key ([KMIP-Spec] 2.2.3)
b. Private Key ([KMIP-Spec] 2.2.4)
3. Supports the following client-to-server operations:
a. Create Key Pair ([KMIP-Spec] 4.2)
b. Re-key Key Pair ([KMIP-Spec] 4.5)
4. Supports the following subset of enumerated attributes:
a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
i. Public Key
ii. Private Key
b. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
i. RSA
c. Link ([KMIP-Spec] 3.35 and 9.1.3.2.20)
i. Public Key Link
ii. Private Key Link
iii. Replacement Object Link
iv. Replaced Object Link
5. Supports the following subset of enumerated objects:
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970
971
972
973
974

975
976

977

978
979
980

981

982
983

984

985
986

987
988

989
990
901
992
993
994
995
996
997
998
999
1000
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010

a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)
i. PKCS#1
ii. Transparent RSA private key ([KMIP-Spec] 2.1.7.4)
iii. Transparent RSA public key ([KMIP-Spec] 2.1.7.5)
6. Optionally supports any clause within [KMIP-Spec] that is not listed above

7. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
Conformance Clauses) that do not contradict any requirements within this standard

5.19 Certificate Client Conformance Clauses

This proposal intends to meet this OASIS requirement by building on the KMIP Client Conformance
Clauses to provide basic asymmetric key services for local key generation (external to the key server) and
certification via a key server.

5.19.1 Implementation Conformance

An implementation is a conforming KMIP Certificate Client if the implementation meets the conditions as
outlined in the following section.

5.19.2 Conformance as a Basic Certificate Client

An implementation conforms to this specification as a KMIP Certificate Client if it meets the following
conditions:

1. Supports the conditions required by the KMIP Client conformance clauses ([KMIP-Spec] 12.2)
and Baseline Client conformance clause ([KMIP-Prof] 5.12)

2. Supports the following additional objects:
a. Certificate ([KMIP-Spec] 2.2.1)
b. Public Key ([KMIP-Spec] 2.2.3)
c. Private Key ([KMIP-Spec] 2.2.4)
3. Supports the following client-to-server operations:
a. Certify (([KMIP-Spec] 4.7)
b. Re-Certify ([KMIP-Spec] 4.8)
4. Supports the following subset of enumerated attributes:
a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)

i. Certificate
ii. Public Key
iii. Private Key
b. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)
i. RSA
c. Certificate Type ([KMIP-Spec] 3.8 and 9.1.3.2.6)
i. X.509
d. X.509 Certificate Identifier ([KMIP-Spec] 3.10)
e. X.509 Certificate Subject ((KMIP-Spec] 3.11)
f.  X.509 Certificate Issuer ([KMIP-Spec] 3.12)
g. Link ([KMIP-Spec] 3.35 and 9.1.3.2.20)
i. Certificate Link
ii. Public Key Link
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1011 iii. Private Key Link

1012 iv. Replacement Object Link

1013 V. Replaced Object Link

1014 h. Certificate Request Type ([KMIP-Spec] 4.7, 4.8 and 9.1.3.2.22)

1015 i. PKCS#10

1016 . PEM

1017 5. Supports the following subsets of enumerated objects:

1018 a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)

1019 i. PKCS#1

1020 i. X.509

1021 6. Optionally supports any clause within [KMIP-Spec] that is not listed above

1022 7. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
1023 Conformance Clauses) that do not contradict any requirements within this standard

1024 5.20 Asymmetric Key Foundry and Certificate Client Conformance
1025 Clauses

1026  This proposal intends to meet this OASIS requirement by building on the KMIP Conformance Clauses to
1027 request basic asymmetric key services for central key generation (by the key server). The intent is to
1028  simply allow key and certificate creation and serving with very limited key types.

1029  5.20.1 Implementation Conformance
1030  Animplementation is a conforming KMIP Asymmetric Key Foundry and Certificate Client if the

1031 implementation meets the conditions as outlined in the following section.

1032 5.20.2 Conformance as a Basic Asymmetric Key Foundry and Certificate
1033 Client

1034  Animplementation conforms to this specification as a KMIP Asymmetric Key Foundry and Certificate
1035 Client (Central Generation) if it meets the following conditions:

1036 1. Supports the conditions required by the KMIP Client conformance clauses ([KMIP-Spec] 12.2)
1037 and Baseline Client conformance clause ([KMIP-Prof] 5.12)
1038 2. Supports the Baseline KMIP Client Profile (KMIP-Prof 4.2)
1039 3. Supports the following additional objects:
1040 a. Certificate ((KMIP-Spec] 2.2.1)
1041 b. Public Key ([KMIP-Spec] 2.2.3)
1042 c. Private Key ([KMIP-Spec] 2.2.4)
1043 4. Supports the following client-to-server operations:
1044 a. Create Key Pair ([KMIP-Spec] 4.2)
1045 b. Re-key Key Pair ([KMIP-Spec] 4.5)
1046 c. Certify ([KMIP-Spec] 4.7)
1047 a. Re-Certify ([KMIP-Spec] 4.8)
1048 5. Supports the following subset of enumerated attributes:
1049 a. Object Type ([KMIP-Spec] 3.3 and 9.1.3.2.12)
1050 i. Certificate
1051 ii. Public Key
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1052 iii. Private Key

1053 b. Cryptographic Algorithm ([KMIP-Spec] 3.4 and 9.1.3.2.13)

1054 i. RSA

1055 c. Certificate Type ([KMIP-Spec] 3.8 and 9.1.3.2.6)

1056 i. X.509

1057 d. X.509 Certificate Identifier ((KMIP-Spec] 3.10)

1058 e. X.509 Certificate Subject ([KMIP-Spec] 3.11)

1059 f.  X.509 Certificate Issuer ([KMIP-Spec] 3.12)

1060 g. Link ([KMIP-Spec] 3.35 and 9.1.3.2.20)

1061 i. Certificate Link

1062 ii. Public Key Link

1063 iii. Private Key Link

1064 iv. Replacement Object Link

1065 v. Replaced Object Link

1066 h. Certificate Request Type ([KMIP-Spec] 4.7, 4.8 and 9.1.3.2.22)
1067 i. PKCS#10

1068 il. PEM

1069 6. Supports the following subset of enumerated objects:

1070 a. Key Format Type ([KMIP-Spec] 2.1.3 and 9.1.3.2.3)

1071 i. PKCS#1

1072 i.  X.509

1073 iii. Transparent RSA private key ([KMIP-Spec] 2.1.7.4)
1074 iv. Transparent RSA public key ([KMIP-Spec] 2.1.7.4)
1075 7. Optionally supports any clause within [KMIP-Spec] that is not listed above
1076 8. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,
1077 Conformance Clauses) that do not contradict any requirements within this standard
1078

1079 5.21 Storage Client Conformance Clauses

1080  This proposal intends to meet this OASIS requirement by building on the KMIP Client Conformance
1081 Clauses to request services for storage-related capabilities by the key server...

1082 5.21.1 Implementation Conformance

1083  Animplementation is a conforming KMIP Storage Client if the implementation meets the conditions as
1084 outlined in the following section.

1085 5.21.2 Conformance as a Storage Client

1086  An implementation conforms to this specification as a KMIP Storage Client if it meets the following
1087 conditions:

1088 1. Supports the conditions required by the KMIP Client conformance clauses ([KMIP-Spec] 12.2)
1089 2. Supports the Baseline Client Conformance Clause (Section 5.12)

1090 3. Supports the Symmetric Key Store Client Conformance Clause (Section 5.14)

1091 4. Supports the Symmetric Key Foundry Client Conformance Clause (Section 5.15)

1092 5. Optionally supports any clause within [KMIP-Spec] that is not listed above
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1093
1094

1095
1096
1097

6. Optionally supports extensions outside the scope of this standard (e.g., vendor extensions,

Conformance Clauses) that do not contradict any requirements within this standard
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