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1 SKD Labs

SKD Labs is a leading independent testing facility and specializes in
functionality testing, performance validation and certification of
information security products and services. It develops and implements
the highest testing standards to ensure maximum product effectiveness
in functionality and performance. SKD Labs' independent testing and
technical consultancy services benefit information security vendors to
gain market advantage and to compete with established brands not
only in Asia but also throughout markets worldwide. Through its
conferences, seminars, and information publishing activities, SKD Labs
develops awareness among users of security products—both consumers
and business users—of the threats to information security and the
products available to deal with those threats. Its Starcheck certification
has been widely recognized by networking and information security

industry, business and home users in the market.

SKD Labs Website: www.skdlabs.com
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2 The Product

eGambit Artificial Intelligence Engine (eGambit) is designed to analyze
Windows PE files and output analysis results as goodware or malware in
real time. Users can upload files to the engine for analysis through a

https Web frontend.

3 Test Methodology

This test is to evaluate how effective and accurate the eGambit

analyzes Windows PE files as malware or goodware in real time.

1. From SKD Labs malware sample database, select 2,000 malware
samples, including Trojan, infectious viruses, worms and other types

of malicious samples.

2. Use eGambit Web interface to upload the samples for detection

respectively.

3. Check the returned results for accuracy.

4. By uploading 1,500 standard Microsoft files on Microsoft Windows

systems, check the returned results for false positives.

4 Test Results

Among the 2,000 malware samples uploaded for analysis, 1,962
samples were returned with correct results very quickly. 38 samples were

returned with incorrect detection.
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[ eGambit - Artificial Int %

& C | & Secure | https://test.egambit.net Q| i

Welcome SKDLABS, please upload your testing files

Submit your PE32 (32bit) or PE32+ (64bit) Windows files. eGambit Artificial Intelligence engine will analyze uploaded files and share related result ( goodware or
malware / confidence).

[ Choose Files | No file chosen

| Upload to eGambit Artificial Engine ‘

Check your results

Refresh results

Show (25~ | entries search:

First Latest

SHA256 Result Confidence =
Upload Result

File name Virustotal

28Apr 28 Apr
27cca3632913907d3860b6cat 57749bd933a618e640910437767154  MALWARE  98% 2017 2017 97913ac3111b84864...140 [ link]
10:09:08  10:10:09

28 Apr 28 Apr
71b19ce533e2fdaalc8349ac78ba16b0e1186d49207589656eda35cad3f545d7 MALWARE 94% 2017 2017 94241ab1ee292fcc5..058  [link ]
10:09:08  10:10:09

28 Apr 28 Apr
d0121bc24684169212492b7ba70c16b53726c4f99cdd38b58d8eb0fIf2538db2 MALWARE 100% 2017 2017 96270d1bb27ee2aa3..0cc  [link ]
10:09:08  10:10:08

28 Ane 28 Anc

Test Screenshot 1

[ eGambit - Artificial Int- x \§ §

C | & Secure | https://testegambit.net

28Apr 28 Apr
€80817bdc62b43eafl78398e84250921019c7598ch01065518b58bEbfaS2ec2d  MALWARE  100% 2017 2017 9479009e4973debf8...ce0 [ link ]
10:09:08  10:09:22

28Apr 28 Apr
16250927918b2ca7977d74eacacgee3bdd718b42a326e9b8348c7cM0be2ded  MALWARE  100% 2017 2017 90576afB8b83942c6b...a0
10:09:08  10:09:21

[link

28 Apr 28 Apr
d66dd0f6f4b7b948a63e466cab37b1caf32b158272f2620446b85712f5291a0 MALWARE 99% 2017 2017 095287d40fdeb7eab..d91  [link ]
10:09:08  10:09:21

28Apr 28 Apr
6egdcacectde7dsb0717d0613d1740318321e3bfc8a248776295¢8c747992245  GOODWARE  78% 2017 2017 88857ed9e118c196b...42¢  [link ]
10:09:08  10:09:20

28Apr 28 Apr
b862e94ea0ae98670912389b3197bad15916eb8D140fC773ce81a631c217¢595  MALWARE  97% 2017 2017 92670b0d9fe4f425..270  [link]
10:09:08  10:09:19

28Apr 28 Apr
909e6953c300ae9f2dee705¢7 192600 47457122511215c461c4a65 ~ MALWARE ~ 100% 2017 2017 87882bb54cb68d836...2a3 [ link |
10:09:08  10:09:18

28 Apr 28 Apr
6cc41528668507b9e25decafd66ac8894d9c77e7dba369b309e63bd675d548 MALWARE 98% 2017 2017 85944c058ce713ffe...ff6 [ link ]
10:09:08  10:09:17

28 Apr 28 Apr
471f716a1bb21869d8d 1abaed5f1e60f1b55b9377e6c8709e1b7986c445ce7ec GOODWARE  94% 2017 2017 9253728136444ee9..e7b  [link ]
10:09:08  10:09:17

Test Screenshot 2
Among the 1,500 standard Microsoft files uploaded for analysis, only

one file was returned with incorrect detection.
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W l=l8] =
[ eGambit - Artificial Int: x \\\ |
& C | @ Secure | https;/testegambitnet Qw0

Welcome SKDLABS, please upload your testing files

Submit your PE32 (32bit) or PE32+ (64bit) Windows files. eGambit Artificial Intelligence engine will analyze uploaded files and share related result ( goodware or

malware / confidence).

Choose Files | No file chosen

pload to eGambit Artificial Engine

Check your results

Refresh results

SHA256 Result COnﬂdEnceF”s' Latest File name Virustotal
Upload Result
26Sep 26 Sep
adedd2f4619d9a2e732821117e9e8591dd5d1e41b351c72calbed01261674e47 GOODWARE100% 2017 2017 8430dedc2c2ebd6df...37b [ link |
07:26:46 07:26:50
26Sep 26 Sep
682509c5506265125be897aabb70941baad13ce973171463ed5e5449455055 GOODWARE100% 2017 2017  8505bSabfdcae3sfc..f38 [link ]
07:26:46 07:26:50
26Sep 26 Sep
15c54321a7a8119215525cadd4b723dd9699a131754669029761833c3936575 GOODWARE100% 2017 2017 8756cb09cbb7a5d32...cef [ link |
07:26:46 07:26:50
26 Sep 26 Sep

Test Screenshot 3

23Sep 23 Sep
1e6ddat1alfa00d9c38b5e7702d1041581ab27eba784bce55c40045079901981d  GOODWARE100% 2017 2017  6e2ecal53e0741425...6¢0[ link |
09:48:45 09:48:48
23Sep 23 Sep
6a8d70c07848088ab801e749797e105987c6e92eca5d57a8c94d57aal9aad  GOODWARE100% 2017 2017  6df7adcac553684def..411 [link ]
09:48:45 09:48:48
23Sep 23 Sep
37917 09d02¢91edgba07dd17 5551fabddiceb GOODWARE100% 2017 2017  Gec50d9acac6143a4...389 [ link ]
09:48:45 09:48:47
23Sep 23 Sep
44ce’ccd7e26da24718baagdde34ebb: 5b3fd7d37c79715¢ 0a MALWARE 99% 2017 2017  6ea9251a9367a92d4...32c[ link |
09:48:45 09:48:47
23Sep 23 Sep
8ebca0Cc07712b94b1e284412247d83a734812decT 163212678947a02095(6697 GOODWARE100% 2017 2017  6e26d9de2c5e512c2...9ec link |
09:48:45 09:48:47
23Sep 23 Sep
€07617a62324979225b75e24128780d14b56c292b78b4c67c6210a3b4503 GOODWARE100% 2017 2017  6eb69458754dbdbag...2b0[ link |
09:48:45 09:48:47
23Sep 23 Sep
7739cf0abcagd18c9a49d655M4e032163bbib706484410cBebda282ch0225dfc  GOODWARE100% 2017 2017  6ed21bcf1f76¢9c75..f4d [ link |
09:48:45 09:48:47
23Sep 23 Sep
aBaddb79477f3c7559a6acd6dac9e2absbsb: 48b14d66952d6777 GOODWARE100% 2017 2017  6eda932390a575899...6aa[ link |
09:48:45 09:48:47
23Sep 23 Sep
e84079030eadd9d240fc6c1b1536a821ee482e6bac5defedB897497070a502 GOODWARE100% 2017 2017  6e7049d740d872933...c9e[ link |

Test Screenshot 4

eGambit Artificial Intelligence Engine Test Report

Page 4 of 7



SKD Labs

5 Conclusion

The eGambit Artificial Intelligence Engine user interface is intuitive. The

analysis and output process of it is fast.

The malware detection rate: 98.1%

The false positive rate: 0.07%

SKD Labs certifies the ability of eGambit to detect malware.
Test Date: April/September 2017
Certification Number: SKDZS20160108

This certificate is valid until December 19, 2017
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STARCHECK CERTIHICATE

NO.SKDZ520160108

coveany: TEHTRIS
sowution: @Gambit

Valid until December19, 2017

Signed:

Jesse Song A
3 S ST
Director IS

SKD Labs
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6 Copyright and Disclaimer

©2017- SKD Labs, Inc. Allrights reserved. No part of this
publication may be reproduced, photocopied, stored on a
retrieval system, or tfransmitted without the express written
consent of the authors.

Please note that access to or use of this document is conditional on
the following:

1. The testincluded in this report was independently conducted
by SKD Labs. SKD Labs is solely responsible for the contents of
this report.

2. The information in this document is believed by SKD Labs to
be accurate and reliable at the time of publication, but is not
guaranteed. All use of and reliance on this document are at
the reader’s sole risk. SKD Labs is not liable or responsible for
any damages, losses, or expenses arising from any error or
omission in this document.

3. NO WARRANTIES, EXPRESS OR IMPLIED ARE GIVEN BY SKD LABS.
ALL IMPLIED WARRANTIES, INCLUDING IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A RTICULAR PURPOSE, AND
NON— INFRINGEMENT ARE DISCLAIMED AND EXCLUDED BY SKD
LABS. IN NO EVENT SHALL SKD LABS BE LIABLE FOR ANY
CONSEQUENTIAL, INCIDENTAL OR INDIRECT DAMAGES, OR
FOR ANY LOSS OF PROFIT, REVENUE, DATA, COMPUTER
PROGRAMS, OR OTHER ASSETS, EVEN IF ADVISED OF THE
POSSIBILITY THEREOF.

4. This document does not constitute an endorsement,
recommendation, or guarantee of any of the products
(hardware or software) tested or the hardware and software
used in testing the products. The testing does not guarantee
that there are no errors or defects in the products or that the
products willmeet the reader’s expectations, requirements,
needs, or specifications, or that they will operate without
interruption.
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5. This document does not imply any endorsement,
sponsorship, affiliation, or verification by or with any
organizations mentioned in this report.

6. All frademarks, service marks, and trade names used in this
document are the frademarks, service marks, and trade
names of their respective owners.
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